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SOCIOLOGY AND INTELLIGENCE - LIMITATIONS AND
OPPORTUNITIES

Andrei-Marius DIAMESCU
Colonel, PhD, Senior analyst within the Ministry of National Defence.

Abstract: The article approaches two of the main social investigation paradigms,
frequently used in sociological research, and the way in which they can be used in
intelligence analysis/production.

After a critical assessment of the usefulness of the deterministic paradigm in
evaluating the domestic/international security environment, in its second half the article
focuses on opportunities offered to intelligence analysts by the interactionist perspective on
security problems.

The epistemological approach to intelligence, validated by the use of scientific
research methodologies, offers intelligence professionals the necessary tools to continuously
improve the quality and the objectivity of the products meant for strategic decision makers.

Keywords: epistemology; sociology, intelligence;, determinism, interactionist
paradigm, perverse effect.

Introduction

The society, in any of its social organization forms, is based on social actions and
decisions. Both are responsible for the state of the society at any given moment of its
existence. As long as decision making and action are not under the pressure of correct
interpretations, preferably scientifically validated, but under that of improvisation and
empirical options based on common sense, the social change will take place arbitrarily,
spontaneously, sometimes with an unwanted and uncontrollable dynamics.

This is why, when it comes to the analyses focused on the concept of national security,
and military security implicitly, the main concern is to find the most efficient methodologies
that identify and assess the sources of insecurity, as well as the solutions to diminish their
effects.

The state of security can be correctly or incorrectly assessed, and the assessment, not
taking into account the optimum situations, can trigger inadequate actions or insufficient
responses that do not contribute to reaching the targets, which most frequently, when talking
about security, can be vital for the state of the nation as a whole.

This supports the statement according to which military security is affected by the
intelligence's ability to carry out assessments and to intervene, in other words - to process
information.

Therefore, I believe that the responsibility for accurate information processing, which
belongs mostly to intelligence specialists, is often at least as big as that of strategic decision
makers (political, military, financial-economic etc.).

Undoubtedly, intelligence analysts use various methodologies, each of them with a
certain degree of abstractedness and comprehensiveness.

In social sciences, concepts such as security, justice, peace, equality, freedom etc.
include an entire area of expertise and this is why they cannot be defined in general terms.
They require a theoretical analysis to identify their limits of applicability, the contradictions
which may appear and the impact of the new trends.



Therefore, I believe that the similarity between intelligence as a field of study, and
sociology is relevant, as Boudon stated: “all sociologists or nearly all of them have tried to
define the object of sociology, which is another way of saying that no one has reached this
goal... and no definition has been universally accepted”’.

1. The limitations of the deterministic paradigm in researching
security problems

The explanation focused on causes has been and most likely will remain the simplest
form of explanation and, hence, the most frequently used. Based on the actual progress of
successions, the phrase "if A (before B), then B" defines the deterministic paradigm.

The first difficulties that stemmed from the hasty causal analysis of the situations
people are confronted with led to logics, as an attempt to introduce rules which would make
possible the use of causal thinking patterns. The delimitations introduced by these types of
rules have favoured the theoretical analyses which have gradually produced scientific ways of
investigating certain phenomena by using the data provided by observation and experiments.

The causal way in which the determination relations can be explained had a large
impact on security analysis. Most analysts, at least at first, concluded that the analytic
approach should be focused on searching and identifying laws.

The interpretation of social existence as governed by regularities, dominant at the
beginnings of sociology, has gradually caught the attention of researchers. They soon realized
that most of them, believing the fields of study to be cognizable by identifying the laws,
create various ways of analysis to define the regularities which govern the field under
investigation. In other words, the tools of study become objectives that have to be proven, a
situation in which the area being studied becomes quite inconsistent.

Sociology and social sciences in general began to produce causal explanations as they
developed. However, researchers found in time that more and more social situations cannot
be explained through causal determination relations.

Some sociologists, among them Raymond Boudon, even denied that causal analyses
would play any part in social investigations: “in all the cases in which sociologists managed to
decipher obscure phenomena, they used analyses of the interactionist type; the phenomenon is
explained through composing some individual actions whose logic cannot be reduced to
stimulus-response or cause-effect patterns (...) the sociological analysis cannot be based on a
model which turns individual behaviour into the product of social structures. Attempting to
eliminate the freedom of the subject, the sociologist can fall into the trap of reductionist
paradigms™ .

In fact, causal interpretation is only one of the ways to interpret determinations from
the field of security. Analysing it, we can safely say that it can be disputed based on at least
three arguments:

- the interactions among various internal structures dealing with national security
issues and the interactions between these structures and international organizations are often
ignored;

- quite often the process in which internal security organizations take up roles is
neglected;

- by ignoring the internal organization and reducing the interactions between them to
variables determined by causes, the analyst cannot make pertinent judgements.

! Raymond Boudon, ,, La crise de la sociologie”, cf. Mattei Dogan, Robert Pahre, ,, Noile stiinte sociale - interpenetrarea
disciplinilor”, Bucharest, Editura Academiei Romane, 1993, p. 114.
2 Raymond Boudon, Texte sociologice alese, Editura Humanitas, Bucharest, 1990, p. 256.



When developing a critique of determinism applied to the field of security, the role of
politics in drafting security strategies should not be forgotten. In the real world, politicians are
only partially informed and this is why, obviously, they don't fully understand the other
participants in the process. Consequently, many factors in the process of establishing the
politics have nothing to do directly with security and, nevertheless, they have a considerable
influence on the policies proposed in the name of national security. Since politics has a
powerful impact on security issues, the process of establishing it makes it impossible to apply
a causal analysis pattern in the field of security.

2. Opportunities offered by the interactionist analysis of security issues

The main requirement of this perspective, clearly stated by French sociologist
Raymond Boudon in "Perverse Effects and Social Contradictions”, is to include any fact,
phenomenon or social process in the explanation as a result of individual actions. By
individual Boudon means either a human or an organized group which has decision-making
power, able to target its own purposes based on well-acknowledged intentions and
motivations.

Also, the "perverse effect" concept is introduced, an effect defined as the unintended
result of individual actions, oriented by intentions. This result can be both wanted and
unwanted from the action agent’s viewpoint.

Adopting this sociological formula, Boudon states:

- all the macro-social aspects derive from individual actions and their
combinations;

- the constraining exterior forces are - in the end - nothing else but the
unintended result of a multitude of intended individual actions.

In order to emphasize how useful the Boudon-ian perspective on the interrogation of
the social could be when carrying out pertinent security analyses, 1 found very useful the
rough sketch which shows the main highlights of the French sociologist's contribution,
drafted by Ioan Aluas and Traian Rotariu’:

a Boudon's premise is that the individual agent is the logical nucleus of the
action and this is why any explanation of the facts, phenomena or social processes should take
into account, eventually, individual actions. The explanation mentions social factors whose
existence is quite doubtful, such as group conscience, collective will, concepts used by the
communist ideology, yet still present today in political speech.

This premise leads us almost instinctually to the role attributed to states by the
definition of international society: “The international society is a group of states (politically
independent actors), which form more than a system, as each state's behaviour is a necessary
factor taken into account by the others, which have established through dialogue and
consensus some common rules and institutions to preserve their relations and to maintain this
arrangement”4.

In the analysis of internal security individual agents can be easily recognised as well:
institutions, political parties, non-governmental organizations etc.;

b. any individual action has a purpose. It can be admitted that most individuals
follow objectives that would satisfy their needs and interests (generally with an adaptive
purpose), as their rationality allows them to act effectively, choosing the most suitable means
for their purposes. This rationality is not absolute or perfect, since in most situations the
individual agents do not have all the possible information regarding the context and they
cannot predict in a precise manner the consequences of their actions.

3 Joan Aluas; Traian Rotariu, prefata la Texte sociologice alese. Editura Humanitas, Bucharest, 1990, p. 12-14.
4 10Hedley Bull, Adam Wolson, conform Barry Buzan, Popoarele, Statele si teama, Editura Cartier, Chisinau, 2000, p. 173.



Applied in the field of security, this premise offers us a reason for the existence of
most instruments, both national and international, all of which aim to prevent and manage
insecurity sources. International and domestic institutions which manage external relations
are meant to guarantee the international security framework, while intelligence services
provide to decision makers and individual agents the optimum amount of information needed
for management;

c. Individual actions should be understood in the sense that the intelligence analyst,
placing himself hypothetically in the agents' situation, should be able to determine their
probable course of action.

In Boudon's opinion, understanding the agents' actions does not imply subjectivity,
does not require certain abilities, skills or special psychological traits that would allow the
analyst to identify himself with living/reliving the action.

Moreover, understanding is not focused on a certain individual, which would
inevitably imply the taking into consideration of certain personality traits, some data which
would be difficult to gauge objectively in the absence of adequate psychological studies.
Actually, the understanding is directed to the actor as a representative of a social group.
Therefore, the understanding difficulties, the possibility of erroneously interpreting the
actions of agents do not stem from a potential psychological or cultural incompatibility
between the intelligence analyst and the subject, they derive only from a potential lack of
information regarding the social context of the action, more precisely the structural factors
which lead actions into certain directions. Reconstituting accurately the context in which the
action takes place virtually eliminates any subjectivity in understanding the actors' actions;

d. The last in line, yet the most important premise in terms of consequences, is the
logical reconstruction of the studied social fact as a result of individual interactions.

This reconstruction can be intuitive and immediate, and the social result will easily
stem from the multitude of individual actions. In this case, the explanation scheme is reduced
to a few sentences which state the options and values attached to them by individuals in the
analysed social framework with the conclusion resulting directly from these sentences.

In other cases, the situation can be more complex, and some mathematical methods
may be required for the assembly of individual actions. Sometimes the result of individual
actions (the actors' actions) is the direct extension of these actions; at other times, it can lead
to a phenomenon or a process that no one was expecting, unwanted for some or all
participants in the action.

At this point in his theory, which I consider to be highly important for the intelligence
analysis, the French sociologist introduces the perverse effect concept.

Without claiming to be the creator of this concept, which he attributes to philosophers
Smith and Rousseau, Boudon defines the perverse effect as follows: “when two individuals
(or more), following a certain objective, generate an unexpected state of facts which can be
considered unwanted by both or one of them’”.

Maybe the best example of a perverse effect seen in the case of international security
relations was the unprecedented escalation of the arms race generated during the Cold War by
the nuclear deterrence theory.

Another perverse effect in my opinion would be what happened in the U.S. prior to
the 9/11 terrorist attacks in terms of the intelligence services’ activity: the dissipation of
strategic information led to a deficit of integrated interpretation and analysis and implicitly
to the decision makers' information deficit.

In the field of defence we should also mention the perverse effect of war, used by
Boudon to illustrate the case in which individuals might not reach their objectives even if they
use the best means to achieve them: in this case, the escalation of conflict leads to

5 Raymond Boudon, Texte sociologice alese, Editura Humanitas, Bucharest, 2000, p. 159, 165.
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considerable losses for the antagonists and ends in incertitude.

Of course, there are many examples of perverse effects, both on a micro-social and a
macro-social level. I will just mention a type of perverse effect which Boudon noticed in
Merton's “The Unanticipated Consequences of Purposive Social Action”, regarding creative
prediction, which 1 consider worthy of the intelligence analysts’ attention, especially when
powerful actors are being considered.

According to Merton, predictions sometimes tend to come true because a prediction
can become a social fact once it has been stated. If a considerable number of people, in
comparable situations, share the same beliefs and issue the same predictions, a perverse effect
would be born and in this case it would be an effective realization of the aforementioned
predictions.

The example which I think best illustrates this theory of creative predictions is the
collective belief in the banks' insolvency, which led to the hasty simultaneous withdrawal of
money and thus to numerous bankruptcies.

Going back to the question: What approaches could give intelligence analysts the
possibility to correctly interpret the problems in the field of security/insecurity sources and to
find efficient ways of intervention? Raymond Boudon gives us a potential answer: focusing the
analysis on interactions.

This might be a good thing, because the actions/interactions between the actors
involved lead to processes which transcend their intentions, which is why ignoring the
consequences derived from these actions and their products is a methodological error which
hinders the accurate interpretation of the analysed field.

The interactions are usually caused by pressures induced by necessities, and the need
for security is essential for the survival of any organization, including the state and nation.

Also, the interactions imply differences between the actors involved, their
synchronization and complementarity.

In interactions, the actors, the individual agents as Boudon calls them, become aware
of correlation needs determined by the expected results. However, regardless of the expected
results, in most cases the interactions produce also derived consequences which can be
favourable to the purposes or not.

Because of these reasons, the analyses have to be drafted so they would reveal all the
types of consequences derived from interactions, as well as the ways of intervention for the
optimization or the elimination of wanted/unwanted effects.

Regardless of the paradigm in use, the diagnoses, and especially the analyses with a
constructive ending in the field of security should speak about:

- the functional reasoning of interactions;

- the characteristics of interactions;

- the derived consequences produced by interactions;

- the implications of these consequences for the analysed field/issue;

- the potential sources of dysfunction in providing security (sources of insecurity);

- the possibilities to improve the sources of insecurity.

Even if according to Boudon "in all the cases in which sociologists managed to
decipher obscure phenomena they used interactionist analyses”, at the moment the reading of
some studies in the field of security shows that this method is not the best, nor unanimously
accepted.

Conclusions

The common theme for these aspects that I have presented is that in order to approach
the issue of security one has to display a comprehensive understanding of the main levels of

11



the social and its subdomains.

Because of these reasons the solution lies in using an integrative analysis in terms of
investigation and methodologies. Of course, giving up on one theory is not enough to carry
out pertinent studies in the field of security.

The assessment method that relies on comparison is useful when pinpointing the errors
embedded in the chosen interpretative theories and, secondly, when orienting the intelligence
analyst to the suitable methodology.

Any study dedicated to security should not ignore the antinomy accepted by
epistemology which states that the social universe is divided between two worlds: an easily
accessible, hence suspicious, world and another one that is very opaque, hence rich in
meaning.

Gaston Bachelard remarkably summarized this antinomy stating that "no science
conceals anything" and encouraged researchers to "remain extremely vigilant against the
superficial representations of common sense"° .

Concretely, the intelligence analyst has to constantly clarify the intentions displayed
publicly by the actors involved in the field of security, as well as the goals pursued by them.
The analyst has to reveal the dynamics of interests and the way the strategy unfold beyond the
apparently noble speeches.

The analyst has to see beyond the reasons given by the actors and to reveal the
motives or justifications which hide the real reasons.

A well-structured analysis is meant to reveal manipulations, an analysis which merely
describes security mechanisms, unfortunately quite frequent, fulfils the role of a clerk or that
of an explainer, failing to be constructive in any way.
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Abstract: When we speak about the impact of technology on society and security, in
most of the times, are stressed the positive effects of technology and how they facilitate an
easier course of life of each individual. The trends of the past five years indicates that a
number of small and large institutions around the world have adopted digital technologies in
various forms - public, private, hybrid, and this is currently on a slope upward. The digital
technologies, such cloud computing, have been associated with a paradigm shift in
technology for users, in terms of scalability and resource sharing, while at the same time, this
represents a security risk.
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Introduction

In the last ten years, the number of Internet users - one of the most important
infrastructure in the 21st century, has increased by 20 times, reaching 1.5 billion in 2008, and
the number of servers went up from 22.5 million to 489 million. In this context, the Internet
architecture, to which more and more individuals will have access at the global level, will be
faced with more complex challenges. Thus, Europe has commited itself to have a coordinating
role in exploring new visions of the future of Internet'.

The first stage in the technological advance consists in the fact that technology will
fall below a “critical price”: “after this, it will tend, if it is successful, to rise above a critical
mass”. At one point, many technologies displace another technology, and then finally, a lot of
technologies commoditize. Towards the end of their life, they become nearly free’.

Also, technology is “enabling trust between strangers”. Individuals now seem to live
in a “global village” where we can mimic the ties that used to happen face to face, but on a
scale and in ways that have never been possible before. So what's actually happening is that
social networks and real-time technologies are taking us back: “We’re bartering, trading,
swapping, sharing, but they're being reinvented into dynamic and appealing forms. Now as
our possessions dematerialize into the cloud, a blurry line is appearing between what’s mine,

'European Union, Digital Agenda for Europe: An Europe 2020 Initiative, http://ec.europa.cu/digital-agenda,
accessed on 11.09.2014.

*Chris Anderson, Technology's long tail, Ferbuary 2004, http://www.ted.com/talks/chris anderson_of
_wired_on_tech s long tail, accessed on 11.09.2014.
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3
what’s yours, and what’s ours™.

1. Cloud Computing - A Current Trend and a New Business Model

Cloud computing has been a sintagm extensively used by a huge number of businesses
in the complex computing industry, but without having a fully understanding of what its
benefits are. One of the main reasons of this fact is that the networking infrastructure was still
in its infancy and individuals could not understand the full potential of cloud computing, until
now. The technology has been ,,steadily gathering momentum in many of today’s industries”,
with IT’s biggest corporations such as, Amazon, Google, Microsoft and Salesforce.com etc.
Most of them state that cloud technology aim to be the ,,the fifth generation of computing”.

Industry experts in the field of information technology expected that, in the next
decade, the evolution of the Internet will face some main trends, cloud computing being
identified as one of them".

In this regard, a recent study edited by the "Telecom Trends International" estimates
that, by 2015, cloud computing will produce an income of over 45.5 billion dollars. This is
why the National Science Foundation (NSF) encourages researchers not only to devise better
ways of representing users and applications in a cloud computing infrastructure, but also to
take into account other tools to measure the performance of cloud-based services. It is
expected that the Internet will experience a new direction by participating in the creation of a
new world in which individuals will live in a 3D transparent media cloud, surrounded by
intelligent and intuitive interfaces embedded in everyday objects’.

Cloud computing can be seen as “a new approach to IT”, of its scalability and of the
implementation of the immense capabilities that offer new storage and virtualization
technologies. The reducing of the cost implementation, operation and efficiency are the words
that mobilize resources, companies, developers to answer to all the challenges of this new
business model. Based on existing infrastructure that can be built for the benefit of IT services
at any time, millions of users have a strong argument for both large vendors and a number of
key suppliers of products and services to mobilize the implementation of cloud computing
and virtualization®,

Also, according to Cisco Vice President, Lew Tucker, cloud computing comes just in
time to support the technological changes that undergo in the present. The Cisco strategy of
occupying a large part of the market is based on three pillars: to be an infrastructure provider
for those who are building cloud services, to provide solutions for implementing cloud
services (by EMC, NetApp, VMware, etc.) and to contribute to accelerate the use of these
services by providing tools to access the cloud.

The third part of the study “Cisco Connected World Report”’ reveals that among the
13 participating countries worldwide, 52% of IT professionals said they use or plan to use
applications such cloud, as these applications are being used more widely in Brazil (70%),
China (69%) and India (76%).

* Ibid.

* Carolyn Duffy Marsan, 10 Ways the Internet Will Change in 2010, in PCWorld, 4 January 2010,
http://www.pcworld.com/article/185768/10_ways_the internet_will change in 2010.html, accessed on
11.09.2014.

> Valentin Petru Mazireanu, Tehnologii mobile: de la conexiune fira fir la internetul lucrurilor,
http://www.scribd.com/doc/22053711/Tehnologii-Mobile-de-La-Conexiune-Fara-Fir-La-Internetul-Lucrurilor,
accessed on 11.09.2014.

% Dan Falconer, Desktop, Server, Cloud — Your Quest for Simple Management, 2011, http://www.idg.ro/cloud,
accessed on 11.09.2014.

7 Cisco, Connected World Report. Part 3. Data Center, http://www.slideshare.net/Cisco/cisco-connected-world-
report-part3?from=ss_embed, accessed on 11.09.2014.
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Across the world, respondents highlighted the following priorities for the coming
years: improve agility and speed in implementing business applications (33%), increase the
ability to better manage resources in order to match demand (31%), increase the resilience
center data (19%) and reduction of costs of energy (17%).

Within the 13 countries surveyed, only an average of 18% of respondents use this type
of applications today, while 34% plan to use them.

The top users of cloud applications by country is as follows: Brazil (27%), Germany
(27%), India (26%), USA (23%) and Mexico (22%) - topped on the list of countries that are
using these applications with a higher proportion than average of 18% of all countries.

2. Types of Cloud Applications. The Impact on National Security and
Intelligence Community

A majority (88%) of respondents of the survey® predict that IT specialists will store
some of the data structures and applications of their companies in public or private cloud over
the next three years. °

One in three IT professionals claim that more than half of their corporate data and
applications will be on private cloud applications over the next three years. Adoption of
private cloud applications is expected to be higher in Mexico (71%), Brazil (53%) and the
USA (46%).

Among respondents of the same studylo who said they use public cloud applications,
34% were planning to use them in the next year, 44% in the next two years and 21% were
planning to use them in the next 2-3 years'".

Regarding the types of Cloud Computing, there are forms of public, hybrid and private
cloud. Public Cloud is the classic form of cloud computing where users can access
applications or services through the web browser. Also, the hybrid Cloud is a hybrid
environment, where virtualized and physical servers require routers and enable a safer
accessing to users.

In what private Cloud regards, as the name suggests, it refers to a private environment,
such as, the governmental one, which can be accessed only by users who have access to that
network .

One of the major benefits consists in the fact that the emerging technology allows
companies to match the technical multinationals resources. According to specialists, the most
advanced technologies in the world are locally available and the cost of using the service is
very low. Companies that are 3 or 3000 employees can use in cloud services and the price will
be directly proportional to use on the pay-as-you-go.

Cloud services integrators such as Appnor are the missing link for widespread cloud
adoption because they have the necessary expertise to assist companies migration to these
solutions.

Also, Cloud solutions eliminate several categories of costs: costs for servers, software
licenses, hosting, collocation, maintenance, technical ultraspecialized upgrades of all kinds,
annual subscriptions, etc.

® Ibid.

’ Ibid.

" Ibid.

" Ibid.

2 Lupu Cosmin, Cloud Computing — Everything You Want to Know, 15.02.2010,
http://www.slideshare.net/lupucosmin/cloud-computing-everything-you-whant-to-know, accessed on
11.09.2014.
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According to a HP study', "in an unpredictable economic environment in which IT

infrastructure feel pressure to support a higher volume of services and applications with lower
costs, cloud computing solutions offer affordable delivery model and ensures companies with
more flexibility to conduct daily business”. It shows that managers of companies around the
world believes that, by 2015, 18% of their IT services will be delivered through public cloud
solutions and 28% through a private cloud solution. Thus, almost half of business services
serving companies will be moved "in the cloud", an important change compared to traditional
IT structures that currently exist.'*.

In Romania, this industry is at the beginning and consider Appnor the first integrator
of cloud solutions. According to experts, a large barrier is the local support that international
providers of cloud services do not grant, requiring a process of educating the market;
companies do not yet know why individuals should prefer the cloud and use old solutions of
inertia, bearing the costs.

Through the information technology provided, cloud computing enlarges to meet the
individuals of the Intelligence Community’s needs and narrows when the demand diminishes.
It redefines national security system by enabling more swiftness in support of operational
missions and widens access to computational power, through reducing costs.

In their adoption of cloud computing, the national security organizations have to be
liable of enhancing new roles and functions and revise their processes and policies.

Within the Intelligence community, the cloud computing’s impact uniquely addresses
critical defence and intelligence mission need by uncover data and applying in to the mission.

The cloud computing model can significantly help national security agencies
grappling with the need to provide highly reliable, innovative services quickly, despite
resource constraints. Commercial service providers are expanding their available cloud
offerings to include the entire traditional IT stack of hardware and software infrastructure,
middleware platforms, application system components, software services, and turnkey
applications.

The enactment of a cloud computing solution may add security benefits, but only with

planning, work and engineering focused on security.
Taking into consideration that in cloud models, act more directorate points than in traditional
date centers, new technical paths turn to introduce new attack vectors. In this case, there are
current fields where specific controls demand to be enforced. Refined detection systems may
be convenient, but the competitor can be ahead of the trajectory that controls the response
time for security events and breaches.

By and large, advanced risk managements, with the new trust borderline would drive

specific security controls for supervisor layers.
Cloud computing has resulted in greater agility, cost savings and efficiency for many national
security organizations, but also increases the vulnerability of crucial data and may threaten
cyber-security. As cloud computing pursues to emerge, the need for the protection of internal
and external networks will expand exponentially for companies, national security individuals
and end users. Although many security threats are predictable and preventable, national
security organizations and companies need to be more diligent in protecting data stored on
their networks from the everyday behavior of company employees.

BHewlett Packard, HP Hybrid Delivery, 2011, http://www.hp.com/hpinfo/newsroom/press_kits/2011/
EBcloudcomputing2011/HybridDeliveryFactSheet12011.pdf.
Barzoi Vali, Studiu HP: Pana in 2015 aproape jumatate din serviciile IT vor fi livrate prin solutii de cloud
computing,  http://www.businesscover.ro/01-12-2010-studiu-hp-pana-in-2015-aproape-jumatate-din-serviciile-
}g—vor-ﬁ—livrate—prin—solutii—de-cloud—computing, accessed on 11.09.2014.

1bid.
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3. Cloud Computing Trends: 2014 State of the Cloud Survey

In the third annual State of the Cloud Survey, conducted in February 2014, RightScale
asked 1,068 technical professionals across organizations about their adoption of cloud
computing. Twenty-four percent of respondents were from big dimensions enterprises, with
more than 1,000 employees'.

According to the Survey, 94 percent of surveyed organizations are ‘“running
applications or experimenting with infrastructure-as-a-service” and 87 percent of them “are
using public cloud”. Even though the adoption of cloud is significant, only 29 percent use
only the public cloud and 7 percent use only the private cloud; on the other hand, 58 percent
use both public and private'®.

94% of Respondents Are Using Cloud

Public Cloud = 299, 58% 7% Private Cloud

Only Only
Public
and Private

Source: RightScale 2014 State of the Cloud Report

Figure no. 1. Cloud Adoption'’

The 2014 survey “echoes a key finding of the 2013 Report”, “the Cloud maturity
matters”. Organizations exposed cloud more broadly, they recognize the added value and the
challenges of adopting cloud. Organizations indicate that the top benefits that they have
already realized are greater scalability, faster access to infrastructure, higher availability, and

faster time to market for applications'®.

“RightScale, Cloud Computing Trends: 2014 State of the Cloud Survey, February 2014,
http://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2014-state-cloud-survey,
accessed on 11.09.2014

*° Ibid.

"7 Ibid.

*® Ibid.

18



Benefits Grow with Cloud Maturity

100% % of Respondents Reporting these Benefits
® CapEx to OpEx
& - —
80% Business continuity
}g =T staff efficiency
@ .
B Geographic reach
2 60% i
=3 = Higher performance
@ 5
@ ® Cost savings
T 40% :
‘5 ® Faster time-to-market
= = Higher availability
20% ®Faster access to infrastructure
Greater scalability
0%

Cloud Beginners  Cloud Explorers Cloud Focused

Source: RightScale 2014 State of the Cloud Report
Figure no. 2. Benefits Grow with Cloud Maturity"

While the benefits of the cloud change with experience, the challenges of cloud show
an abrupt decrease in the same time institutions acquire expertise with cloud. In this context,
security continue to be the most-frequently mentioned challenge through Cloud Beginners (31
percent), but minifies to “the fifth most cited (13 percent) among Cloud Focused
organizations”. As institutions turn to be more experienced in cloud security options and best
practices, “the less of a concern cloud security becomes”. Concerns about cloud security

“declined in 2014 among both Cloud Beginners and Cloud Focused respondents™?.

Respondents that See Cloud Security

B as a Significant Challenge

40% 224 " 2014
31%

27% 27% 2013
18%
) I =
0% .

Cloud Beginners Cloud Explorers Cloud Focused
Source: RightScale 2014 State of the Cloud Report

Figure no. 3. Cloud Security — a Significant Challenge®'

In the context of the challenge appearance of cloud security diminishes with cloud
maturity, other quests require attention in Cloud Focused organizations. Security and
compliance preserve to be an issue for 31 and 30 percent of Cloud Beginners users,
representing the most extended challenges. Also, compliance occupies the first place
concerning through Cloud Focused Organizations.

In addition, cost and performance “occupy the second and third slots as organizations

 1bid.
2 Ibid.
2 Ibid.
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. . . 22
need to focus ongoing attention on these issues” ™.

Top 5 Challenges Change with Cloud Maturity
' Place | Cloud Beginners ‘ Cloud Focused
#1 Security (31%) Compliance (18%)

#2 Compliance (30%) Cost (17%)

#3 Managing multiple cloud Performance (15%)
services (28%)

#4 Integration to internal Managing multiple cloud
systems (28%) services (13%)

#5 Governance/Control (26%) Security (13%)

Source: RightScale 2014 State of the Cloud Report

Figure no. 4. Top Challenges Change with Cloud Security”
Conclusions

Cloud Computing is one of the technologies that already make the difference in this
reference. There are still plenty of confusions in the industry, especially among users who
asks about what cloud computing is, how it can be used and the problems that may arise in
migrating between business processes. Finally, there remains the problem of data security,
especially for the public cloud.

The 2014 State of the Cloud Survey indicates that the time for cloud adoption has
arrived. The vast majority of institutions have already “embarked on a cloud journey” that
will make IT a critical component of corporate growth and profits.

Also, IT organizations are rapidly moving toward a world where they can offer a
portfolio of cloud services, both public and private, to meet the diverse requirements of their
applications. Organizations are “already seeing significant benefits from their use of cloud,
and the barriers to adoption are rapidly disappearing. As a result, each step companies take in
their cloud journey delivers increasing value”.
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Abstract: Social media is the most important part of the twenty-first century
technological revolution. Because of its impact the ordinary individual's online activities are
changing in a way that has a serious impact in the everyday life.

Social Media is now available for everyone thanks to the development of Web 2.0 and
User Generate Content which led to the creation of this sharing environment. Whether the
collaborative projects as Wikipedia, social networks like Facebook, blogs and microblogs like
Twitter, all forms of social media transforms the user into a producer and consumer of
information.

This metamorphosis creates a context in which the intelligence communities are
facing some changes. Based on this reasoning, the present work aims to analyze, after a brief
conceptualization of the social media phenomenon, the most important changes that the
intelligence communities encounter in a social media. To exemplify one of changes in the
intelligence community we will briefly review the Romanian Intelligence Service Facebook

page.

Keywords: Social Media, Intelligence, intelligence communities, Romanian
Intelligence Service.

Introduction

The 21% century is without any doubt the speed century. The world flattens, human
relations are experiencing a new stage in their development and people's perceptions of reality
and the world are changing. The world in the 21* century is a place where communication is a
crucial mechanism exploited at maximum by all individuals.

Social Media is today one of the main drivers of this process. Developed under the
impact of globalization and accelerating technological developments, the changes that this
new form of interaction produces are profound and visible in many aspects of everyday
society. Social Media allows individuals to form groups and virtual communities, enabling
members to seek and maintain direct connections, to communicate and exchange information,
ideas and beliefs. With a simple click the whole world can find out where you are, the work
you carry on, the things you like or dislike and the people that surround you.

When society develops new forms and methods of communication, such as social
media, public institutions including the intelligence community must be able to adapt to these
changes. Intelligence communities worldwide must continually and dynamically reinvent
themselves and take into account all the technological changes that are recorded. In this
context, the effects that social media address to the intelligence sector are obvious and have
several implications that must be considered.

After a brief introduction of the concept of social media and its defining elements, this
paper will address the changes that occur in the intelligence sector under the impact of social
media.
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1. The radiography of a concept: Social Media

Nowadays technology's main purpose is connecting individuals, individuals for whom
the Internet connection is no longer a luxury but a necessity. According to a study made by
McKinsey Global Institute, in July of 2012, around 1.5 million individuals were using social
media’.

Social Media is a term used to describe various extruded virtual world technologies
that are used to connect people in different forms of communication and information
exchange®. While the term "social media" is a relatively new idea underlying it is not. For
many decades, man has used the technology provided by computers to establish links with
others, to undertake a process of exchanging information and ideas or to work on various
projects. While the technology has changed, the reasoning behind c¢ remained the same.
Representing a different form of newspaper or TV show, the evolved variant of traditional
communication, Social Media is defined by how is used and the technology that allows us to
use it. Given the multitude of issues that characterize the concept and the speed with which
changes and progresses in this field are recorded, the definition of this concept is still unclear
and can take many different forms. One thing that is quite clear is that today, social media is
the biggest change that technology has encountered in the last decade’.

Social media, by its characteristic elements and the possibilities it provides, came to
reflect every facet of modern man social life. This would not be possible if the technology had
not evolved as it has evolved today. The concept of Web 2.0 and User Generated Content
(UGS) are the main concepts that have made possible the existence of social media.

The concept of Web 2.0 was coined in 2005 to describe a way to produce some
software. Today the concept is quite extensive and complex and translates as a technology
platform whose content is constantly modified in a collaborative form®. Web 2.0 is not a form
of advanced internet as will say, is the idea of a combined effort made by several people
oriented in a certain direction. The second concept, the User Generated Content is the one that
allows the existence of social networks. UGS concept occurred in around 2005 and refers to
the media made public by users. Thanks to Web 2.0 and the fact that users are now more open
than ever in terms of sharing on the internet information of any kind, made possible the
development of several types of social media. The main types are:

o Collaborative projects. The most successful example of a collaborative project,
which speaks for itself, is Wikipedia. Wikipedia and sites like this, assume that the combined
effort of many users may have a more positive outcome for the Internet user.

o Blogs. Blogs are a simple way that everyone can become a citizen of the digital
world. Taking different forms, focusing on various topics, blogs are the most common form
of social media.

o Content Communities. YouTube and Flickr are two of the most successful examples
of this form of social media. The main purpose of these community sites is to share media
content: whether is simple photos or it video material.

o Social networking. Social networks are those websites that allow individuals and
groups to form "virtual societies"’ thus building a public or semi-public virtual system. Also,
a social network enables its members to create direct connections and relationships with other

! Michael Cross, Social Media Security-Leveraging Social Networking While Mitigating th Risks,Elsevier,2014,
p.7.

* Ibidem, p. 8.

3Meredith Rob, Peter O Donnell, ”A framework for understanding the role of social media in buisiness
intelligence systems” in JDS, 2011,p.3.

* Andreas Kaplan, Users of the world, unite!-The challenges and oportunities of social media,Kelly School of
Buisiness.p. 3.

> Tudor Silduceanu, Florenta Toader, Bloguri, Facebook si Politica, Ed. Tritonic, Bucuresti, 2009, pp.17-18.
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users within the system. Nature and objectives of these connections may differ from one site
to another but what makes this phenomenon so special is that social networks not only allows
the users to meet new people and interact with them freely and unconditionally, but that it
allows free access to other individuals social network. Thus, through a snowball phenomenon,
a personal social network can tremendous evolve.

Social networks are a unique space for manifestation. They offer various possibilities of
communication and expression and a true social phenomenon with implications in areas such
as marketing or politics. The most successful example of a social network is Facebook, a
network created to connect people around the world.

The most important feature of this system is "sharing capabilities"’. This element of
exchange information, beliefs, ideas and visions can be seen as the new way of global
activism. Designed to help personal development, development thinking and to streamline the
creation of a minimal baggage of knowledge in various fields, sharing has come to reach a
unsuspected goal. Living in a world still active in the desire for affirmation, this kind of
sharing is used to manipulate or rather to multiply an idea among many other "cyber citizens".

o Virtual words. Virtual worlds, (be they in the form of strategy games, or as miming
real world) are operating platforms based on the interactions between different avatars. They
are the most advanced form of social media so far. The best known examples of virtual
worlds are Second Life and World of Warcraft.

Different types of social media transform the individual from a consumer of
information in a generator of information and under this situation the intelligence services
around the world are facing major changes.

2. The Intelligence Services in the Social Media Era

"We are at the Beginning of a new era of smart nations, clever continents (...) in which
all humans have access to all information in all languages, all the time," 7 said Robert Steele,
the American officer who first emphasized the importance of open sources for the intelligence
sector. Following this reasoning, we can say that all aspects that define the postmodern
individual life are smart: if the states where they live are smart nations which are guiding
their work in the international arena based on smart power is more than obvious that the
intelligence communities need to make smart intelligence’.

Social Media provides the capabilities and the opportunities to transform intelligence
services in smart intelligence services.

After a review of the literature that treats the relationship between social media and
intelligence services we can say that the changes that social media brings to the intelligence
communities can be divided into three categories: (a) changes to the intelligence process, (b)
technological changes and (c) image changes.

If information is power, then the real time flow of data and information circulating in
social media is very important for the intelligence community. Social Media transforms the
flat information environment into a more fluid and more dynamic one and offers ordinary
individuals their own mouthpiece. An example highlighting the importance of the information
circulating in social media is given by the tragic event that took place in Norway in 2011. In
2011 extremist Andres Brevik, who managed to kill no more than 77 people in its attack,

6 Alexandru-Bradut Ulmanu, Cartea fetelor. Revolutia Facebook in spatiul social, Ed. Humanitas, Bucharest,
2011, p.172.

" Robert D. Steele, "Human Intelligence: all humans, all minds, all the time,” in Strategic Studies, mai 2010, p.5.
¥ The concept of smart intelligence refers to information generated by data-mining on the web and via social
platforms and is defined by the work of Kenneth C. Werbin Spookipedia: intelligence, social media and

A

biopolitics” in Media Culture Society, Sage Publications, 33:1254.

”i
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posted his manifesto online 90 minutes before starting the tragic attack. If intelligence
services would be able to read this manifest and understand the threat they had to face, then
maybe the event would have been prevented.

The importance of social media for intelligence in terms of source of great information
that provides is linked to the events that have troubled London streets in the same year. The
final Police report prepared after the events of 2011 highlighted the inability of the
intelligence community to collect, monitor and analyze dates from social media’.

Analyst standing and exploiting the social media will face many dilemmas. Analyst
Anthony Olcott believes that the information in social media have five qualities that affect the
whole intelligence process. The first feature is related to the large volume of information
available in social media. When he searches for data and information in a social media
environment, the analyst will have to distinguish "the noise from the sound". Another
important aspect in this sense is the rapidity with which it has to operate with the information,
and the problem of finding out the direction from where the information comes. If the old
architecture of the intelligence process was oriented in an up-down direction, under the
impact of social media the information "flows" either chaotic or in bottom-up direction. In
these circumstances the information becomes more difficult to identify and
validate'® Mutations that social media produces at the intelligence process level can also be
visible in the INT spectrum used by the intelligence communities. The emergence and
development of social media has led to development of Social Media Intelligence, a type of
intelligence that focuses on the collection and analysis of information available in social
media.

In the context in which the information travels in real time, by analyzing social media
the intelligence cycle is accelerated and this situation determines the beneficiaries to take the
most reliable measures in short time. Response time is compressed and this causes changes in
the intelligence officer’s activity. The famous James Bond is overthrown by a "spy" that can
search information and preserve a safety and secure world just sitting in front of a computer.

The technological changes that the intelligence community must take in consideration
while using social media are related to the tools and programs that the services are using in
the process of collecting and analyzing dates and information from social media. Intelligence
community must provide the necessary elements to assist the analyst in analyzing the sound
and not the noise and to allow him to structure the too chaotic information that comes from
social media. In this situation, the intelligence services should be aware of all technological
developments which may find utility in their work.

Another important aspect in the relation between social media and the intelligence
community is related to the fact that the intelligence services see social media as a perfect
mean of communication between them and the citizens they serve and between them and
other information services.

Social networks like Facebook and microblogs such as Twitter are already enjoying
the official presence of intelligence services. Through these networks, the intelligence
services are provided with a "microphone" for announcing the most important events that
concern them or the latest national security news. Facebook users can interact with the service
and this contributes to enhancing the transparency and accountability of these institutions.
Through social media, intelligence services will be obliged to be closer and more accountable
in front of their citizens.

’Nicky Antonius, Rich L., ” Discovering collection and analysis techniques for social media to improve public
safety” in The international technoloqy management review, vol.3, no.1, 2012.p.1.
"Jeremiah Burgess, The who, what and how of social media explitation for a combatant commander, Naval War

College, 2013.pp.19-21.
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Romanian Intelligence Service and Social Media

Romanian Intelligence Service decided to launch an official page on Facebook, the most
popular social network, in May 2013.

The idea behind this action comes from judgments concerning the desire to bring the
service closer to the citizens which are using this social network. This idea is outlined in the
description section- according to the description, " the page allows the service to undertake a
directly without intermediaries dialogue with the citizens."'' The same section offers the
institution contact information and a list whit the milestones of the Romanian Intelligence
Service since its foundation. These life events refers to the establishment of the service (26
March 1990) laws by which it operates and the directors who have led it in the past 24 years.

Photos made available by the administrators of the page represent a radiography of the
most important events that occur in the institution or at the National Intelligence Academy
Mihai Viteazul. Whether are the photos from some exhibitions, conferences that they
organized, competitions at which the service attended, various activities they conducted as:
event related to the educational program Scoala Altfel, book launches, information on the
National Academy admission or graduation information, the uploaded photos are a great
opportunity for the ordinary citizens to be aware of some of the activities that they carry this
institution.

Through the statuses that are posted, the Romanian Intelligence Service announces
some of the successes they have in the fight against corruption, the support they provide to
other authorities dismantle criminal organizations, some aspects in preventing and combating
terrorism and cyber activities- fields in which they are the central national authority. To these
are added press interviews with top leaders of the service. By presenting these events
Romanian Intelligence Service seems a more efficient and transparent service closer to
citizens. Through these posts, citizens can comment and engage in direct dialogue with the
service.

The attention the service s page enjoys is demonstrated by the 6852 likes (13/09/2014)
they gathered since the lunch and by the likes and the comments that appear whenever
administrators post something.

Considering these aspects and this brief analysis of the page, we can say that the
Romanian Intelligence Service understands the power that social media has and chooses to
approach the citizen through the network capabilities offered by Facebook. The Facebook
page of the service demonstrates how an institution that deals in most of the time with secret
issues can be transparent and accountable in its relationship with his servant. The Romanian
Intelligence Service Facebook page the paradigm shift and the evident changes that Social
Media produces in the intelligence community, at least in terms of image and communication
with the citizen.

Besides the aspect related to the presence of intelligence services in social media for
their citizens, social media can be a perfect environment for communication within the
intelligence community.

Social platforms can be used in strengthening cooperation and shared experience and
good practices between various information services that can lead to improving quality of
their work. An example is A-Space (Analytic Space) a social media platform created to be a
collaborative framework for all intelligence services of the American intelligence community.
The platform provides a venue for all American analysts. A-Space is a place where are
discussed aspects related to analysis and processing, use of several tools, software, is a great
place to here the news in this field and exchange of ideas and good practices on specific

" Romanian Intelligence Service Facebook page, available at https://www.facebook.com/sri.oficial/info, accesed
in 13.09.2014.
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topics. The usefulness and importance of this area was noted by the civil famous Time
Magazine which awarded A-Space platform a place in the top 50 inventions of 2008'2.
Another example of a collaborative project site in the intelligence sector is represented by
Intellpedia.

Social media produces noticeable changes and evolutions in the intelligence
community. Whether on how communities use this information environment as a space for
the collection, analysis, dissemination of information, as raw material or as a mean of
communication between them and the citizens and between the various intelligence services,
advantages and disadvantages of social media should be integrated as a natural course of
development and improvement for the intelligence sector. Impact management of this new
form of communication should be as effective as possible.

Conclusions

Social media is the one of the most important part of the technological revolution that
the new century recorded. Mutations caused by it can turn the online environment in a place
for communications, expression and activism.

The technological progress led to the development of concepts like Web 2.0 and User
Generated Content that contributed to the emergence of social media. Social Media is the
generic term used to describe various technologies that allow the virtual interconnection of
online users through various forms of communication and information exchange. Whether the
collaborative projects as Wikipedia, social networks like Facebook, blogs and microblogs like
Twitter, all forms of social media transforms the user into a producer and consumer of
information.

Given that producers and consumers of information suffers several metamorphoses,
the intelligence services whose raw material is the information will have to undergo changes
and adjustments. The metamorphoses that occur in the intelligence services in social media
are divided into three categories: technological changes, intelligence process changes and
image changes.

Intelligence communities around the world will have to adapt their logistics and
programs used in the analysis of the social media trends that are recorded. Also, the large
amount of information available in social media will change the planning, collection and
analysis. Beyond these issues, the intelligence community will use social media as a space of
communication between them and the citizens and between them and other information
services.

The main vector of the changes that intelligence services are facing is the internet.
Online environment transforms not only how individuals interact between them but also how
intelligence relates to these changes. Based upon the globalization process and the
technological and informational progresses the paradigms that dominated intelligence services
around the world are changing. The end of the Cold War opened a new era in the intelligence
community in which social media has an important spot.
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The intelligence function can reform and adapt
to all three shapers of global, postmodern, risk society or react
to maintain the status quo and become irrelevant in the process’

Abstract: The Internet can be considered an indispensable source of information. The
data obtained from the Web is used in education, business, entertainment, recreation,
medicine, etc. Cyberspace became the scene of a network of espionage and for the activity of
various intelligence agencies and special services running on government, business, and
crime. Why is this happening?

This paper aims to further investigate the intelligence making process and to assert
the role played by open sources in the digital world. We believe that they should receive
cautionary attention as the amount of data to be analyzed is often too high, and this could
lead to intelligence gaps — missing important pieces in the analysis.

The search for information using open source is taken by many civil and military
structures working within the field of intelligence and industrial espionage. Positive aspects
of the collection of information through open sources are obvious: there is no risk of the
failure of the agent and, therefore, damage to his reputation. Such an approach, in addition,
allows to save money, do not need to spend money to steal information, sometimes legally.

When solving such problems 80% of the workload is occupied with collection, the
remaining 20% - dealing with processing and analysis of the data collected. The study of
techniques of business intelligence held special seminars and workshops, which, if desired,
can be found on the web. We aim to design a mechanism to further simplify the
transformation of open source information into intelligence.

Keywords: cyberspace, open source intelligence, globalization, challenges.

Introduction

The human history is shaped by the constant battle of human beings to understand the
scenarios in which it develops. The man to achieve this goal has used information timely as a
tool to determine the failure or victory on those elements that he wants to conquer.
Furthermore, the knowledge of its environment has been one of the factors that have made
possible to identify the best areas for development or obtain military victory over their
opponents.

Much emphasis is put on information publicly available, this making over 80 percent
of the total amount of data collected. However, the importance of data collected from
classified sources turns upside down the statistics, making 80% of the most valuable
information collected from classified sources. Discover this hidden treasure in the alphabet

! Stevyn GIBSON, “Open source intelligence”, The RUSI Journal 149, no. 1 (February 2004): 16-22, accessed
August 24, 2014, http://dx.doi.org/10.1080/03071840408522977.
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soup of the overall hyper information is the work of analysts: detecting the relevant points,
formulate hypotheses, connect the dots and make a story that enables a new way to
understand processes taking place before our eyes.

Until recently, the state monopolized the intelligence systems and methodologies.

Today the development of the internationalization processes of both companies and NGOs
and the emergence of a lot of public information easily accessible through the Internet has
changed the rules. The analysis of public information has become the basis in the global
projection of all kinds of economic and social initiatives.
Monitoring open sources allows you not only to preview the object of research and industry,
but also to get a more detailed form of the working hypothesis. Note that the monitoring of
open sources (newspapers, magazines, etc.) allows you not only to preview the object of
research and industry, but allows you to form more detailed working hypotheses (probabilistic
assumptions regarding the nature and ways of solving existing problems).

Desk research helps to get an overall picture of the situation, and the study of open
sources; surveys help to obtain more information about the situation. Since media, monitoring
covers all the problems in general leaving white spots, namely development of the
questionnaire is to minimize any gaps.

Monitoring open sources is indispensable for collection of statistical information to
justify the sampling procedures, verification and interpretation of the information obtained
through field methods, and assessment conducted for marketing purposes.

Preparation of the questionnaire with the hypothesis generated and collected
information from the media gives you the opportunity to better the final profile.

Thus, the final profile formed on this basis in the monitoring of open sources of information,
will be more fully reflected in the current situation, will help to trace the dynamics of public
opinion on any issue.

Data sets, caring public sources are rather huge and also dynamic. Therefore, the
composition of the working hypothesis will require considerable time expenses that are
required to handle the entire spectrum of the data. When taking into account the economic and
political factors we must consider even the smallest changes in the development of the issue
in question.

Analysis of open sources will allow estimating the parameters of the "field" in which
the company has to work, to identify the strengths and weaknesses of the firm contact of
audiences, strategic planning, tactical actions for the development and promotion of products /
services.

The use of OSINT can provide answers to many emerging actors in the military and

political leadership of the country's issues, and other intelligence agencies to focus on the
implementation of more complex and specific tasks without scattering force intelligence.
This type of exploration is typical for the period of the multinational peacekeeping missions
because it removes existing barriers to the exchange of intelligence between campaigners
from different states. Its role is further increased during special operations, especially when a
country wants to hide their involvement in it.

1. Definitions of Open Source Intelligence
The term Open Source Intelligence (OSINT) is a term that comes from the internal

diction of U.S. intelligence. It is since 2002 defined by both the Director of National
Intelligence, and the Department of Defense (DoD) as "produced from publicly available
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information is collected, exploited, and disseminated in a timely manner to the appropriate
audience for the purpose of addressing a specific intelligence requirement"”.

Open Source Intelligence is represented by all unclassified information, deliberately
discovered, and disseminated to a selected audience that addresses a specific question,
providing the foundation for other intelligence disciplines. OSINT products can reduce the
demands on classified intelligence collection resources by limiting requests for information
only to those questions that cannot be answered by open sources.

Open information sources are not the exclusive domain of intelligence staffs.
Intelligence should never seek to limit access to open sources. Rather, intelligence should
facilitate the use of open sources by all staff elements that require access to relevant, reliable
information. Intelligence staffs should concentrate on the application of proven intelligence
processes to the exploitation of open sources to improve its all-source intelligence products.
Familiarity with available open sources will place intelligence staffs in the position of guiding
and advising other staff elements in their own exploitation of open sources.

2. Intelligence and the social networks

One of the new factors that U.S. intelligence is using for analysis work, threat
detection and alerts on special crises and risks, is the expansion of social networks, such as
Twitter, Facebook, Pinterest and others, who have become a major source of information and;
therefore, to develop useful intelligence.

Now, it is taking a step in the exploration of social networks as a source of information
to implement projects, and software solutions that enable tracking and early detection of
threats. This type of technological applications, some of which are in development and testing
phase, either driven by the US Center for Strategic Information and Operations (SIOC),) or
Public Resource Center of the CIA (Open Source Center), and also through companies have
enormous interest to locate the potentially important information in minutes and issue alerts to
detect risk classified keywords, certain facts or events, profiles, people and institutions with
potential danger and data requiring a deeper verification.

Information as reported on the networks will not tell anyone who is not a specialist if
it involves potentially a threat, that's where intelligence analysts you come into play for you
to screen, select and develop useful intelligence in the decision making.

Open Source information (OSINF) is information trawled from the Internet,
periodicals, newspapers and radio/TV broadcasts. It is not necessarily free information and
includes commercial subscription services like BBC Monitoring or Factiva, and commercial
satellite imagery. The main source of information, however, is the Internet. In just 12 years
the Internet has grown to become a major source of human knowledge’

Intelligence agents can use social networks to carry out transactions of any kinds, in
this case the environment is giving them a wide array of experiences and data which is open,
very dynamic, stuck to the reality of each country, without having to invest huge sums of
money to gather intelligence and conduct security operations and other.

The Convention when examining open-sources considers and reviews the following
checklist for each and every open source’: Authority — does the source command respect from
its peers or customers?; Accuracy — is the source corroborated and benchmarked against other
validated all-source material?; Objectivity — does the source advocate or balance views? To

2 As defined in Sec. 931 of Public Law 109-163, entitled, "National Defense Authorization Act for Fiscal Year
2006".

3 See Clive BEST, “Challenges in Open Source Intelligence”, (September 2011): 58-62, accessed August 24,
2014, http://dx.doi.org/10.1109/EISIC.2011.41.

* Stevyn GIBSON, op. cit. p. 19.
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whom does it link? Who or what does it represent? Currency — is it date/time/place/author-
tagged for currency?; Coverage — is it relevant (i.e., adds to understanding) or is it just
interesting or circular reporting?

Ten years ago, it was unthinkable that U.S. intelligence would be operating with high
levels of success with social networks existing back then. Today, it is a reality that social
networks allow us to detect threats, neutralize risks, and coordinate attacks from a profile
missions, multiple or none, analyzing information and data to understand and anticipate
events. Or simply to locate events that are happening and that can affect us. The intelligence
that is made with the information obtained from this open source is one of the new resources
that allow new technologies and their potential use is only beginning and is unlimited.

3. Private intelligence and open source analysis

It is not surprising that every time you have debate about the need for our politicians
to have an intelligence service, arises in society immediate fear that these organizations
become instruments of repression or political espionage agencies. Intelligence must be
understood within the parameters of doctrine exposed by Sherman Kent, noting that it is
knowledge that our men, civilian and military elevated positions, must have to safeguard the
national welfare.

The profile of the analyst is someone with intellectual curiosity who likes to discover
non-obvious keys behind all information. He/she is someone passionate about an issue not
easily understood by us and who comes from various contexts and backgrounds. If you'd like
to compare it with music is like having a tree of styles and influences, choosing a director in
the movies industry or choosing Linux over windows in the computer industry.

Maybe your issues are not major and they may not be interesting to almost anyone else
or raise your social life perspectives. Never mind that. A vocational analyst is a person who
knows a lot more on an issue than people just investigating them. A pluri-specialist is
someone who enjoys learning and discovering the whys of things and daily news that no one
seems to question. He/she is someone whose dream is to get a job where you get paid to read
and learn continuously.

Resources of private-information-analytical agency Stratford’s, is providing regular
updates on areas of deployment of aircraft carriers and expeditionary strike groups of the U.S.
Navy, and many more.

Attention should be paid on how to fill these information resources. For example, to collect
data from the sites of the World Wide Web, its systematization, transfer and archiving of
information in the World Library (World Basic Information Library - WBIL), the operation of
which is the responsibility of the management study of the armed forces of foreign states
(FMSO) command training and research on Construction Training and Doctrine Command -
TRAD-OC), involved personnel of the Army Reserve, and other branches of the armed
forces.

Reservists signed individual contracts for a certain number of hours of work per month;
everyone gets a free hardware and software that are held for six-hour special online-courses.
Thus issued computers may be mounted in any convenient for business and place specified in
the contract, including home. It is also clear that this hardware, in effect, is a personal
computer for official use that also provides access to the Internet.

As for the organization of consumer access to such information and databases, it has
long formed and successfully operated within the United States information society. This
allows access quite simply and securely, eliminating the possibility of accidental or unwanted
intrusion into information resources that are limited for distribution. To do this, almost all
networks require filling out a form indicating the electronic personal data. Sometimes vetting
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is required but in most cases only personal information such as the social security number is
required.

According to U.S. experts, the development of computer technology, the availability
of the Internet and, as a consequence, increase the flow of public information and media
allowed to bring the intelligence using open sources of information out of the shadows and
make it even more necessary and urgent. The U.S. uses today an open combination of modern
technology and intelligence officers have the ability to access vast amounts of data needed to
assess the situation, monitor the situation and needs of governments in the data needed to
make informed and correct decisions.

Capabilities™:

Potential customer base consists of both Government and Commercial sectors;

The area of focus is as an information “product” provider driven;

Products may take the form of reports, alerts, linkages, photos or other images.

Product value is determined by size of report and time sensitivity of the needed report;

Government products are delivered as unclassified, but may become classified upon

receipt;

e Commercial products are all treated as “company sensitive” regardless of external
sensitivities;

e Any need for classified products would be satisfied off site at the customer’s
appropriate facility utilizing analysts with applicable clearances.

Conclusions

The defence of freedom and democracy needs Intelligence services able to fulfil a
preventive mission effectively and efficiently. At present, Intelligence services collect,
analyze and evaluate varied information. The reason is obvious: the last two decades have
imposed the notion of multidimensional and comprehensive security in a multipolar
international order that is identified with the neutralization of military threats from potential
enemy states. Not only, are there new and threatening enemies as terrorism, international
criminal organizations networks and the proliferation of weapons of mass destruction, but also
analysts should pay increasing attention to phenomena linked to the political, social,
economic, cultural and environmental threats as, inter alia, the expansion of anti-democratic
ideologies and fanaticism, the threats of coups, destabilization subversive, genocide, the
threats to cultural and community identities, uncontrolled migration and massive conflicts
over access to natural and financial resources, the economic espionage, scientific and
technological or environmental aggressions.

Today the United States has a strategic intelligence structure that would extract the
observation of social phenomena and the scientific analysis to prevent this not be surprised by
unexpected situations. The emerging information services have, for the most part, just
prepared tactical intelligence, which in many cases, it is not necessary for the driver political
strategy to guide the faith of the state.

The realization of the importance of the use of open sources of information and its
specific method of administration has not generated; however, the existence of comparable
studies in number of and allocation of resources to research aimed at developing technological

> “OSINT - Open Source Intelligence,” The OSINT Group, August 25, 2014, accessed August 25 2014,
http://www.theosintgroup.com/open_source_intelligence.html.

33



means for obtaining information. Hence the effective management of open source to generate
strategic intelligence, or current has become in recent years growing concern intelligence’.
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Abstract: Evaluation as process measures in detail performances and capabilities of a
Land Forces unit nominated for participation in a mission abroad usually within alliances or
coalition with the single goal to provide information pertinent to unit readiness, a statement
of the unit’ current ability to perform its mission.

Either formal or informal, evaluation is a continuous process that allows the
commander to assess the unit’s proficiency in the essential tasks and to validate the
effectiveness of the unit’s training plan. The commander reviews the training deficiencies of
subordinate units and individuals, and adjusts the training priorities in the unit’s training
plans accordingly in order to meet the expected state of readiness.

Keywords: training evaluation, assessment, after action review, training.

Introduction

The Land Forces must always be ready to conduct successful combat operations. The
main purpose of training is to prepare soldiers and units to fight and win in combat.

Because Land Forces units cannot achieve and sustain peak proficiency in all possible
mission tasks, commanders are required to identify those tasks essential to their unit” wartime
mission. The resulting list of mission’s essential tasks forms the basis of the commander’s
unit training and evaluation program.

Training evaluation is an integral and essential part of the training cycle, since it tells
commanders how proficient their units are in mission-essential tasks. In this way, the
evaluations also provide the basis for commanders to plan future training.

Evaluations of training conducted by Land Forces units provide information to
commanders on their units’ capacity to meet the performance standards settled for successful
combat operations. This is why training evaluation is an essential part of training.

1. Importance of training

Successful combat units train as they fight and fight as they train. This is the
foundation of unit training.

Training evaluation is integral to training management and is conducted by leaders at
every level.

Regarding this, there are questions that commanders hope to find god answers for: Has
the training met the predetermined expectations? Is the unit better able to accomplish its
mission? How can we improve the training? Is the amount of resources satisfactory to
accomplish the mission?
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2. Evaluation — commander’s tool to assess unit readiness

The commander needs a tool for that. The tool stays in a good evaluation process and
a good assessment of his unit’s training readiness based on a real platform which replicates as
best as possible the “real world” meaning a very good image closest to that in operational
theater.

Because home-station training for Land Forces units generally lacks realism and
evaluators use ambiguous criteria and may not be objective, evaluation results do not provide
reliable information about units’ proficiency to perform wartime missions. Moreover, training
readiness assessments of Land Forces units may be overstated, and the information provided
to higher commands is of limited value because the assessments are based on training
conducted primarily at home stations and may not adequately consider all the aspects with
influence on proficiency such as of the loss of key personnel, employment of a credible
opposing force, use of minimal or no smoke, generally did not include CBRN training, and
did not incorporate elements of combat service support.

A Commander’s initial and ongoing training evaluation will be framed by his
assessment of unit proficiency in those collective tasks derived from an analysis of the unit
METL and defined by the tasks, conditions, and standards articulated in the unit’s standards
document(s). Each evaluation should be tailored to assess progress toward attaining the
commander’s training goals and achieving combat readiness prior to deployment.
Commanders and subordinate leaders are responsible for evaluating their units and subunits to
identify strengths and weaknesses, and to make corrections to the unit training plans and
priorities to focus training and training resources effectively and efficiently.

Evaluation is a continuous process that occurs at all echelons.

Both informal and formal evaluations of training are necessary to ensure that Land
Forces units are prepared for combat.

Informal evaluations should take place during all scheduled training, regardless of the
size and scope of the exercise. Individuals and units should be evaluated daily as they conduct
routine training or perform day-to-day missions. Leaders at all levels evaluate training
performance and provide feedback to the chain of command, trainers, and those being trained.
Informal evaluation of training also provides an opportunity to ensure proper techniques,
tactics, and procedures have been instructed and learned.

Formal evaluations are often scenario-based, focus on the unit’s mission-essential
tasks, and use collective training standards as the criteria to assess unit proficiency. Formal
evaluations determine an individual’s or unit’s proficiency in the essential tasks that must be
successfully performed in combat.

Formal evaluations should be planned and scheduled as part of the construction of the
unit’s training plan. After Action Reviews (AAR) of formal evaluations, are used to determine
better means for accomplishing objectives, allocate future resources, improve individual and
unit performance, develop qualified trainers, and make appropriate adjustments to the unit
training plan. Organizations conduct AARs to identify successes and challenges and apply
observations, insights, and lessons to future training and operations. If necessary,
organizations conduct AARs after intermediate actions are completed, not just at the end of
the event. Training helps correct deficiencies identified during operations. AARs provide an
excellent opportunity for units to reinforce the development of critical thinking in leaders. As
an integral part of unit training, AARs help establish a learning environment where successes
and honest mistakes are freely discussed among leaders, participants and observers. AARs
provide a medium for units and individuals to understand what went right, what went wrong,
and what could be done better in future training and operations. Sharing observations and
lessons learned during the AAR and referring back to the training objectives established
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during planning helps units determine task proficiency and mission success. AAR discussions
must facilitate future improvements in unit performance as they perform the same or similar
tasks again during future training or operations.

3. Realistic assessment based on training infrastructure and evaluation
management

Speaking about platform, The Land Forces Combat Training Center (LFCTC) provide
the most realistic environment available for unit training during peacetime and the most
comprehensive, objective evaluation of unit proficiency.

The LFCTC require units to conduct operations over 5 to 7 days in an environment
very similar to that of actual warfare-an opportunity not generally provided at home stations.
Force-on-force exercises at the LFCTC the Multiple Integrated Laser use Engagement System
(MILES) to increase realism and objectivity. This system, which is carried by troops and
mounted on equipment, instantly informs soldiers and units of a “kill” or “near-kill.” MILES
enables commanders to see immediately the results of their orders and tactics.

Units can also take advantage of training simulation to improve and evaluate
proficiency. Simulations offer effective training alternatives when maneuver and gunnery
opportunities are limited. They provide information that can be used to evaluate individual
and unit proficiency and to identify training needs.

Simulations, in general, do not provide a fully adequate substitute for traditional field
training, but they do provide a realistic supplement. In some cases, however, a simulation may
be preferred over traditional field training.

Over the past decade, overseas deployments have reduced training timeframes and
resulted in senior leaders assuming training management responsibilities from junior leaders.
Specifically, leaders at higher headquarters have taken responsibility for much of the training
management function— planning, preparing, and assessing training—while junior leaders
have focused primarily on training execution. Changing conditions, such as competition for
resources in a constrained fiscal environment and a return to training for a fuller range of
missions, make it imperative that all leaders possess a strong foundation in training
management.

The main rehearsal exercise (MRE) is intended to challenge units and their leaders in
an environment that involves scenarios that replicate current operational conditions in the
theater to which they will be deploying.

Proficiency in mission-essential tasks demonstrated under more realistic conditions at
LFCTC provides a more valid indication of unit readiness. It was observed that external
evaluations are not as thorough or objective as called for by training guidance and evaluation
comments are often influenced by the evaluators’ desire not to damage a commander’ image
by highlighting significant weaknesses that are often discussed informally but not included as
part of a formal evaluation report.

In some cases, LECTC results are used as the external evaluation of units results offer
a more valid indication of proficiency because LFCTC provide more realistic training and
more thorough and complete evaluations.

The LFCTC provide highly realistic wartime environments that cannot be created at
most home stations. As a result, unit proficiency is evaluated under conditions similar to those
under which missions would actually be accomplished.

Units train against dedicated and well-trained opposing forces at the LFCTC, thus
ensuring that they are evaluated while confronting a formidable force.

Units must demonstrate their sustainment abilities at LFCTC. Under realistic combat
conditions, units have to provide full logistical support performing maintenance in the field,

37



evacuating casualties, replacing lost personnel, and replenishing all items consumed during
operations.

Units are evaluated by a large cadre of independent, well-trained observers/controllers.
LFCTC evaluations are also enhanced by audio, video, and computer systems in place to
record objective training data.

Training realism at the LFCTC is believed to be too challenging due to, opposing
forces encountered at the LFCTC are more formidable than any hostile force the units are
likely to face in actual combat, and the stress faced by soldiers and leaders at the LFCTC is
more demanding than that in real warfare.

Commanders assess each training event through a lens focused on execution within
the commander’s intent, achievement of the training objectives, and progress towards full
spectrum operations METL proficiency. The training meeting is the best forum to aggregate
evaluations of tasks by subordinates and the commander into the full spectrum operations
METL assessment. Commanders assess mission-essential tasks as T—trained, P—needs
practice or U—untrained.

Based on these assessments, commanders adjust their future training plans as needed.
Training assessments also address such areas as training support, force integration, logistics,
and personnel availability. These assessments form the basis for determining the
organization's training ratings for readiness reporting.

Criteria used to determine proficiency in mission-essential tasks are too general to
ensure consistent assessments among units. Doctrine prescribes a standard set of criteria-
“trained”, “needs practice,” and “untrained” -for commanders to use in assessing critical task
proficiency of both active and reserve component units. Army training regulations define
these criteria as follows:

“Trained. The unit can successfully perform the task to standard. Only sustainment
training is needed. The leader judges task performance to be free of significant shortcomings.
Practice on T tasks are designed to keep soldiers from losing proficiency.”

“Needs Practice. The unit can perform the task with some shortcomings. The
shortcomings are not severe enough to require complete retraining. Only refresher training is
required.”

“Untrained. The unit cannot perform the task to standard. The leader prepares a
comprehensive strategy to train all supporting tasks not executed to standard.”

These criteria require commanders to exercise considerable judgment. Depending
upon a commander’ personal interpretation of “significant,” “some,” and “severe,” critical
tasks could be assessed as “trained,” “needs practice,” or “untrained” and result in a training
proficiency assessment different than that of a unit of similar proficiency.

Basing training readiness assessments primarily comes upon a limited number of
mission-essential tasks conducted under artificial training conditions at home stations may
overstate units’ training readiness. Also, failure to take into account substantial changes in key
personnel or reductions in training opportunities following a LFCTC visit further decreases
the validity of unit readiness reports.

Conclusions

Because of the wide latitude commanders can exercise in assessing training
proficiency, the Army has no assurance that these assessments are consistent from unit to unit.
Moreover, the latitude of interpretation does not provide higher levels of command a full
understanding of unit proficiency for tasks assessed as “needs practice.” Depending upon the
commander’ interpretation, the meaning of an assessment of “needs practice” for a mission-
essential task could range from only a limited number of subtasks to the majority of subtasks
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not performed up to standards.

Deploying Land Forces units conduct extensive pre-deployment training—both
individual and collective, to include a large-scale main rehearsal exercise (MRE) at Land
Forces Combat Training Center. However, the current focus on counterinsurgency operation
training have been preventing units from completing all desired training prior to the main
rehearsal exercise (MRE). For example, units were not able to complete all of the desired
individual and collective training prior to arriving at the combat training center since
resources—such as theater-specific equipment like mine resistant ambush protected
vehicles—were more readily available there.

According to trainers at the combat training center, while units arrive with varying
levels of proficiency, all forces leave with at least the platoon level proficiency required to
execute the counterinsurgency missions required for ongoing operations in Iraq and
Afghanistan.

Basing training readiness assessments on LFCTC exercise evaluations that provide
more realistic and challenging training would be a better indicator and provide more complete
and reliable information to higher levels of command. To achieve this result and facilitate
analysis, however, some modification to the structure of LFCTC take-home packages will be
needed and the commander bases a subjective assessment on observed task proficiency and
whether training met objectives and supported full spectrum operations METL proficiency.
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CULTURE, INTERCULTURALITY
AND MULTICULTURALITY WITHIN THE ISAF HQs
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Abstract: The raise of the importance of the cultural identity and of the inherent
frictions generated by this determine the need for all the military and civilian leaders of the
understanding of the cultural and societal norms of the population where it functions and
operates.

ISAF represented over the years not only a test for NATO, but it showed the relevance
of the organization within the contemporary security environment.. Operating over the last
Decade, ISAF increased its presence and experienced a serial of enhancements related to the
development of NATO Doctrine for stability operations and counterinsurgency. This analysis
is done base don the need to understand the way different cultures inside ISAF are inter-
related and they are developing efficient functional mechanisms in a military multinational
Environment, within the Afghan Theatre of Operations. This interest was generated also by
the fact that Romania is taking part to the Mission with military forces, not only in Regional
Initiatives, but also in different Theatre of Operations, inside some Observer Missions.

Keywords: culture, interculturalism, multiculturalism, NATO, International Assistance
Security Force.

1. Theoretical approach

UNESCO is considering culture as ,,a series of distinct features of a social group or a
society, regarding the spiritual, intelectual or emotional terms”. A simple definition of
culture might be also as ,,unwritten rules of a social game”.

Geert Hofstede is defining culture as "mind collective programming that is making
distinction in between the members of a group or category of persons from another group or
category". "Category" is referring to nations, regions inside or outside of a nation, ethnic
group, occupation, organization or gender'.

A sub-culture is proposing either a group of simbols, norms, values or non-identical
ways of life with those dominating culture in a society, nor in antagonism with these, but
additional to them. Being conscientious about the ambiguity of the cultural term (that has the
co-notation of something that is subordinated to a dominant culture, that has an underground
character), Ulf Hannerz is proposing a rethinking of the sub-culture as an integral part of a
larger system, that is differentiating it from the interior, which is formed as a relationship
network and social situations, where in between the participants it is articulating a symmetry
of perspectives. While it is recognized the heterogeneity character of the sub-cultures, we
need to be conscientious of that their delineation is relative and the limits in between them are
evolving permanently. In his opinion, the classification and the self-classification of people in
sub-cultures is serving to express the social distinction and to the consolidation of the
cohesion of a group.

' Geert Hofstede, Gert Jan Hofsteden Michael Minkov, ,,Culturi si organizatii. Softul Mintal, Cooperarea
interculturala si importanta ei pentru supravietuire”, Editura Umanitas, Bucuresti, 2012.
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Multinational military operations comprise participants with a different style of
thinking that can perceive differently a particular situation. A multinational Army is not
normally homogenous from the cultural point of view. Moving from macro to micro level, we
are discovering a variety of sub-cultures, which are differentiating themselves from the
structural and geographical point of view. Structural sub-cultures seem to be different:
horizontally, in between services and vertically in between different categories of personnel,
as are for example, the vertical classical structure in between officers and NCOs.

The concept that is illustrating in an adequate manner, what is happening now inside
the Societies is called ,,Interculturality”, where the term ,,inter” is suggesting interaction, the
change and the ultra dynamic character of the societies in which we are living, a concept that
is making us thinking to reciprocal exchange and dialog. Interculturalism is the exchange
philosophy in between cultural groups. Some states have inter-cultural policies that are
encouraging socializing of the citizens having diverse origins, being often used as a fighting
instrument against racism, preconceived perceptions or misunderstanding of those belonging
to other cultures.

Interculturalism imposes an inherent openness of cultures. Once a group of persons is
exposed to the elements of a different culture, then a dialogue will be set up to identify
common elements. In time, through this fusion of the common elements, a new type of culture
is developing. The differences that will remain will form the subcultures.

Multiculturalitaty is an intrinsic term for the historical evolution of the Humanity. It is
normal that this term is to be associated with the characteristics and the specificity of the
groups, reflecting the variety of the cultures that are manifesting themselves in the same space
and time, without being absorbed one into another. Those different types of cultures are living
their own moment, avoiding any influence. (Rey, 1999).

Multiculturalism is a term often used within the context of public policies aiming to
manage the cultural diversity in multi-ethnic organizations and societies, having as central
element the mutual respect and tolerance, inside the societal and organizational framework.
(La Belle, Ward, 1994, p.15). The term used for the first time in 1957, aiming to describe the
Swiss Society, being used also in Canada, starting with the End the 1960s, later on being
spread among the native English speaking countries (La Belle, Ward, 1994). Staring in the
1970s, multiculturalism began to be incorporated in social politics of different countries, for
reasons that were different from a country to the other.

The term ,,Multi” is confusing the term ,,race” and ,,culture”. The term "race" does not
mean anything, at a detailed analysis. It is agreed that, in ,,DNA” terms, the race" does not
have a significant role, as the other attempt to categorize the human differences.
»Multiculturalism” has found a proper way to become popular, because the ,race” is not
defining a real difference in between people, but the way in which persons are evolving, with
their system of values and believes that is making the difference.

Multiculturalism in an ideology that is affirming that the Society has to be formed, or
at least to allow to include distinct cultural groups having the same equal distinctive status
with the other members of the Society. If they have to have or not the same distinctive
political status is still a subject for discussion among those that are studying the political
science. Some nations had adopted favorable social policies to the concept, but the norms are
varying according to the cultural diversity with its variable degree of tolerance and
acceptance. The term “multiculturalism" is also used to describe the demographic conditions
of the appearance of ethnic and cultural diversity, no matter if it is supported or not by social
policies.

There are a lot of benefits provided by multiculturalism. From the mixture of the
cultures new ideas will appear, that will be useful for everybody. If we will not have that, we
would not have the experience of the variety that generates the differences. With those ideas
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and believes, we are developing respect for the way we think and interact, and we will learn
from them. If we are suppose not to have multiculturalism, we will be all the same, will have
the same system of believes and behavior. This, probably will function very well in a reduced
in size society, but the element called creativity, probably would be very dominant. It is
possible that this type of society to be blocked in time, having an extremely reduced
evolution.

2. Multiculturalim within NATO

The inherent multiculturalism within NATO is representing an important advantage in
portraying a positive image of the Alliance. Understanding the way in which people are
procuring information and the adaptation of the message to the public level target audience
are the basic elements of an efficient communication. As an Ideology of Diversity,
multiculturalism has the task to offer a form work of reaffirming or portraying the group
identity. Multiculturalism it seems to respond to the need of a World in changing in which, is
in a form of answers to the challenges brought by the National State, both in trans-national
and global spheres. Thus, the Globalization Process is forcing us to adapt the
majority/minority ratio, in specific cultural space at the global level, asking us for
understanding, acceptance and affirming the diversity.

Understanding the cultural aspects in a specific multinational environment is starting
with local history, religion, culture, customs and laws. A profound understanding of the
operational environment needs the understanding of the roles of the whole actors participating
in the Area of Operations, that are combining in order to create a living organism of cultural
knowledge. These have to be updated on a permanent basis and enriched in time, using direct
and indirect sources of information. The direct knowledge is obtained through direct
interaction with people. The indirect knowledge is obtained through research and study, and
then it is checked using interaction and monitoring the local population. ISAF has found out
too late that cultural knowledge is absolutely critical.

Despite this, the ,,internationalization of the military life” in the last twenty-five years
led to new organizational challenges. The collaboration in between different armies and
branches, information and communication needs technological interoperability but also the
adaptation to the multinational environment, with different languages, different styles of
leadership, rotational systems, training, military traditions, hierarchy systems etc. Thus, the
interaction inside a socio-technical system is very difficult, because the structure, people,
persons and cultures are aligned in order to attain the objective and they are essential in
accomplishing the mission in an efficient manner. Multinatinationality of those Coalition
operations is blocking sometimes organizational efficiency. In order to attain and to maintain
the organizational efficiency at a higher level of adaptation, we need flexible and mobile
forces. NATO is accomplishing this challenge trough a transformation process underlining
»the reduction in size and availability”,” increased mobility and flexibility” and of ,,
multinationality”.

The cultural and religious problems are influencing peacekeeping operations in two
ways. Firstly, the soldiers of the multinational forces, that is coming from a variety of cultural
environments and has to manage those cultural differences amongst them in order to work
efficiently. Secondly, the soldiers have to adapt their own style of working to the local
operational conditions in order to keep the good relationship with the local population. The
initial assumption made is that a successful cooperation in between NATO soldiers will be
easier because they are sharing the same fundamental values and they could have even a
certain previous experience in working together. Despite those, the research is suggesting that
cultural and religious differences might lead to tensed relations and to the decrease of the
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efficiency. Indeed, the research done now that are examining cooperation in between the
Dutch and German troops in Afghanistan by Sjo Soeters and Ren Moelker from Dutch Royal
Military Academy from Breda, indicated that despite the perceived cultural differences, the
working relations proved to be a problem from time to time. This was in contrast with the
good Dutch-German cooperation in Muenster, Germany.

Understanding national differences can improve the efficiency in multinational
coalition operations. This aspect can be tackle in two distinct ways. Firstly, you need to
achieve the increase of the efficiency of the military personnel that will take part into
multinational operations. This is a critical issue because the operational efficiency is
depending of the development of a common ground in between the members of a team.
Secondly, it has to inform correctly the system to support the decision making in a cultural
environment that has differences in terms of motivation, judgement and power structure.

Despite the fact that the Allied soldiers are bringing different national military
traditions inside the Coalition, the military profession has a matrix with common dimensions.

The anthropologic research has underlined that the language, social norms and
customs are associated with the national cultures. Language is essential in communication.
The International Aviation has recognized the importance of a common language adopting a
standardized language system in using the messages. This is vulnerable when the events that
are complex, unexpected and has not be seen before, have to be described. The common
language remains a problem in all domains, including the participants to multinational
missions. Even the native English speakers are reporting some confusion when they are
sharing complex information with the other non-native English Language speakers.

The behavior, rules and customs are also important within multinational collaboration.
Cultural sensibility to the social norms and customs is still important for the Allied troops
because they can generate negative feelings that can put in danger the direct contact of the
soldiers with the local population, being in the position to neglect or not to respect the social
norms and customs. Because the behavior is barriers, they got a considerable attention within
NATO forces. Understanding behavior it is not sufficient in order to ensure the efficiency in
multinational operations.

The cultural values are transmitted from the social perspective from generation to
generation and they are different from one nation to the other. Kluckhohn and Strodtbeck
(1961) had developed a framework to understand the variation of the valoric orientation
inside a specific culture. One of those dimensions, the orientation activity, is making the
difference in between the self restraint o none side and the confrontation status, on the other
side.

Cultural differences related to knowledge (i.e. Cialdini, Wosinska, Barrett, Butner and
Gornik - Durose, Faure, 1999; Gelfand & Christakopoulou, 1999; Harris & Bond, 1999) are
critical in multinational operations”. Those can act against the common perception, to the
sustained communication and to the coordinated actions (Radford, Mann, Ohta, Nakane,
1993). The cognitive activity is offering the foundation for the individual perception,
evaluation, judgement and action. In coalitions, the participants have to predict the decisions
and actions, to maintain communication and to coordinate their actions.

The multinational military operations include participants that are having different
styles of thinking and they can see differently a situation. In contrast with the behavior and
social differences, the cognitive ones can not be observed directly. Planning and coordination
will be frustrating and risky when we are in the position not to anticipate the reactions, or,
even we can do that, the confusion is probably to appear.

2 E. Hutchins. Cognition in the Wild. MIT Press, Cambridge, MA, 1995.
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The socio-cultural factors can influence the decision of a Nation in using the
mandatory recruitment or the voluntary option in order to generate the human resources, the
way in which the public opinion is managing the issue of casualties, and also the measure in
which the public opinion is supporting the accomplishment of the military mission. The word
recruitment itself, involves the lack of a choice. From the historical perspective, during the
war, some countries relied on recruitment in order to satisfy the human military needs, while
others used a variation of this process. USA and Canada, even they are aligned culturally in a
way, used different forms of recruitment, for different objectives. Other nations like Australia,
Israel, France, Spain, Italy and Germany, had adopted the mandatory recruitment, guided by
their culture, history, economy and their own political systems. Even the research is showing
that socio-economic factors from those two approaches of the military mobilization process
could bring tensions and may threat the cohesion within a multinational context, a good leader
can be in the position to resolve most of those problems, especially using the concept of
belonging to the military ethos, a concept that is shared by many cultures and nations (Elron
et al., 1999). The acceptable tolerance of a number of casualties is flexible and is varying
according to the duration of the military operation and according to its associated costs’. The
war in Irak is an example especially fro the US point of view, a case in which the initial
tolerance related to the number of seemed bigger, but dropped in time. In a similar way, the
public response in the case of Canada during the war in Afghanistan has fluctuated in time,
duet o the change in the tolerance related to the casualties.

The Australian approach related to the participation with forces to the mission is
transmitting a certain level of tolerance, regarding the losses, which could be in contradiction
with other national contingents that are suffering higher casualty numbers.

Related to the wars in Afghanistan and Irak”, it seems that there is a shared opinion in
the International Arena, but is not unanonimous, making those wars unpopular. There is a
cross-cultural link, that is indicating that the public opinion of the countries that are having
National Contingents in the Theatre of Operations, are determining in a greater measure, the
level of implication of those nations in terms of the multinational mission, the size of the
contingent and the duration of their involvement.

Public opinion is a social key indicator of Foreign Policy that is influencing the way in
which the leaders are responding to the reaction of the population. In the case that National
Contingents do not have the support of their own population, then their role inside the
multinational Coalition Forces can become a problem, not only for their Government, but for
the conduct, the efficiency and the results achieved by accomplishing the mission.

Conclusions

Instead of conclusions and proposals, I would like to mention that culture should be
seen as a moderator for the psychological effects, or very often as something that is
fundamentally changing the Human Nature. Cultural differences are natural and they have to
exist. Most of the human behavior is universal, not cultural.

If we do not look for cultural differences, we will build our own obstacles, but if we
will be looking for similar cultures, then we will build links and a stable favorable foundation
for the future military cooperation. Cultural differences are enriching the experiences gained
in a specific country, but they are representing rarely a factor that is fundamentally changing
the human psychology or the basic principles of War.

3 King, Anthony (2006).The Word of Command: Communication and Cohesion in the MilitaryArmed Forces &
Society,Vol.32,No.3,(April 2006),493-512.
* Forster, Anthony (2006). Armed Forces and Society in Europe. Palgrave Macmillan, Hampshire.
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The measure in which a cultural phenomenon needs an explanation is depending of the
received operational task. On one hand, if it is clear that this phenomenon will influence the
operations, then, using all the means possible, it should be included in the functional planning
process. On the other hand, in case that the culture does not influence the operational task,
then it should be left as a task for the anthropologists.

The ignorance can have deadly consequences. NATO led Coalition Forces are
pretending that in the last years the Afghans had killed thousand of Coalition soldiers. Their
first reaction was to blame the Talibans, but in reality the majority of those killings are duet o
cultural differences and misunderstandings.

There is no doubt that cultural differences are representing an important barrier inside
the command and control process of the Coalition and this is because of the complexity of the
National Cultures. Cultural understanding and knowledge, both inside the Coalition and
within the interaction in between NGQs and local population, are offering a possible
anticipation of the actions, the elaboration of correct and valuable judgments and also the
efficient negotiation of the differences. A cultural objective that is clearly understood and
achieved will consolidate the path in this context.

The results of some studies are revealing that verbal communication, reciprocal
understanding, friendship, openness and societal competencies are basic conditions for a
successful cooperation in between military personnel. Learning how to interact, both with the
local population and inside the Coalition, is representing a major challenge, both for leaders,
civilians and for military personnel.

We can not say that within ISAF HQs interculturality is existing. The frequent rotation
of the soldiers coming from different cultures does not creating the proper environment for a
cultural exchange and of a joint, unique culture.

"The brochure for cultural understanding of ,,Coalition Forces” having 28 pages and
that it was distributed to nearly 5,000 Afghan soldiers so far, is bringing a clear picture over
the huge cultural gap that is still existing after so many years of common fighting against
Talibans. In an extremely religious country, that is having a culture of honor and pride, the
guide is presenting the Allied soldiers behavior that can be considered as ,,sacred” subjects.
»Therefore, in this context, even the little cultural differences can generate disputes and
misunderstandings”.
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Abstract: For a long time, the right to participate in war was a male prerogative,
women participation in the military actions being, over time, only exceptional events. Even if
this situation seems to be changing nowadays, considering the acceptance of women in the
modern armed forces, there are still some controversial aspects regarding the connections
between women and security related issues, which this paper is trying to emphasize. In the
first part, will be discussed some gender stereotypes on the relationship between women and
the military environment, and in the second part will be presented a critical analysis about
the approaches of international organizations (UN and NATO) on gender mainstreaming in
security policies. Finally, the paper will present the key ideas and a few conclusions.

Keywords: gender relations, stereotypes, UNSC 1325 Resolution, women security,
gender mainstreaming.

1. Gender stereotypes and military conflicts

The separation between war and women represents, otherwise, a particular expression
of a gender stereotype according to which women are related with nature and peace, because
they give life, while the men, according to their aggressive nature, are designated for the
military fight. In reality, it is a stereotyping perspective “of peaceful women and belligerent
men which affects the ways we view the interests of men and women have with regard to the
issues of defense and security”', and consequently, according to this type of dissociation,
present not only in the common perception, but also in some theoretical approaches regarding
International Relations®, women are not or it is not beneficial for them to be interested in
security policies.

The dissociation between women and war could operate in many ways. A first one is
represented by the fact that the word woman is used as comparative term, as “the other”, in
the process of building the fighter identity. Often, during the training process, the soldiers
who don’t correspond to the exigencies are named by their instructors “woman”. In
consequence, to be a woman has a pejorative connotation, still from the period when the
professional identity built up, the image of a good fighter being substantiate in a devalued
opposition with the feminity: ,,the image of women is seen as fundamental element in the
definition of a soldier’s identity, functioning as a referential «other». Besides the masculine

! Johanna Valenius, Gender mainstreaming in ESDP missions, Chaillot Paper no. 101, European Union Institute
for Security Studies, May 2007, p. 12.

? Francis Fukuyama, in a 1998 article, “Women and the Evolution of World Politics”, published in ,,Foreign
Affairs”, basing his points on evidence drawn from biological studies, make a parallel between the chimpanzees
and human race: “female chimps have relationships; male chimps practice realpolitik”, and what results from
this similarity is the conclusion that men (human males) will always dominate the politics; in the Fukuiama’s
vision, in an ideal world, women participation in decision-making it would be possible and wishful, but in the
real world this kind of participation would end in a failure: the “macho cultures” of Asia, Africa and the Middle
East would take over the West (F. Fukuyama, “Women and the Evolution of World Politics”, Foreign Affairs,
vol. 77, no. 5, September/October 1998, pp. 33 — 41).
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models of the «heroy», the «buddy» or the «tough many, soldiers are frequently exposed to
negative images of women or homosexuals, used to represent the weak or inefficient qualities
of the recruit™.

Secondly, in military conflicts, frequently, women are treated as sexual objects, rape
and sexual exploitation/the forced prostitution being the main aspects of this relation. Rape is
a constant aspect in wars, starting with religious ones, in the Middle Ages, and finishing with
the contemporary ones, and it’s main function is to create a state of terror between the
enemies: ,,the very maleness of the military — the brute power of weaponry exclusive to their
hands, the spiritual bonding of men at arms, the manly discipline of orders given and orders
obeyed, the simple logic of the hierarchical command — confirms for men what they long
suspect, that women are peripheral, irrelevant to the world that counts, passive spectators to
the action in the center ring[...]. But rape in warfare has a military effect as well as an
impulse. And the effect is indubitably one of intimidation and demoralization for the victims’
side™.

At the same time, as Cynthia Enloe > emphasizes, prostitution itself became a
“militarized” activity, in the war zones or near the military bases from Asia, Africa and
Europe, where foreign soldiers are deployed. Otherwise, this phenomenon is also reported by
the international organizations for human rights. In an annual report from 2010, elaborated for
Peacewomen Organization, Jelena Prosevski®, referring to the situation from Kosovo and
Bosnia-Herzegovina, draws the attention on the fact that the “boom” on the women
trafficking market was determined, mainly, by an increase of solicitations, explained by the
presence of the peacekeeping forces. More than that, there were situations when
representatives from these forces were directly involved in women trafficking, so that the
author talks about a conflict reconfiguration: ,,this conflict in Bosnia and Kosovo is no longer
along ethnic divisions, but it is an international gender conflict. Specifically, from a
perspective of human trafficking, the conflict is mostly between men: on the one side, there
are the traffickers (local and international, including peacekeepers), heavily financed by
international peacekeeping personnel and most by women and, on the other side, there are the
victims of trafficking, who, in the Balkans, tend to originate from the Ukraine, Moldova,
Romania, Russia and the former Yugoslav republics™’.

Therefore, for a long time, we can talk about an almost complete masculinization of
the public discourse about security, men being situated on the side of state power and war,
meanwhile women have a prevalent image as victims or objects of the war. Thus, we can talk
not about a difference, but rather an hierarchy, because gender is used in a manner which
justifies the fact that woman, “civilian” and “peaceful”, is inferior to the warrior man, when
we talk about security.

Still a few decades ago, women rights organizations took attitude against this way to
use gender as a power relation, which made women’ ,,voices” to be generally ignored when
decisions about how to launch a military attack, how to manage a military conflict or
regarding to the post-conflict actions, making them only “collateral victims” or passive
spectators in the International Relations arena. Under the pressure of these organizations, at
the international level, some conventions and resolutions were adopted, in order to integrate

3 Helena Carreiras, Gender and the Military: Women in the Armed Forces of Western Democracies, Routledge,
New York, 2006, p. 43.

* Susan Brownmiller, Against Our Will. Men, Women and Rape, Bantam Books, New York, 1976, pp. 25 — 26.

> Cynthia Enloe, Maneuvers: The International Politics of Militarizing Women’s Lives, University of California
Press, Berkeley and Los Angeles, California, 2000.

% Jelena Prosevski, Gender Based Violence and Peacekeepers in Bosnia-Herzegovina and Kosovo, 2010,
http://www.peacewomen.org/assets/file/Resources/Academic/jelena_prosevski_writing sample-

gender_and peacekeeping.pdf, accessed at 04.08.2014.

7 Jelena Prosevski, Op.cit., p. 2.
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the gender perspective in various aspects related to the military operations and to the situation
in the war zones.

2. International organizations approaches regarding gender mainstreaming in
the security policies

2.1. United Nations Organization

As it is mentioned in the end of the previous chapter, as consequence of the women
rights organizations actions, “the United Nations started to pay more attention to the roles of
women in conflicts and peace processes”®. An important moment of this gender inclusion
process on the United Nations agenda is represented by the 4™ Word Conference for Women,
in 1995, when a comprehensive action plan was adopted, known as “The Beijing Platform”.
In the document, to the point E (Women and Armed Conflict) of the Chapter IV (Strategic
Objectives and Actions) is specified: ,,While entire communities suffer the consequences of
armed conflict and terrorism, women and girls are particularly affected because of their status
in society and their sex. [...] The impact of violence against women and violation of the
human rights of women in such situations is experienced by women of all ages, who suffer
displacement, loss of home and prosperity, loss of involuntary disappearance of close
relatives, poverty and family separation and disintegration, and who are victims of acts of
murder, terrorism, torture, involuntary disappearance, sexual slavery, rape, sexual abuse and
forced pregnancy [.. .. Also, the document contains a number of recommendations directed
both to governments and to regional and international intergovernmental institutions,
regarding the measures that should be taken in order to diminish this negative impact of
military conflicts on women’s lives. Most of these recommendations refer, on the one hand, to
the necessity to better integrate women to the all decision-make levels in the peace-making
processes, and, on the other hand, to the necessity that governments increase their efforts to
transform the military resources development efforts and the related industries in a peaceful
way of action, as distinct objective of national security politics.

Another important moment of the United Nations efforts is represented by the
adoption, in 2000, by the UN Security Council, of the Resolution 1325, Women, Peace and
Security. Recognizing ,,the urgent need to mainstream a gender perspective into peacekeeping
operations”m, as well as the fact that ,,an understanding of the impact of armed conflict on
women and girls, effective institutional arrangements to guarantee their protection and full
participation in the peace process can significantly contribute to the maintenance and
promotion of international peace and security”“, the Resolution ,,urges Member States to
ensure increased representation of women at all decision-making levels in national, regional
and international institutions and mechanisms for the prevention, management, and resolution
of conflict”'%.

This document, as well as all that preceded it'’, appeared in a particular context: “war
rapes and other kinds of sexual violence against women in the Yugoslavian and Rwandan

¥ Johanna Valenius, Op. cit., p. 15.

? Beijing Declaration and Platform for Action, Fourth World Conference on Women, 15 September 1995,
A/CONF.177/20 (1995) and A/CONF.177/20/Add.1 (1995),
http://www1.umn.edu/humanrts/instree/eSdplw.htm, accessed at 05.08. 2014.

" UN Security Council Resolution 1325 (2000), p. 2, http://www.unhcr.org/refworld/docid/3b00f4672¢.html,
accessed at 05.08.2014.

" Idem.

2 Idem.

" Windhoek Declaration and Namibia Plan of Action on Mainstreaming a Gender Perspective in
Multidimensional Peace Support Operations, both elaborated in 2000 and cited in the 1325 Resolution’s
Preamble.
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wars received worldwide attention. For the first time, it was recognized that the rape of
women in armed conflicts was an organized activity, even a method of warfare. Until then,
war rapes were considered to just be an unavoidable side effect of armed conflicts [.. ]

This context explains, in a good measure, the fact that many Resolution’s stipulations
refer to the women as military conflict victims, recognizing the necessity ,,for specialized
training for all peacekeeping personnel on the protection, special needs and human rights of
women and children in conflict situations™."”

On the one hand, it is obvious that the UN Resolution 1325 offered to the international
community a legal background which putted in the first place the gender issues in military
conflicts, facilitating ,,formal recognition of women’s rights in conflict and war situations and
served to promote formal opportunities for dialogue between and among member states”'®,

On the other hand, there are many critical opinions regarding the Resolution, in these
more than 10 years from its adoption.

First, there are authors who consider that the Resolution only transforms women in a
discourse subject, ignoring the profound gender issues involved in the conflict situations:
,women are «added» to the peace building discourse and power relations are left
unexamined”"”.

Secondly, the critical points of view come from the researchers who find some
significant differences between the Resolution’s stipulations and the way in which these are
implemented in the military operations. These gaps are explained, on the one hand, by the
lack of a clear understanding about what gender mainstreaming in military operations really
means: “in spite of pre-deployment training on gender issues, very few people actually know
what mainstreaming gender entails in their area of responsibilities even if those people were
committed to mainstreaming a gender perspective. This was an impression that the
researchers also got when conducting the interviews with EUFOR, EUPM and EUSR
officials”'® On the other hand, “the resources, both in terms of money and staff, devoted to
gender issues have been insufficient to meet the goals set by UN itself”'”.

On the basis of the Resolution 1325 and after 5 years after its adoption, the UN
Security Council promoted the Resolution 1820, document considered as inner part of the
UNSCR 1325 implementation process. In the new resolution, starting from the ,,deep concern
that, despite its repeated condemnation of violence against women and children in situations
of armed conflict, and despite its calls addressed to all parties to armed conflict for the
cessation of such acts with immediate effect, such acts continue to occur, and in some
situations have become systematic and widespread, reaching appalling levels of brutality”’,
the UN Security Council ,,notes that rape and other forms of sexual violence can constitute a
war crime, a crime against humanity, or a constitutive act with respect to genocide™' and
underline the necessity that these forms of sexual violence to be excluded from the amnesty,
stressing, in this way, the gravity associated with this kind of acts, but, also, the need to find
new and more concrete ways to punish it than a simple formal condemnation.

' Johanna Valenius, Op. cit., p. 15.

5 UN Security Council Resolution 1325 (2000), p. 2, http://www.unhcr.org/refworld/docid/3b00f4672¢.html,
accessed at 05.08. 2014.

' Heidi Hudson, When Feminist Theory meets Peace Building Policy: Implications of Gender Mainstreaming
and National Action Plans, 2009, p. 3, http://www.allacademic.com//meta/
p_mla_apa research_citation/3/1/3/9/0/pages313900/ p313900-1.php, accessed at 06.08 2014.

Y Ibid, p. 1.

'8 Johanna Valenius, Op. cit., p. 16.

' Sandra Windworth (2004), apud Johanna Valenius, Op. cit., p. 16.

2 UN Security Council Resolution 1820, p. 3, http://www.state.gov/documents/organization/106577.pdf,
accessed at 07.08. 2014.

2! Idem.
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This series of Security Council resolutions ends in 2013 with UNSCR 2106 and 2122.
In the Resolution 2016 regarding the sexual violence in conflicts, unlike other resolutions
relating to this type of violence, one of the main topics was the effective women’s
participation: “in contrast to the earlier resolutions on sexual violence in conflict [...] in
which the emphasis on women’s empowerment and gender equality was notably weak,
Resolution 2016 includes some language on these issues, for instance pp. 1 «stresses women’s
participation as essential to any prevention and protection response»”™**. Also, in its adoption
process, there were some civil society speakers who underline the fact that the main causes of
sexual violence consist “in unequal gender power relations and the perception of woman as
man’s inferior™®. After a few months, in October 2013, the adoption of Resolution 2122,
“which is primarily focused on increasing women’s participation in conflict prevention and all
areas of peace processes””* brought to the front “the need to address the full scope of
women’s human rights violation rather than sexual and gender based violence alone”?’,
expanding the future discussion area.

Therefore, in the nearly 15 years between the adoption of the Resolution 1325 and the
latest UN resolutions on gender issues in the context of global security, it may be noticed a
passage from a speech focused on the image of women as victims of sexual or other kind of
abuse in the context of military conflicts, to a more nuanced one, which includes aspects
related to the need to involve women in processes regarding their own security. It is, also,
notable the growing number of explicit public positions questioning the deep causes of
violence against women in situations of armed conflict, placing them in the systemic gender
inequalities and the stereotypical mentalities that make women “second-class” citizens of the
world, but these positions come mainly from the civil society and less from the state or
international bodies and institutions.

2.2. NATO

One of the most important structures involved in the implementation of UNSCR 1325
and all another related ones is NATO, as military-political organization with ambtious
declared objectives in promoting international security.

According to the information contained in one document posted on the official website
of the organization%, about the UNSCR 1325 implementation, NATO involvement in the
promotion of its stipulations and hence in their implementation within its own policy was
officially decided in the Euro-Atlantic Partnership Council meeting, held in December 2007,
while guidelines for integrating this resolution in NATO Command Structure were
established in the strategic commands, during 2009.

The same document describes NATO’s available resources to implement Resolution
1325, and one of the most important one is the NATO Committee on Gender Perspectives,
which have a main and explicit goal to advise “NATO leadership and Member Nations on
gender related issues in order to enhance organizational effectiveness in support of Alliance

2 Security Council Debate on Sexual Violence in Conflict, June 2013,

http://www.peacewomen.org/security _council monitor/debate-watch/all-debates/62/security-council-open-
debate-on-sexual-violence-in-conflict-june-2013-security-council-resolution-2016, accessed at 07.08.2014.
23

Idem.
# Security Council Open Debate on Women, Peace & Security, 18 October 2013,
http://www.peacewomen.org/security _council monitor/debate-watch/all-debates/70/security-council-open-
debate-on-women-peace-and-security-october-2013 , accessed at 07.08. 2014.
25

Idem.
% Women, peace and security. NATO’s implementation of UNSCR 1325,
http://www.nato.int/cps/en/natolive/topics_56984.htm, accessed at 08.08.2014.
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objectives and priorities, including the implementation of relevant United Nations Security
Council Resolutions (UNSCRs)™*’.

The importance attached to these UN Security Council Resolutions by the command
structures of the Alliance was highlighted, also, during the last two NATO Summits™, in
Lisbon and Chicago. In Lisbon Summit Declaration, at the 7™ point, it states the following:
“We welcome the 10™ Anniversary of UNSCR 1325 on Women, Peace and Security. Guided
by the Policy that we developed together with our Partners in the Euro Atlantic Partnership
Council, we have already taken significant steps to implement it and its related Resolutions.
We have today endorsed an Action Plan to mainstream the provisions of UNSCR 1325 into
our current and future crisis management and operational planning, into Alliance training and
doctrine, and into all relevant aspects of the Alliance’s tasks. We are committed to the
implementation of this Policy and Action Plan as an integral part of our work to improve the
Alliance’s effectiveness, and today we endorsed recommendations to this end. We have
tasked the Council to provide a progress report to our Foreign Ministers in December 2011
and at the next Summit™?.

Two years latter, the 16™ point of the Chicago Summit Declaration 2012 recognized
the fact that “widespread sexual and gender-based violence, in conflict situations, the lack of
effective institutional arrangements to protect women, and the continued under-representation
of women in peace processes, remain serious impediments to building sustainable peace” and
reaffirmed the fact that “we remain committed to the full implementation of United Nations
Security Council Resolution (UNSCR) 1325 on Women, Peace and Security |.. 17

As it can be noted above, and as Cynthia Cokburn, one of the US feminist
antimilitaristic movement representatives emphasized, “NATO has adopted UNSC Resolution
1325 with an energy that could easily pass for enthusiasm™'. However, this enthusiasm is not
always appreciated as a positive aspect in relation to the initial objectives of the Resolution
1325. Beyond all these actions, as Cynthia Cokburn pointed out, there are some contradictions
between UNSCR 1325 provisions and the NATO policy for the implementation of these
provisions. The first of these, as the author believes, stems from the fact that “UNSC
Resolution 1325 does not in fact call for more women in armies. It urges, in rather careful
terms, an expansion of «the role and contribution of women in United-Nations field-based
operations, and especially among military observers, civilian police, human rights and
humanitarian personnel» [...] It has picked up the ball of gender equality thrown into play by
feminists and is running with it for its own objectives™?.

Secondly, according to the same author, “NATO is a militarist organization; yet the
intention of 1325 is antimilitarist; yet its wording and provisions leave it co-optable by
militarism™. This co-optation is facilitated, in Cockburn’s opinion, by the different meanings
of the term “security”: “in the concept of «women security», we gave «human security»
gender specificity. This was, for feminists, the meaning of the word in the title of the

2’ NATO Committee on Gender Perspectives, http://www.nato.int/cps/en/natolive/topics _50327.htm, accessed at
08.08.2014.

% When the present paper was elaborated, the NATO Summit 2014 was just at the beginning, so there are no
official documents available.

¥ Lisbon Summit Declaration (issued by the Heads of State and Government participating in the meeting of the
North Atlantic Council in Lisbon), http://www.nato.int/cps/en/natolive/official texts 68828.htm, accessed at
08.08.2014.

3% Chicago Summit Declaration 2012, http://www.nato.int/chicago2012/ , accessed at 08.08.2014.

3! Cynthia Cokburn, Snagged On The Contradiction: NATO, UNSC Resolution 1325, and Feminist Responses,
,»No to War No to NATO” Conference Paper, Dublin, 15 — 17 of April 2011, p. 3,
http://www.wloe.org/fileadmin/Files-EN/PDF/no_to_nato/women nato 2011/NATO1325.pdf, accessed at
09.08.2014.

32 Ibid., p. 6.

3 Idem.
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Resolution: Women, Peace and Security. The ideal of «security» can however too readily be
manipulated by an organization such as NATO that, however it describes security in words,
manifests it in action as meaning the militarization of society and a readiness to fight wars™*.
The third aspect highlighted by Cynthia Cokburn consists in the fact that “some women who
were involved in the movement to obtain Resolution 1325 were self-critical afterwards on the
grounds that they had failed at any point to express an explicit critique of men, masculinity
and patriarchy in relation to militarism, militarization and war”, observation which still
remain available, despite the fact that are some attempts to bring this topic to discussion,
when the UNSCRs 2106 and 2122 were adopted, as it is shown above.

From a total different point of view, and despite all these criticisms, some NATO
actions dedicated women integration in military forces are positively appreciated, especially
in war zones where women situation in society, as well as cultural habits make the
relationship between the local population and military forces problematic. Thus, Stefanie
Babst, Acting NATO Assistant Secretary, listed in the speech which she held during the
Conference on Women, Peace and Security — the Afghan View — Talinn, 201035, some of the
positive effects of gender mainstreaming measures in ISAF operations in Afghanistan. First,
highlights Babst, “we now provide gender awareness training to the civilian and military
teams before they deploy on operations. This provides them, for example, with an
understanding why in matters to take a different approach when searching an Afghan woman
or an Afghan man, or why male ISAF personnel should avoid looking an Afghan woman in
the face”*®. Secondly, “female soldiers can conduct searches on Afghan women at
checkpoints, without causing offense. Female military doctors and nurses can run clinics
where women will more easily go for treatment™’. But, despite all these positive aspects, and
even if we ignore the antimilitaristic vision, it still remains questionable how this approach
could be integrated in a gender mainstreaming perspective, transformative by definition, as
long as these actions seem rather dedicated practical purposes, to ensure the success of the
military mission itself and only secondary to improve the Afghan women lives.

Conclusions

Nowadays, even the female presence in the modern armed forces and in some
institutional entities with a role in developing and promoting policies and strategies in the
field of security is improved, a number of stereotypes about the role of each gender category
in these processes continue to persist. According to these stereotypical ways in defining men
and women roles regarding the security issues, women are often perceived as a referential
used to build the men identities as active “actors” in the war and security policy scene, or as
mere victims of sexual or another kind of abuses in the conflict zones. Without denying the
fact that the war affects women in a particular way, but starting at this kind of considerations,
as a matter of fact, UN adopted an entire series of resolutions on women, peace and security,
starting with the most important one, UNSCR 1325, in 2000. This particular resolution,
drafted by women rights organizations, and adopted under their pressure, draw attention to the
impact of armed conflict specifically on women, but in the same time, getting women
recognized as active actors, capable of contribution to the end of these conflicts, to achieve

 Ibid., p. 7.

3 Stefanie Babst, Role and Experience of International Organizations in implementation of UNSCR 1325 in
Afghanistan, remarks at the Conference on Women, Peace and Security — the Afghan View — Talinn, Estonia,
2010, http://www.nato.int/cps/en/SID-D2865947-5CE90518/natolive/opinions_68078.htm?selectedLocale=en,
accessed at 09.08.2014.

3 Idem.

37 Idem.
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peace and redefine security. Initially, this redefinition of security was thinking in terms of
“women security”, as particular form of “human security”, but according to some feminist
authors, because the term “security” itself supposes multiple connotations, some discrepancies
appeared between the initial purposes of the UNSCR 1325 and the concrete ways of its
implementation, especially when we referred at NATO, which seems to understand this
implementation, as these authors highlighted, mainly as a way to increase the number of the
military women in the conflict areas and the chances for military actions to end successfully.
Despite these critiques, it seems that some aspects related with NATO’s actions dedicated to
gender mainstreaming in military operations are favorably appreciated, especially regarding
Afghanistan, where the presence of military women in ISAF Forces made, in a lot of
circumstances, the Afghan women situation less difficult as usual.

Finally, it has to be mentioned the fact that the adoption of the last two UN
Resolutions regarding Women, Peace and Security, in 2013, has offered the opportunity for
some NGOs to publicly express their concern about the deep, systemic causes of the violence
against women. Even if these public positions are sporadic and adopted mainly by the NGOs
and less by the representatives of the international institutions, it could be considered as a
promising start for a reconceptualization of the term “women security” by questioning all
these aspects of systemic violence against women, generated by a patriarchal way to see
gender relations as power relations.
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ORGANIZED CRIME, TRAFFICKING IN DRUGS AND ITS
CORRELATIONS WITH THE SECURITY ENVIRONMENT
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Abstract: With a constantly increasing trend, drug demand provides an attractive and
extremely profitable market for criminal organizations operating in the field of trafficking in
drugs. At the same time, money resulted from trafficking in drugs at global level represents a
vital and indispensable segment for the whole monetary system, amounting 6% of the total
global commercial exchanges, similarly to oil market.

At global level, the two primordial components of trafficking in drugs, which are the
cocaine transportation route coming from Latin America and heroin transportation route
coming from Afghanistan, can be viewed at the same time as two black money flows, but also
as social, political and economic turbulences for the transit zones.

This is explained by the fact that, on the one hand, these countries’ budgets are much
smaller than the value of drug flows, that is the “black money” that crosses their territories,
and, on the other hand, by the geopolitical influence that trafficking in drugs exerts at global
level.

Key words: trafficking, drugs, crime, money laundering, globalization

1. Globalization: “benefits” and “prejudices” to mankind

Globalization has considerably contributed to developing the modern society, by
bringing a lot of incomes, most of which belonging to business environment and especially to
trade. Thus, due to globalization, today the free movement of goods is possible, we live in a
world with almost instantaneous communication, we travel much easier, at much lower costs.
The dark side of globalization is represented by the increasing organized transnational crime
and terrorism which, corroborated with the development of information and communication
new technologies, has led to a more rapid propagation of drug phenomenon at global level
with all its sides: trafficking, use, production.

We can state that today drug illicit trafficking and use can no more be limited to a
certain geographical or cultural zone, as the trafficking methods, consumption models and
production technologies can no more be assigned to certain patterns already known.

Criminal organizations are more and more powerful and diverse; they get usually
involved in systematic ways of cooperation meant to dissimulate their criminal activities.

With a constantly increasing trend, drug demand provides an attractive and extremely
profitable market for such criminal organizations. By benefiting from the high mobility
provided by the new communicational age and the possibility to use legal trade in order to
conceal illicit drugs, they use the global banking system to accumulated, move and launder
the profits obtained from their illegal activities, by being more and more ingenious in their
smuggling methods.

According to the “Estimation of illicit financial flows resulted from drug trafficking
and other organized transnational crime activities” research drawn up by UNODC, in 2009
trafficking in drug produced 870 billion of dollars per year, amounting during the first decade
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of the new millennium 1.5% of the GDP'.

On the other hand, analyses have shown that approximately 10-15% of drugs are
intercepted and the rate of seized money is smaller than 0.5% of the real value®. This leads to
the conclusion that the remaining money coming from drug trafficking at global level goes
freely to the market and becomes part of the money flow used at global level.

In this context, banks without scruples practicing financial operations at a wide level
beyond their capacity to assume their responsibility for their obligations, strive to ensure their
cash flows by absorbing huge amounts of money coming from criminal activities, most of
which coming from drug trafficking.

According to Antonio Cost, ex Sub secretary General of ONU?, during the 2008-2009
global crisis approximately 352 million of narco-dollars were introduced in important banks
at global level in order to avoid the lack of cash flow. Later on, this money was used for loans
between banks. This is not surprising at all, because according to IMF, important American
and European banks lost over 1 trillion of dollars due to “toxic” assets between January 2007-
December 2009 when over 200 high hypothecation companies and other financial institutions
went bankrupt”.

2. Money laundering coming from drug trafficking

The relation between banking system and mafia started in the *60s and ‘70s, when
mafia was manipulating big amounts of money but the international criminality level was
small. It included the most part of Italy, North America and other affiliations. Then, when the
borders progressively opened through communication and business relationships, at the end of
“70s and beginning of the ‘80s, organized crime originated outside Italy started to use banking
system in order to transfer assets or to move money throughout the world.

At the beginning of the ‘80s within the G7 meetings a key document was drawn up to
create the first and more important institution fighting against money laundering: Financial
Action Task Force (FATF). FATF started its activity with specialized recommendations.
These recommendations started to be applied progressively, which determined a significant
decreasing of black money recycling through the banking system.

On the other hand, at international level there a ONU Treaty according to which
laundering of money coming from drug trafficking is considered a crime punishable at global
level. Thus, according to ONU Convention in the field of drugs, concealing and dissimulating
the nature, source or possession of proceeds from illegal activities, such as drug trafficking is
a crime’.

During 2002-2003, when the economic crisis hit for the first time, the banking system
was also affected. At this time, criminal assets began to be infiltrated in the banking system,
and this phenomenon spread enormously due to globalization. In this context, anti-money
laundering controls, which worked very effectively in the 1990s in Europe and North America
decreased significantly in a number of offshore jurisdictions, which led to the beginning of a
new penetration cycle of the dirty money in the banking system.

The lack of liquidity associated with the banking crisis, banks' reluctance to lend

! United Nations Office on Drugs and Crime (UNODC), Estimating illicit financial flows resulting from drug
trafficking and other transnational organized crimes - Research Report, October 2011, p. 7.

% Victor Ivanov, Drug Trafficking and the Financial Crisis, Executive Intelligence Review, Volume 38, Number
47, 2 December 2011.

3 Idem.

*  Reuters, FACTBOX-U.S., European  bank  writedowns, credit losses, 5 November 2009,
www.reuters.com/article/2009/11/05/banks-writedowns-losses-idCNL554155620091105?rpc=44.

> Petre Albu, Crima organizatd in perioada de tranzifie — o ameninfare majord la adresa securitdtii
internationale, Editura Ministerului Internelor si Reformei Administrative, 2007, p. 48.
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money to one another provided a great opportunity for criminal organizations, which
developed a great financial power due to the possession of cash that could not be "washed" in
previous years through the banking system. Thus, periods of economic crisis made visible the
lack of cash flows. However, the existing financial system, which operates by using a large
number of instruments designed to "inflate" the so called "financial bubble", could not exist
anymore without introducing the black money.

This analysis is confirmed entirely by the expertise presented in the research report
published by the United Nations Office for Drugs and Crime "Estimating illicit financial
flows resulting from drug trafficking and other transnational organized crime activities"®.

The report states that black money can easily enter into the legal financial flows; at the
same time '"investments" with such money seriously disrupt the real economy and
substantially impede growth. The report estimates that the total flow of black money of
organized crime amounts to 870 billion of dollars per year, amounting for the first decade of
the new millennium, an amount of 1.5% of world GDP.

According to this document, no less than 70% of this money is laundered through
financial institutions. The most profitable sector of the "black" economy is the illicit drug
trade, which is minimum half from the global criminal flows’. The report estimates that the
economic damage caused by drug trafficking is double or triple compared to the value of the
drugs.

Thus, while the cocaine market in the USA is estimated at $ 35 billion and that of
heroin and other drugs at $ 15 billion, the direct damage produced to the United States
economy, because of the drugs, is estimated at around 150 billion dollars.

Given that similar drug markets are active in the European Union and China as trading
and economic partners with the United States, this has an adverse effect on a large scale,
which is reproduced in the form of negative synergies. Because Europe is the largest market
for heroin in Afghanistan, and in Latin America is half the market for cocaine, there are big
chances that the major countries economies of the world to collapse much faster. Black drug
money simply lead to an exhausted economy development.

3. Wachovia Bank case

To illustrate the manner in which the banking system relies on money coming from
drug trafficking, we present the case of Wachovia Bank, whose investigations into financial
transactions, conducted between 2004 and 2007, were widely analyzed in the international
media. According to the United States Justice Department, Wachovia Bank has recycled
378.4 billion dollars, over a period of three years®.

Thus, in the early 2010, the Bank signed an agreement settled out with the United
States regulating authorities, paying approximately 150 million dollars in exchange for the
withdrawal of accusations about assistance in money laundering.

This led to a 22 months investigation, carried out by officers of the United States Anti-
Drug Agency, the Mexican drug cartels have made transactions through the bank using
electronic transfers, traveling checks and cash.

According to federal prosecutor Jeffrey Sloman, there was a “blatant disregard for our
laws coming from Wachovia Bank that gave international cocaine cartels a virtual white card

to finance the money laundering operations regarding the proceeds from the sale of drugs™.

8 UNODC, op. cit., October 2011.

7 Ibidem, p. 10.

¥ Ed Vulliamy, How a big US bank laundered billions from Mexico’s murderous drug gangs, 3 April 2011,
www.theguardian.com/world/2011/apr/03/us-bank-mexico-drug-gangs.

? Victor Ivanov, op. cit., 2 December 2011.
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The most unfortunate thing was that the bank was found guilty of transferring 378.4 billion
dollars (an amount equal to one-third of the Mexican GDP) from the so-called exchange
offices in Mexico. There are other similar cases in which the banks have not notified the
financial information about such operations.

In addition to the Wachovia case, US anti-drug police officers also reported other
criminal transactions regarding another large bank, the Bank of America. In one of the cases
there were traced transactions related to the sale of 22 tons of cocaine, and in another one the
transactions were linked to the sale of about 10 tons of cocaine.

Likewise, other banks also came under suspicion of illegal transactions and were
fined, including American Express Bank and HSBC.

The tragedy of Wachovia case is that those who were responsible for laundering
money resulted from Mexican drugs were released without any punishment. In the case of
Wachovia Bank, it has been very clear that people have not necessarily entered a branch of
the bank somewhere in New York with a suitcase full of money, but on the contrary, the
submission was made in Mexico or in one of the Central American countries, and then the
money found their way to the Wachovia Bank in the USA.

Behind this phenomenon there is the very nature of the current global financial system,
being quite evident that different types of surrogate money or various derivatives or secure
bonds have had a certain role in the so-called "financial bubble".

However, almost no one pays attention to such a paradox: while the economy is weak
and the crisis escalated, the banks managed to obtain liquidity and manage liabilities. On the
other hand, studies'® have shown that the continued lack of cash flow and attempts to stay
afloat during a crisis, promote not only tolerance for black money, but also an attitude
encouraging the availability of this type of money.

Moreover, for example, the possibility of continuing need for liquid coatings acts in
many respects, as an on-going spring between financial markets and economic demand for the
production of drugs.

Money from drug trafficking worldwide is actually not only valuable items, but as
donors of liquidity, which are increasingly rare, is a vital and indispensable segment of the
entire monetary system.

4. Flows of the drug crime and security of the transit countries

Although it is estimated to be approximately the same size as the oil market (6% of
total world trade), narcotics market impact is not considered by economists and politicians.
Therefore, the development of appropriate control policies should be based on a deep
understanding of the specific drug trafficking worldwide.

So far, unfortunately, the drug policies were dominated by local efforts or, at best,
regional or interregional efforts. To develop appropriate solutions and to understand better
what is happening, a better approach is needed regarding the flow of drugs worldwide.
According to the experts, the primary ability of a drug flux is placed beyond the local and
regional levels, which is located at the top of the pyramid flows drug crime globally.

1 Thomas F. Huertas, Crisis: Cause, Containment and Cure, Palgrave MacMillan, 2011, pp. 30-50.
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Figure no. 1. Routes used in heroin trafficking
Source: UNODC, World Drug Report 2010, Vienna, 2010

The structure of distribution of the proceeds of cocaine production worldwide, with
total revenues in 2009 of approximately $ 84 billion, indicates the same structure. While the
Andean coca farmers earned about $ 1 billion, most of the revenues of $ 35 billion were
concentrated in the North America, with another $ 26 billion in Central Europe.

In North America and Europe, naturally, almost 80% of the revenues of the illicit trade
in cocaine are washed'', while only one-tenth of the proceeds from other regions are washed
in the Caribbean.

Currently, there are two obvious components of global drug trafficking or rather two
routes of drugs: the cocaine route from Latin America and the route of heroin from
Afghanistan. The direction, intensity and extraordinary ability of these two components of
drug trafficking require to be labeled, more specifically, as “flows”.

The devastating ability of these two drug streams is particularly noticeable if you look
at the situation of the drug transit countries, where endless social and political turbulences are
to be found. One explanation is that the budgets of these countries are less than two or three
times the amount of drug that flows across the territories.

The budgets of Tajikistan and Kyrgyzstan, located on the Northern route of Afghan
heroin, are often less than the financial capacity of the flow of drugs from Afghanistan,
crossing their territory.

Unfortunately, the globalization of the drug trafficking and the emergence of global
drug flows, sweeping everything in their path, have also become a common thing for the
countries of the Balkan Peninsula. It is sufficient to note that Kosovo has become the focus
point of drug trafficking in Europe, an epicenter where, on one hand, two drug streams
crosses each other — cocaine from Africa and heroin from Turkey, and on the other hand, their
transshipment occurs, oriented towards the EU.

According to UN estimations, approximately 50 tons of heroin annually transit the
European center of cocaine and heroin distribution, with an annual transit profit of about 3

""UNODC, World drug report 2009, Vienna, 2009.
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billion euros, twice the size of the budget of Kosovo'?. The same trends are observed in the
cocaine trafficking in Niger, Guinea Bissau and other African countries. Moreover, analysis
of the global cocaine trafficking mainly denotes its orientation towards Europe, while
hundreds of new transit routes from Latin America to Europe via West Africa have appeared.
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Figure no. 2. Routes used in cocaine trafficking
Source: UNODC, World Drug Report 2010, Vienna, 2010

In this context, drug trafficking has quickly become a dominant criminal geopolitical
factor, one who has the financial resources, technology and important human resources and
mobilized for a global political and economic reform. The most obviously examples of this
are the civil war from Guinea Bissau, Mauritania and Niger, and the Ivory Coast. Drug
trafficking has also contributed to the destabilization of the situation in the Arabian countries.

These destabilizing examples from the transit countries represent another drug
trafficking problem of the global dimension. Only a comprehensive and integrated
understanding of the nature and dynamics of these global drug flows will allow us to
understand the essence of the threat posed by drug-related crime.

Conclusions

On the one hand there is a well-organized bank proper system, and the mafia and
criminal organizations on the other. Between these two entities there are an army of bankers,
financial advisers, estate agents, notaries, lawyers, and so on, which are part of the problem
itself. Efforts are very small in an attempt to destroy them.

Countries, companies, governments must be able to break the link between the real
criminals, those who got the weapons belt and bankers. In the financial institutions are people
who are involved, not necessarily in money laundering, but the paper work, work needed to
turn dirty money into legal money.

There should be built a strong relationships between governments leading to the
establishment of a global anti-drug coalitions, in close cooperation with politicians,

2 UNODC, World drug report 2011, Vienna, 2011, pp. 18-21 and 121-129.
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economists and financiers, which would lead to combat international drug trafficking.

It is quite obvious that clear up "financial bubble" must be supported by eliminating

drug production capabilities, based on renewable bioresources: coca and poppy bush as a
primary source for obtaining drug money. Repressive measures only are not sufficient in drug
trafficking.

The way in which global drug trafficking is to be eliminated is by reforming the

existing economy and moving to an economy that excludes the use of black money and
ensures continuous creation of clean liquid assets, i.e., to a development economy in which
decisions are based on development projects and loans targeted on long terms.

10.
11.
12.
13.
14.

15.
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Introduction

The European Union is an economic and political union consisting of 28 member
states and supporting the free movement of people, goods, services and capital by means of its
policies. Along with the movement of people of good faith, on the European Union territory,
from one state to another, criminal elements move, as well.

In other words, aside from the benefits offered to all of us, by opening borders and the
liberalization thereof, crime also took advantage. Therefore, criminals can move more easily
and can transfer various goods much faster and easier.

Many physical and legislative barriers were removed from the European Union.
However, in terms of criminal law, each Member State has its own regulation. This makes the
procedures for cross-border crime investigations more difficult. Therefore, important time is
lost and often communication between the states involved may be hampered.

To simplify these issues, especially the legislative ones, there were created a range of
European institutions such as EUROPOL and EUROJUST. They also ensure coordination and
cooperation for the fight against crime with a major impact on the European Union or the
Member States, including in the case of serious crime.

Serious crime poses a grave threat to the security of every state in which it occurs, as
well as substantial economic loss. For example, in the UK, 24 billion pounds are annually lost
because of this scourge'. Another effect is that more and more people are becoming victims of
criminal activities in the range of serious crime, some becoming drug addicts, others being
trafficked or even victims of violent actions followed by death.

1. European instruments for fighting against serious crime
At EU level, with the increased freedom of movement, it was noticed that crime has

acquired, in turn, an international spread, with criminals coming to act with greater ease
across borders.

! Serious and Organised Crime Strategy Presented to Parliament by the Secretary of State for the Home
Department by Command of Her Majesty, October 2013, p. 5, at the address
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/248645/Serious_and Organised
Crime_Strategy.pdf.
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Combating crime involves strengthening dialogue and action between the criminal
justice authorities of Member States.” Consequently, the European Union has established a
sole area of criminal justice, aside from institutions such as EUROPOL and EUROJUST
which fight directly against serious crime.

The creation of the common space for criminal justice was possible due to specific
tools for judicial cooperation in criminal matters.

Judicial cooperation in criminal matters is based on the principle of mutual recognition
of judgments and judicial decisions by the Member States. It involves the correlation of
national laws on the matter and the enactment of common minimum rules. The minimum
rules mainly relate to the admissibility of evidence and the rights of crime victims, as well as
of individuals subject to criminal procedures.’

1.1. Mutual Legal Assistance in Criminal Matters

Mutual Legal Assistance in Criminal Matters was introduced in 2000 by the
Convention on Mutual Assistance in Criminal Matters between the Member States of the
European Union. This Convention rules the support and effective cooperation between
judicial, customs and police authorities in criminal matters.

With this tool, it is possible for a Member State to establish direct links with the
judicial authorities in another Member State to carry out prosecution procedures. Moreover, it
also allows for spontaneous exchange of information between EU Member states for certain
crimes’ investigation.

This is a useful tool that allows for major activities related to criminal matters, such as:

- providing the requesting state with property found in another Member State;

- temporary transfer to another Member State of a person detained in another state

for the hearing of such person (only with the consent of the person concerned);

- hearing a witness or expert by video conference;

- delivery under surveillance on the territory of another Member State;

- undercover investigations;

- interception of communications.

The act governing mutual assistance in criminal matters came into force in 2005. Its
entry into force created real preconditions and legislative tools to help in the fight against
crime of any kind, including severe crime.

1.2. Mutual recognition of judgments in criminal matters

This is one of the key elements in the field of judicial cooperation in criminal matters
because this instrument helps to avoid various difficulties that may arise in the enactment of
criminal law as a result of difficulties due to legislative differences between Member States.
Thus, we are not dealing with situations of double incrimination or situations where a penalty
to be imposed pursuant to a final judgment given in a Member State is not observed in
another Member State. In other words, an EU citizen who was sentenced as a result of the
enforcement of criminal law in a Member State cannot go to another Member State to evade
it.

1.3. The European Arrest Warrant
This was a welcomed tool as it replaced the old traditional system, introducing many
beneficial rules such as limited grounds for refusal of execution, decision-making shifting

*http://europa.eu/legislation_summaries/justice_freedom_security/judicial_cooperation_in_criminal matters/inde
x_ro.htm.
3 Idem.
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from political to judicial authorities, the possibility to surrender nationals of the executing
state and clear timeframes for carrying out each European Arrest Warrant”.

1.4. Harmonisation of legislation

At European level, criminal law is not unique; however the European institutions have
made a considerable effort, with beneficial effects to create joint standards. Thus, the deeds
specific to severe crime are jointly defined by laws, while attempting at the same time to
achieve a uniform level of punishment.

1.5. Procedural rights

At European level, the European legislative bodies have been trying to provide a
number of rights to persons investigated for criminal offenses and to those convicted.

With the first group, the right to a fair trial is recognized, a number of directives being
adopted over time on the right to interpretation and translation (2010), the right to information
in criminal proceedings (2012), the right to be assisted by a lawyer in criminal proceedings
and the right to communicate after arrest (2013).

With respect to detainees, a resolution was adopted in 2011 which called for the
establishment of common standards regarding detention conditions.

The tools listed above mainly come to support investigators, providing them with
different levers that streamline the fight against crime. Legislation elements are also
introduced to protect persons under investigation or convicted from any abuses.

2. EUROPOL

EUROPOL was created in the European Union to ensure a safer common area and to
combat serious crime effectively. It has been operational since 1999, due to increased risks
posed by terrorism and serious organized crime.

EUROPOL is the European Union agency for the enforcement of law and carries out
support activities against criminal activities with the highest risk for the security of the Union,
such as

- terrorism;

- international drug trafficking;

- money laundering;

- trafficking in human beings;

- cybercrime;

- counterfeiting of the euro currency;

- illegal migration.

The Agency also assists in the investigation of crimes such as:

- intellectual property crimes;

- cigarette smuggling;

- tax evasion.

In order to achieve its objectives, EUROPOL works with law enforcement institutions
in the 28 EU Member States and in non-EU states such as Australia, Canada, the USA and
Norway.

2.1. Exchange of information
The main activity of Europol is to obtain, analyze and disseminate information on
organized crime networks and terrorism. Moreover, the agency does not have the right to

*http://www.europarl.europa.eu/aboutparliament/ro/displayFtu.htmI?ftuld=FTU_5.12.6.html.
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make direct arrests but it can coordinate actions to combat criminal groups. Thus, the agency
participates annually in about 18,000 investigations".

For the exchange of information, the agency has an efficient and secure infrastructure.
In this respect, it benefits from modern instruments such as SIENA® which allows for a
confidential exchange of data between the States concerned, providing a high capacity for
interoperability with other systems at European level and other cooperating states. For
example, SIENA allowed in 2012 the initiation of 15,949 cases and 414,334 operational
messages were exchanged.

EUROPOL also incorporates EIS’, which comprises data on the individuals involved
and other related data to support Member States, Europol and its cooperation partners in their
fight against organised crime, terrorism, and other forms of serious crime®.

In order to strengthen its position as a platform for specialty areas and to facilitate
knowledge and communication exchange between different communities of experts, Europol
developed the Europol Platform for Experts (EPE)’. Within EPE there are currently 25 online
communities on various topics, such as:

- combating terrorism;

- European anti-corruption training;

- intellectual property crimes, etc.

In addition to these tools in the fight against serious crime cases, EUROPOL also
provides data analysis. Thus, Member States benefit from operational analysis providing data
management and centralization, as well as strategic analysis. The latter is a genuine tool that
supports decision makers in the fight against organized crime. They can make the most
appropriate decisions to stop the scourge.

22JIT

The instrument with the best results in the fight against serious crime is JIT (joint
investigation team). It consists of a joint investigation team constructed under an agreement
between two or more EU countries for a fixed period to investigate a particular case. JIT can
also involve non-EU states, with the approval of the other states involved.

JIT offers several benefits, such as:

- information is shared directly between JIT members without the need for formal
requests;

- Letters Rogatory are dispensed while the investigative measures can be requested
between team members directly. This also applies to requests for coercive
measures;

- JTI members may participate in house searches, interrogations and other specific
measures. This measure helps to overcome language barriers;

- ability to coordinate efforts on the spot and for informal exchange of specialised
knowledge;

- ability to build and promote mutual trust between practitioners from different
jurisdictions and work environments;

- a JIT provides the best platform to determine the optimal investigation and
prosecution strategies;

- ability for Europol and Eurojust to be involved by direct support and assistance.'’

*https://www.europol.europa.eu/content/page/about-us.

®N.A. - Secure Information Exchange Network Application.

"N.A. - Europol Information System.
*https://www.europol.europa.eu/content/page/europol-information-system-eis-1850.
*https://www.europol.europa.eu/content/page/europol-platform-experts-1851.
https://www.europol.europa.eu/sites/default/files/st15790-re01.ro1 1.pdf.
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JIT is usually organized when investigating serious forms of crime, where research is
difficult and requires the involvement of other Member States.

2.3. European Cybercrime Centre (EC3)
Within EUROPOL, as a measure against the existing challenges to European security,
EC3 was created. This occurred due to the fact that the Internet and information systems play
an important role in our daily activities. More and more personal or commercial data is
exchanged by using them. Thus, computer fraud or attacks are increasingly common,
estimating that, worldwide, victims suffer annual losses of about 290 billion Euros''.
It is a centre for cybercrime and addresses the following deeds:
- online frauds committed by organized groups to obtain large profits which
cause serious damage to the victims;
- Infrastructure and critical information systems in the European Union.
EC3, although founded in 2013, has already begun to show results. Thus, from the
participation with EUROJUST and other six countries, a network that dealt with child
pornography was destructured. 10 people were arrested following the action. Additionally, 30
TB" of data and hundreds of DVDs were seized.

12

3. EUROJUST

It was established in 2002 to support and strengthen coordination and cooperation
between the Member States of the European Union in an effort to combat crimes in the range
of serious crime in all phases of criminal prosecution. Eurojust also has in its jurisdiction the
solving of problems that arise in the investigation process due to varying legislation of the
Member States.

Eurojust is composed of one representative for each of the 28 Member States, called a
national member. This member could be from among prosecutors, judges or police officers.

Eurojust has a number of key roles and powers, which are granted to it under the
Eurojust Decision. For example, it responds to requests for assistance from competent
national authorities of the Member States. In return, Eurojust can ask the Member States to
undertake criminal investigations or prosecutions of specific deeds.

Eurojust also helps to resolve conflicts of jurisdiction where more than one state is in a
position to undertake an investigation or prosecution in a particular case. Eurojust facilitates
the execution of international judicial instruments such as the European Arrest Warrant. It
also provides funding for the setting up and operational needs of Joint Investigation Teams.'*

Eurojust focuses its efforts on the following deeds:

- trafficking in persons;

- 1illegal migration;

- cybercrime;

- reducing the production and distribution of synthetic drugs;

- trafficking in illicit goods.

"https://www.europol.europa.eu/ec/cybercrime-growing.

Phttps://www.europol.europa.eu/ec3.
Phttps://www.europol.europa.cu/latest_news/international-network-child-abuse-photographers-dismantled.
“http://www.eurojust.curopa.eu/Pages/languages/ro.aspx.
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Conclusions

At EU level, activities are conducted continuously to combat serious crime.
In addition, efforts are constantly made to identify the best solutions to fight against

serious crime, find new solutions and improve existing ones.

noted.

In the field of judicial cooperation at criminal level, numerous improvements were
From the emergence of the European extradition mandate to the creation of bodies

such as Europol and Eurojust.

Another beneficial element is the creation of JITs. They substantially improve joint

activities, making them more efficient and eliminating bureaucratic issues or legislative
differences.

The efficiency of tools and institutions fighting against serious crime is proven by

numerous activities, the results of which are positive. Thus nowadays about 1,400 cases are
investigated annually within Eurojust.
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Abstract: The war presented today, in a global world, faces that were unthinkable at
least 30 years ago. The combat forces are not conventional war against terrorism being
either one (which takes a global and unconventional form) or one regional and worn between
the armed forces and the so-called civilian forces or one with cyber origin which was worn on
a virtual plan. This raises the notion of hybrid war, and in this paper we want to identify the
components of this type of war, but also to point out the importance of the biological
component of this kind of war.

Key words: terrorism, biological war, hybrid war, armed forces, civilian forces.

1. The hybrid war — the biological war

What is war? The war is an armed conflict, lasting, between two or more nations,
states, human groups, in order to achieve economic and political interests.

The history of humanity has known and experienced many types of war such as civil
war, cold war, psychological war, total war and nowadays has faced the war against terrorism.
Following the conflict from Ukraine, the hybrid war was included more often in the
classification of the types of war.

Vladimir Gerasimov, Chief of Staff of the Russian Armed Forces, wrote in an article
in February 2013, that war and peace are concepts whose boundaries are increasingly blurred.
He argues that "the methods of conflict" are changed, which contains “the massive recourse to
political, economic, informational, humanitarian and other non-military measures”. Also he
quoted the Soviet military theorist Georgii Isserson: the mobilization does not intervene when
war is declared, but “unnoticed, occurs long before that™'.

In 2004, NATO was conducting theoretical research with the participation of
thousands of experts who have had the conclusion that future wars will be mostly hybrid
wars”.

The hybrid war involves both armed forces and paramilitary forces which are using
conventional and unconventional means of fighting. If we analyze these combinations of

' Ce este razboiul hibrid dus de Rusia in Ucraina si cum a fost el pregdtit de zece ani sub ochii permisivi ai
Occidentului, 1 septembrie 2014, http://www.hotnews.ro/stiri-international-18014446-este-razboiul-hibrid-dus-
rusia-ucraina-cum-fost-pregatit-zece-ani-sub-ochii-permisivi-occidentului.htm.

2 Armand Gosu, Ucraina, un altfel de razboi, in ,,Revista 22, 29 aprilie 2014, http://www.revista22.ro/ucraina-
un-alt-fel-de-razboi-40962.html.
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forces and means which are taking part in such wars, we can say that the fight against
terrorism is a hybrid war, but the terrorist act itself can be considered an act of hybrid war.
We support it because in both types of combat the casualties can be civilian, military or
militarized casualties and in both cases is to achieve political and/or economic interests, and
the means of mobilizing are unnoticed before the start of the trigger itself. The steps of hybrid
war can be materialized through cyber-attacks, economic activities which create
vulnerabilities to the enemy, attacks allegedly terrorist attacks, infiltration in the target state
society through cultural and, why not, by using biological weapons. In last case, appears the
notion of biological war as a component and a possible way of manifestation of the hybrid
war.

In the international law, the biological weapons are expressly prohibited; they are
weapons of mass destruction, with effects that cannot be limited in time and space that cannot
be predicted with certainty as effects. This means that they can have a destructive effect on a
long period of time and on a big perimeter. These effects cannot be predicted or estimated
precisely.

The biological weapons can contain biological agents such as bacteria, viruses, and
pathogenic fungi, bacterial or fungal toxins. We must mention that these biological agents are
those which are naturally occurring in the environment, but it can be engineered pathogens to
develop and obtain new ones with qualities which cannot be naturally occurring in the
environment and can cause more powerful adverse effects on the target. Please note that a
biological weapon is not required to produce a lethal effect, it is sufficient to have an
incapacitating effect for limited periods of time, sometimes with squeals.

By comparison to other weapons of mass destruction, the biological weapons require
low cost of production and processes are relatively easy, sometimes being able to obtain a
delay of the biological effect of such weapons. Also specific to this type of weapons are
multiple possibilities dispersing latency response to pathogen infection (hides easily be
biological attack by its appearance as an usual epidemic situation), the extensive morbidity
damage to living organisms, the difficulty of detecting biological agents and the difficulty of
achieving protection against the biological weapon.

For a better understanding of the devastating effects of this component of a possible
hybrid war, we must know what involves the preparing of a biological warfare, namely:

- It is an activity which begins to be realizes since peacetime;

- It includes basic research for the selection of biological agents that have suitable

properties to the proposed goals;

- The production of selected biological agents in sufficient quantities to achieve the

desired results from their use;

- The storage of biological agents in optimal conditions to preserve intact their

destructive qualities;

- The implementation and preparing the necessary means for the dispersion of

biological agents;

- Testing the biological attack, either real or in a simulated way”.

We underline that the biological weapon can be used both strategically and tactically-
operative. Thus, from a strategic perspective it can be used to disrupt the defense system and
supply, and from the tactically-operative perspective it can be used both offense and defense,
including in human and animal agglomerations.

3 Viorel Ordeanu, Adrian A. Andries, Lucian Hincu, Microbiologie si protectie medicala contra armelor
biologice, Editura Universitara ,,Carol Davila”, Bucuresti, 2008, p. 11.
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2. The health strategy considerations in biological warfare

A concern about significant damage to the enemy existed worldwide from the earliest
times, an example being the case of the Russo-Swedish war in 1719, when Russian troops
besieging the city of Reval caused a plague among Swedish troops through contaminated
human cadavers disposal over the city walls.

During the First World War were epidemics, but could not definitely prove the use of
biological weapons. However, there were concerns and efforts on banning the use of
biological weapons but also interest in research and development.

Thus, in the 30s the Japanese and Russians conducted research on the use of biological
weapons and Germany conducted secret tests of such weapons during the Second World War.

To better understand the devastating impact of a biological attack is enough to
remember the production plant bombs containing biological agents to combat, plant which
was commissioned in 1943 at Camp Detrick in Scotland. It should be noted that the soil of the
island remained contaminated with anthrax for many years, and in 1979 it was ordered to
decontaminate the soil by using 283 tons of formaldehyde, the island being declared
decontaminated until 1988°.

Despite of all the research in the development of biological weapons, in the Second
World War such weapons were not used. The research and development of biological
weapons continued after the Second World War, USA and Russia being interested in this
field.

The humanity has realized the danger of this type of weapon and on 10 April 1972
opened for signature Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction at
London, Moscow and Washington. The Convention entered into force on 26 March 1975. It
was adopted by UN General Assembly Resolution no. 2826 (XXVI) and is complementary to
“Protocol prohibiting the use in war of asphyxiating gases, toxic or similar means of fighting
bacterial”, protocol which was signed on 17 June 1925 in Geneva.

A total of 154 states have signed the convention, but there are countries that have not
signed it and continued research and development of biological weapons. Romania ratified the
Convention by Decree no. 253/1979 ratified on 25 July 1979. The text of the Convention
provides that states - parties can not acquire or hold biological weapons in any circumstance’.
The convention also prohibits signatory states the development, production, stockpiling or
acquisition of biological or toxic agents if there is justification for their use for peaceful
purposes.

Among the agents that can be used as weapons are aflatoxin, mycotoxins, drug
resistant tuberculosis, typhus and others that may contaminate food, water and man causing
diseases that can lead to death. Biological weapons can be easily spread in the air, water and
land so as to be easily inhaled and consumed by humans. Usually, they have as effect the
death in a few weeks or months. The biological attack (terrorist or otherwise) cannot be
quickly identified because symptoms usually resemble normal conditions or manifestations
thereof.

It should be noted that in the EU there is an early warning system of notification of
serious incidents and severe adverse effects for the Member States to prevent outbreaks and
hence biological attacks. USA has created a detection system that generates a preliminary
warning that deadly germs are released into the atmosphere®.

* Stan Petrescu, Amenintari Primare, Editura Militara, Bucuresti, 2008.
> Neproliferarea armelor biologice, www.mae.ro.
® Stan Petrescu, op. cit., 2008, p. 214.
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Beyond the issues mentioned above, Romania, as a NATO and EU Member State,
should consider the possibility that participating as an actor in a hybrid war, can be a victim or
forward (in the NATO forces). This requires some tactical health considerations, in spite of
the Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on their Destruction, especially since
there is information that some countries have fully working laboratories and plants specialized
in the research and production of biological weapons. There are states that allocate funds for
research programs that aim to solve problems on applications in biological warfare. There is
also some information that terrorist organizations intend to use biological weapons in a
possible terrorist attack. An example of this is the case of ISIS’s plans for a biological attack
with bubonic plague.

During a raid on a hideout ISIS Syrian province of Idlib, near the border with Turkey,
it was discovered a laptop of an ISIS member. The laptop contained thousands of data files
and secret plans, including the ones for the bubonic plague biological attack. The data found
indicated that the advantage of a biological weapons attack is that does not cost much, while
casualties are enormous. The information stored on the laptop contained data on how the
chemical weapons factory can be prepared for a potential attack, with catastrophic global
consequences. Information on biological attack was written in Arabic, in its 19 pages, noting
how can be tested the biological weapon used in the attack.”

The ISIS case shows the determination of terrorists to achieve their purpose, and that it
is possible such an attack anytime during the hybrid origin terrorist war which they bear to the
civilized world.

Another possibility of biological attack is narrated by captain Al Shimkus, Professor
of National Security Affairs at the Naval War College in the United States, that the group
Islamic State or any other terrorist organization could use Ebola virus as a biological weapon.
The way how they would perform biological attack plan would materialize through the use of
infected people, so the virus can be spread through the international aviation system. “The
individual would be exposed to Ebola virus would be the carrier”, said the captain Al
Shimkus Forbes. He added that “In the context of terrorist activity is not too sophisticated to
reach the next step, to use people as carriers” of the virus. Also, captain Shimkus also said
that the group Islamic State could send intentionally some of its members to areas affected by
the epidemic of Ebola, to Ebola virus spike and then they can contaminate as many people in
the countries covered by their attack.® We may say that it appears a new type of kamikaze
namely biological, so we will have a biological terrorist kamikaze.

It should also be noted that the effect of biological weapons may be enhanced by
combining them with nuclear, chemical and incendiary, having as result serious injuries
which are treated with difficulty. The biological attacks can be massive, dispersed and
diverse, affecting tactical objectives, operational and/or strategic objectives behind the front
or in a unitary to obtain a rapid military decision.

Also, we must remember the fact that in case of a hybrid war we can have a cyber
attack on the electronic and IT infrastructure for commanding and controlling the national
system of emergency medical services, biological attack on the armed forces and the civilian
population and the environment ... and the possibility of counteraction is ... 0. It’s just a grim
scenario, but that should not be ignored and it draws the attention to the danger of hybrid war.

7 Harald Doornbos, Jenan Moussa, Found: The Islamic State’s Terror Laptop of Doom, in “Foreign Policy”, 28
August 2014, http://www.foreignpolicy.com/articles/2014/08/28/found _the islamic_state terror laptop of doom
bubonic_plague weapons_of mass_destruction_exclusive.

¥ Toana Bojan, Gruparea Stat Islamic ar putea folosi Ebola ca armd biologicd, avertizeazd un expert american, 5
octombrie 2014, http://www.mediafax.ro/externe/gruparea-stat-islamic-ar-putea-folosi-ebola-ca-arma-biologica-
avertizeaza-un-expert-american-13365566.
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3. The response of the international community — countermeasures

The international community, for the most part, is firm in its rejection of the threat or
possible biological attacks, and this has resulted in the last NATO Summit. The its
Declaration, NATO urged all Member “to commit to combating effectively the proliferation
of WMD through the universalisation of the Chemical Weapons Convention, the Biological
and Toxin Weapons Convention, the Comprehensive Nuclear Test Ban Treaty and through
the Proliferation Security Initiative™. Also, NATO states have reiterated that they are
“postured to counter Chemical, Biological, Radiological, and Nuclear (CBRN) threats,
including through the Combined Joint CBRN Defence Task Force™'’.

As concerning to counter biological attacks, NATO Member States will consider that
their information is correct and up to date so that the capacities involved in prevention,
protection and counter this type of attack to be appropriate and effective. Also, based on the
Defence against Terrorism Programme of Work the capabilities and technologies of NATO
states will be enhanced and developed to provide protection against CBRN threats.

At the United Nations, was unanimously adopted The Security Council Resolution
1540 (2004)"!, which established a program of action and prevents the proliferation of
nuclear, chemical and biological weapons. The Security Council has decided that all States
shall refrain from providing any form of support to non-State actors that attempt to develop,
acquire, manufacture, possess, transport, transfer or use nuclear, chemical or biological
weapons and their means of delivery. The resolution requires to all States to adopt and
enforce laws to get that effect. It also requires them to develop and maintain border controls
and law-enforcement efforts to detect, deter, prevent and combat, including through
international cooperation when necessary, the illicit trafficking and brokering in such items in
accordance with their national legislation, and consistent with international law.

In May 2014, at one decade after the adoption of the Resolution, UN Member State
are working hard on The Security Council committee established pursuant to the resolution
(1540 Committee) is required to report on implementation of the text’s provisions. Security
Council resolution 1977 (2011) extended the Committee’s mandate until 25 April 2021'%.

On October 2014, the U.S. Government has taken steps to promote and enhance the
USA’s biosafety and biosecurity, including immediate and longer term measures to review
activities specifically related to the storage and handling of infectious agents. According to
The White House’s Office of Science and Technology Policy press release, “the U.S.
Government will institute a pause on funding for any new studies that include certain gain-of-
function experiments involving influenza, SARS, and MERS viruses. Specifically, the
funding pause will apply to gain-of-function research projects that may be reasonably
anticipated to confer attributes to influenza, MERS, or SARS viruses such that the virus
would have enhanced pathogenicity and/or transmissibility in mammals via the respiratory

route”’.

? Wales Summit Declaration. Issued by the Heads of State and Government participating in the meeting of the
North  Atlantic  Council in  Wales, Press Release (2014) 120, 5 September 2014,
http://www.nato.int/cps/en/natohq/official _texts 112964.htm.

"% Ibidem.

"' United Nations, Security Council Resolution 1540 (2004): Non-proliferation of weapons of mass destruction,
28 April 2004, http://daccess-ods.un.org/TMP/2814533.41245651 .html.

2 Ten Years after Adoption of Security Council Resolution 1540 (2004), Member States Working Hard to
Implement Its Requirements, UN Press Release, 6 May 2014, http://www.un.org/press/en/2014/dc3496.doc.htm.
% Doing diligence assess risks and benefits life sciences gain function research, White House’s OSTP Press
Release, 17 October 2014, http://www.whitehouse.gov/blog/2014/10/17/doing-diligence-assess-risks-and-
benefits-life-sciences-gain-function-research.
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Conclusions

The biological war is an element of the hybrid warfare. It is carried by unpredictable
rules in terms of the type of biological agents, the type and location of the attack. The only
common element is the use of biological agents, but the target may consist of any living
element. The effect of such an attack can not be quantified as the number of victims and the
consequences in the short, medium and long term. Indeed, in a hybrid war is quite unusual the
use of biological war, most combatants being focused on armed attacks, economic attacks,
cyber attacks or attacks with social impact, but it is not negligible the annihilation of the
opponent by creating a state of helplessness and difficulty in his reactions, of physical pain
and ultimately death, in a way that no one could detect the real source of these effects.

In the framework of these conclusions, we think it is necessary to recall aspects of the
NATO Summit in Wales, which although not specifically nominate bio-threats but it is yet
contained as notion. In paragraph 1 of the Preamble to the Declaration, NATO member states
stated that, “Growing instability in our southern neighbourhood, from the Middle East to
North Africa, as well as transnational and multi-dimensional threats, are also challenging our
security”. NATO Member State reiterates the danger of the weapons of mass destruction,
including nuclear and cyber attacks'®. In light of these statements and the quality of
Romania’s membership of NATO, we believe it is necessary to develop consistent policies
and procedures for possible hybrid war situations.
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Abstract: The need for national and international crisis management has brought to
the fore many strategies developed by different methods of analysis and research. Over time,
the concept of “soft power” was revealed and has become an indispensable element in
international cooperation and very close related to public diplomacy. With the development
of the media, of informatics and technological developments, the role of “soft power” has
increased, becoming the essential element in diplomacy. Even though the purpose of “soft
power” is basically positive, the line between it and the actions of propaganda and
aggression through information can be easily violated. This can only lead to results that are
even more offensive than "hard power" by using psychological measures designed for the
benefit of only one party at the expense of the other / others. It is therefore important that
before using this tool, the deciders should define their goals and expectations.

Keywords: “soft power”, diplomacy, information, “hard power”, crisis, cooperation,
management.

Introduction

The concept of “soft power” became known around the ’90s through Joseph Nye,
proposing alternative approaches of the concept of “conflict” at the expense of means of force
and aggression. This kind of actions involved non-invasive methods, by the usage of cultural
diplomacy, persuasion and negotiation, tools that were considered as being more beneficial
than the use of force and military counter-offensive or offensive elements. Such an example is
the development of strong PR techniques, through media for influencing the public opinion,
which can have a much faster, inexpensive and beneficial impact. “Soft power” could be
regarded as a component of diplomacy that makes use of all the effects of globalization,
applying significant psychological methods. An implementation of this concept to the
detriment of the concept of “hard power” has begun having a decisive success, by taking into
account the economic factor. Thus, it was concluded that using techniques of “soft power”
implies, from a financial point of view, less resources than those necessary for an armed
conflict.

Inside the “soft power” method, there are state’s cultural strengths that can be found,
by promoting traditions and customs of the state. Thus, through cultural force, public opinion
may be more easily influenced, and decision makers could become quickly controlled. The
way that a state’s historical heritage is being presented and valued may form strong
communication links, but at the same time, may deepen pre-existing conflictual rifts.

1. “Soft Power” as a cultural diplomacy basic instrument

The existence of cultural diplomacy determines new shapes and meanings for the
global competition. In this way, the economic strength and military power get to be subsidiary
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to “soft power”. In order to maximize the mechanisms of “soft power”, further development
and adaptation of the intelligence domain are needed.

This concept is actually based on two main pillars (see Figure no. 1):

1. ways to attract, not coercion;

2. intrinsic values that are less tangible.

Ways to <:: ::> Intrinsic
attract SOFT values
POWER

Internal and external
cultural methods

Figure no. 1. “Soft power” components

A State may establish and strengthen its means of “soft power” through actions that
involve the popularization of its own image, using external and internal cultural means.
External cultural resources consist of the organization of conferences, internships,
scholarships for foreign students, offering jobs to foreign citizens, cooperation in international
projects, festivals and sporting events, producing films and programs.

Internal resources are based on encouraging cultural and educational policies and on
providing financial support to those institutions that promote the image of the state, by
drawing attention to stakeholders, by attracting collaboration and ultimately, by attracting
people that are able to develop and to bring added value to the organization and the state (the
last and the most important beneficiary).

Currently, the Euro-Atlantic culture dominates the whole world, so globalization has a
very important role. The main promoter of “soft power”, on the regional scale, having global
influences, may be seen as EU, that does not have military interests or capabilities, and that is
mainly represented in areas of economics, society and politics. According to some analysts,
like Michael Clarke, the EU capability to support a peaceful approach is limited on a long
perspective, and that is because its strategy to promote economic interdependence,
international institutionalism and the perspective of accession to a thriving economic
community is difficult to achieve in the context of unexpected frequent crises.' Going even
further, some authors believe that the very ideas promoted by the EU are the crisis culprits.

' Lucian JORA, Securitatea de tip soft, ,Enciclopedia relatiilor internationale”, p. 99 apud M., Clarke, Future
Security Threats and Challenges, Pappas S.A., S.Vanhoonacker (eds) The European Union’s Common Foreign
and Security Policy: The Challenges of the Future, Maastricht, European Institute of Public Administration,
1996, http://revista.ispri.ro/wp-content/uploads/2012/09/97-104-Enciclopedia-Relatiilor-Internationale.pdf,
accesat la data de 19.06.2014.
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Christopher Hill believes that the EU's advantage over other players is that its long-term
efforts are aimed at changing the environment itself that is the origin of these crises.”

Cultural diplomacy is the reference of “soft power”, which is accessible to a large
mass of people, having as a primary objective — informing people. This does not imply
political or economic ramifications, at least not visible ones, and it doesn’t have a combative
structure, but rather peaceful. Cultural diplomacy has a variety of information sources, being
different to propaganda actions that come from a single controlled and precisely targeted
source.” Furthermore, this kind of diplomacy suggests the existence of dialogue, malleability
in negotiation processes and adaptability to the change. In this regard, by the resolution
adopted by the EU Parliament on 12 May 2011, the EU is guided to highlight as many
cultural aspects in its diplomatic efforts to promote human rights, the democratic issues and
support the development of the member states.

Thus, the resolution “stresses the need for all EU institutions to recognize more fully
the value of culture as a force for tolerance and understanding and as a tool for growth and
more inclusive societies, [also] stresses that democratic and fundamental freedoms, such as
freedom of expression, press freedom, freedom from want, freedom from fear, freedom from
intolerance, hatred and the freedom to access printed and digital information, as well as the
privilege to connect and communicate — online and offline — are important preconditions for
cultural expression, cultural exchanges and cultural diversity, [it] recalls the importance of the
cultural cooperation protocols and their added value in bilateral agreements on development
and trade [and] emphasizes that transatlantic cooperation and cooperation with neighboring
European states is important to advance joint interests and common values™.

Through its programs, UE “states that cultural and educational exchanges can
potentially strengthen civil society, foster democratization and good governance, encourage
the development of skills, promote human rights and fundamental freedoms and provide
building blocks for lasting cooperation™.

In matters of diplomacy and cultural cooperation, the EU resolution “emphasizes the
importance of cultural diplomacy and cultural cooperation in advancing and communicating
throughout the world the EU's and the Member States' interests and the values that make up
European culture; stresses the need for the EU to act as a (world) player with a global
perspective and global responsibility; argues that the EU's external actions should focus
primarily on promoting peace and reconciliation, human rights, international trade and
economic development, without neglecting the cultural aspects of diplomacy; stresses the
need to devise effective strategies for intercultural negotiations, and considers that a
multicultural approach to this task may facilitate the conclusion of beneficial agreements,
putting the EU and third-country partners on an equal footing; emphasizes the need to adopt a
comprehensive approach to cultural mediation and cultural exchange and the role of culture in
fostering democratization, human rights, conflict prevention and peace-building; encourages
the launch of policy dialogues on culture [... and] encourages the setting of priorities directly
linked to the cultural dimension within the EIDHR, including strengthening the rule of law,

2 Idem apud Cristopher, Hill, The Actors in Europe’s Foreign Policy, London, Routledge, 1996, articol preluat
de pe site-ul http://revista.ispri.ro/wp-content/uploads/2012/09/97-104-Enciclopedia-Relatiilor-
Internationale.pdf, accesat la data de 19.06.2014.

3 Lucian, Jora, Diplomatia culturald, ,Enciclopedia relatiilor internationale”, p. 101, articol preluat de pe site-ul
http://revista.ispri.ro/wp-content/uploads/2012/09/97-104-Enciclopedia-Relatiilor-Internationale.pdf, accesat la
data de 19.06.2014.

* European Parliament resolution of 12 May 2011 on the cultural dimensions of the EU’s external actions

(2010/2161(INT)), http://www.europarl.europa.eu/sides/getDoc.do?type=T A&reference=P7-TA-2011-
0239&language=EN , accesat la data de 19.06.2014.
5

Idem.
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conflict management and prevention, civil society cooperation and the role of new
technologies as regards freedom of expression, democratic participation and human rights.”

The “soft power” method touches various areas of life, being used to pursue different
group interests and involves accessible resources without harming or destroying. “soft power”
approach can be introduced in areas such as economics (business and technology) in
education and training, foreign policy, etc. (Figure no. 2).

ECONOMY

SOFT
POWER

( M
‘L EDUCATION

FOREIGN
POLICY

Figure no. 2. Possible domains where ,,soft power” may be applied to

In fact, “soft power” is a social stake using psychological techniques (persuasion,
manipulation, negotiation), inside a favorable geopolitical context or as a result of
(potentially) bad socio-political conditions. In unfavorable conditions, such as a crisis, “soft
power” manifests through diplomatic cooperation techniques and attempts of persuasion of
the opponents, though in the context of normal conditions of a State, “soft power” appears as
an instrument of globalization and influence of other global players in its favor. “Soft power”
is the art of persuading others (even the enemies) to act on your behalf, without forcing them.

Unlike the “hard power”, this component of public diplomacy has numerous benefits:
low cost, controlled risk management, non-existing human losses, even economic gains. In
the context of a state gaining popularity through strategies of attracting others, it has become
quite clear that more and more individuals (foreigners) will travel or develop different
business, thus investing in the economy of that state. “Soft power” is characterized by
elements such as transformational leadership, flexibility in the negotiation process,
adaptability to possible changes of the context (see Table 1).

SOFT POWER HARD POWER
ADVANTAGES Low costs High budgetary resources (in
(SOFT POWER) case of a conflict: military
VERSUS maintenance, investment and
DESADVANTAGES advanced technology
(HARD POWER) implementation, maintenance
of weapons, etc.)
Controlled risk management Possible unexpected and
undetectable risks
Inexistent human losses Unavoidable human and

8 Idem.
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material losses

Economic gain Economic losses (especially in
case of defeat)

FEATURES Transformational leadership Transactional leadership
Flexibility inside the Rigidity in the negotiation
negotiation process process (categorical terms,

ultimatums)
Adaptability to possible Difficulty in what concerns a
environmental changes potential tactical modification
Values the INDIVIDUAL Values the STATE

“Soft power” instruments are The government controls and
not always under government’s | applies “hard power” methods

control
Benefits and results appear Results appear, usually, in a
after a long period shorter period

The advantage of “soft power” | “Hard power” can evolve in
can easily disappear in case of | the absence of credibility
losing credibility (especially in this case)
Table no. 1. “Soft power” versus “hard power”

“Soft power” can be considered as part of public and cultural diplomacy, with
common elements and serving the interests whose outcome can be achieved through such
diplomatic strategies. Public diplomacy is represented by the transparency to other societies,
specifically in communicating the national objectives and values to other actors through
numerous techniques of information, such as television and/or Internet, by creating and
producing shows with a global / regional nature on international topics, educational exchanges,
publications aimed at a wide audience that would cross beyond borders etc. Also, public
diplomacy means understanding the culture, history, psychology and language of other
nations, in order to improve and develop an own culture and organization. 7 Cultural
diplomacy is part of public diplomacy and helps on the improvement of cooperation between
regional and global actors.

2. “Soft Power” and Information

According to Joseph Nye, “soft power” depends heavily on the credibility of state and
when governments are perceived as manipulative and information is perceived as propaganda,
credibility is destroyed.® He also considers that in a time when global information is a reality
and the world is represented by a diffusion of power to non-state actors, “soft power” will
become an increasingly important element in the intelligence strategies.” Also, to be credible
in a century in which the power travels from state to non-state actors in their efforts to design
[...“ soft power”] governments will have to accept that power is less hierarchical information
age and social. Moreover, in order to become successful in a century when power is projected
from State to non-state actors, governments are being forced to accept the fact that, in an era

7 Sergiu, Capilnean, Diplomatia Publicd: Definifie, Schimbare, Elemente, Academia de Studii Economice,
Master Geopolitica si Relatii Economice Internationale, Bucuresti, 2012, p. 2, material preluat de pe site-ul
https://www.academia.edu/3201446/Diplomatia_Publica - Elemente si_Definitie, accesat la data de
20.06.2014.

8 Joseph S., Nye, Viitorul Puterii, Editura Polirom, 2012, Iasi, p. 102.

? Ibidem, p. 103.

81



of information, power has become less hierarchical and social networks have become much
more significant.

To be successful in an interconnected world means having leaders that think in terms
of cooptation and not imposing. '

“Soft power” is based very much on information. How it is perceived leads to a
context for development of methods and practices of this kind of power. Currently, the
competition between states based on the information level, because information is power.
However, many states posses this power, due to the huge amount of information and easy
access to it. The result is an explosion of information, and this has generated a “paradox of
abundance”''. Information abundance leads to lower attention.'?. In these conditions, the more
one is focusing on many directions, losing track of the main important information, the more
powerful become those that identify the specific relevant information.

In this context, “soft power” is partly an expression of international flows of
information, whose efficiency is related to them."” In other words, it’s being created a positive
image of the state, according to the intensity of these information flows, where certain
political goals can be more easily achieved, and thus, many supporters may be attracted.'* In
this regard, if the image of that state / organization is more favorable, the degree of reliability
is higher and State’s position becomes more influential.

According to the authors'’, the informatisation domain is the most practical and
effective tool in addressing “soft power”, through which, a complex process of disseminating
information occurs, having as immediate outcomes the increasing of message package, the
maximum quality, capacity and speed receiving messages. One can thus infer that with the
evolution of informational systems, the role of “soft power” in foreign policy has substantially
increased. In this cycle of information inside the battle for supremacy, the largest resource of
information belong to the great power States or organizations such as regional organizations
with responsibility and regional or global influence.

This way, states or the large organizations that (re) confirm their position and status of
power by extending influence, can be suspected of wanting to maintain and sustain the
“informational-technological colonialism” which could replace the conflicts / wars, religious
and financial expansions undertaken by them, so far.'°

The application of “soft power” in international relations may be more effective in
many ways, even if the results may occur later. Besides, such a choice may be helpful in
preventing crises and conflict, as well as in stopping and / or reconstructing environmental
stability. Even if the context of implementing “soft power” and “hard power” is the same, the
conditions are different (“The tone makes the music”), and the results are more reliable and
advantageous opposed to the “hard power” approach. The art of those using “soft power” is
fundamentally based on the possession of information and the modality to manipulate it in a

1 Ibidem, p. 121.

i Joseph S., Nye, op. cit., p. 123 apud Herbert A., Simon, ,,Information 101: It’s Not What You Know, It’s How
You Know It”, Journal for Quality and Participation, July-August 1998, pp. 30-33.

2 Ibidem, pp. 123-124.

" Valentin, Beniuc; Adriana, Beniuc, Bazele conceptuale si teoretice ale fenomenului ,,soft power”, nr. 3-4 (7-
8), 2007, Revista moldoveneasca de drept international si relatii internationale, Institutul de Istorie, Stat si Drept
al A.S.M., p. 72, preluata de pe site-ul rmdiri.md/pdf/RMDIRI,%202007,%20Nr.%203-4.pdf, accesat la data de
19.06.2014.

" Jdem apud KyBammme  CranncimaB.  bapxaTHas — mepuaTka S OKGNE3HOTO  KYyJIaKa,
http://sr.fondedin.ru/new/admin/ print. php?id=10841731 88&archive=1081 854170.
15

Idem.

' Valentin, Beniuc; Adriana, Beniuc, op.cit., p. 73 apud barupos A.. HoBble HH)OPMALMOHHBIC TEXHONOTHH B
MEXIYHApOJHBIX OTHOIICHUX // Mexmyraponsaas JXXumsab. Ne 8, 2001, p. 91.
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way that would not raise reasons of doubt or that would lead to propaganda, but in a way that
would seek solutions of compromise or advantage to the State practicing it.

Conclusions

In international relations, the concept of “soft power” is closely related to preventive
diplomacy, using techniques of conflict prevention; however, “soft power” can also be
utilized in post-conflict periods, when strategies to rebuild a stable peace environment are
needed. In case of a global enemy, such as terrorism, the role of “soft power” is much
stronger inside the security policies and the values which are promoted by the decision
makers of the damaged states. Thus, joint mobilization efforts become a priority at the social
level and mutual solidarity, through which many national and international actors try to
promote their shared values, collective interests, converging lines in a spirit of cooperation
and identity recognition.

One major difference between the concepts of “soft power” and “hard power” (in
addition to the economic difference) is that “soft power” focuses primarily on the individual,
as opposed to the vision of “hard power”, where the main element is the State. Yet,
paradoxically, they both have the State as the beneficiary, except that for the first one, state is
the ultimate beneficiary (after the individuals), whereas for the “hard power”, the first, the last
and the only beneficiary, is the state. In other words, in terms of “hard power”, it is essential
that state interests prevail, and that its objectives are fulfilled, no matter the costs or collateral
damage (including human), as often happens when conflicts / wars appear. However, in terms
of “soft power”, the most important value of the State is represented by the individual,
therefore all its means and actions must be conducted in accordance with its interests and be
used to protect and support the human being.
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SHOULD THE WAR PRISONER’S STATUS
AFTER THE 21°" CENTURY CONFLICTS BE UPDATED?

Victoria CHIRILOIU
Captain, legal branch, PhD candidate with “Carol I’ National Defence University, Bucharest,
Romania.

Abstract: The war prisoner’s fate is a matter of all of us. If you are a military combat
personnel or just member of a military family, you must care about you or your relative future.
After the Second World War, the preoccupation relating the war prisoner statute comes up
with the Geneva Conventions after 12 august 1949. Despite all of the Conventions regarding
military use of forces, the legality of the tools and procedures of war, the 21° century conflicts
have the same problems like the ancient times. The prisoners of war are tortured, the rapes
still a war weapon. Moreover, the military and conflicts science are on the evolution and the
war prisoner’s statute should be applied to many other persons who is involved into.

The privatization of the security comes together with no state responsibility for the
possible aggressor. The international coalition forces can also become a source of
misconduct, just from the cultural diversity.

Keywords: war, prisoners, statute, 21 century.

Introduction

War always was a social phenomenon, no matter of time and place. If we like or not,
the conflicts do not cool down with political speech or dialogs, the guns had to make noises
and victims. Like any competition, one part has to loose, another wins. Time goes one, the
international current and fashion changes, with the triumph of humanity principle, which says
that who win must be honorable and act with generosity.

Since history, many societies were preoccupied on the way to fight and conduct the
war. Avoiding the collateral victims, the inutile loss, protecting the environment, protecting
the women and children, protecting the elderly, was in many cultures stated as principles into
the Code of honor. In the social organizations, the right to fight was permanently opposite to
the common criminal activity. If in the ancient time the code of honor into conduct was just a
matter of the powerful imperators and brave commanders, the middle Ages come up with the
Crusades and Cavalry principle. Since Enlightenment edges and the humanitarian principle
spreading, the customary law regarding use of forces and legality of war get to the write down
treaty of conventions. The milestone of the law regarding war prisoners and collateral victims
is the Battle of Solferino. On 9 February 1863, in Geneva, Henry Dunant founded the
"Committee of the Five" as an investigatory commission of the Geneva Society for Public
Welfare. Together with the Swiss Armed Forces General Dufour, jurist Moynier, and doctors
Louis Apia and Theodore Maunoir founded on 17 February 1983 the International Committee
of the Red Cross', the most important and actual organization on the prisoner of war
protection. Later the society of Red Cross had an active role into the international law issues
regarding armed conflict and humanitarian actions.

The international humanitarian law is based on the most human principles, like the
distinction between the enemy combatants, proportionality in the forces engaged into the

" The ICRC history, https://www.icrc.org/en/who-we-are/history, accessed on 16.10.2014, 12:00 hours.

85



conflicts, human treatments to the wounds and the one who are already captured by them
enemy, military necessity and respect of the natural law, environment and cultural goods,
history and international heritage.

1. Haga Conventions and Geneva Conventions stipulations

The humanitarian law was based first into the customs and regulations regarding the
war on land, with focus on restriction of the weapons with the superfluous effect and inutile
damages, the methods and means on warfare”.

Into the United State territory the first Codified set of rules for war prisoner protection
was the General Order 100°, adopted by the Union Army during the Civil War”.

On October 3, 2014, a very important representative of the ICRC in Ukraine has been
killed in Donetsk. ICRC website shows up the tragedy for itself and a huge violation of the
international humanitarian law, the Geneva Convention article 4. Mr DuPasquier worked for
the ICRC for more than five years carrying out assignments in Pakistan, Yemen, Haiti, Egypt
and Papua New Guinea. He started his posting in Ukraine six weeks ago’.

Later on, after the World War II, the Red Cross organization within the whole
movement for the codification of the humanitarian law, update de law regarding the victim
protection during the armed conflicts. Despite the humanitarian theoreticians split doctrine of
the Haga law (methods and means of warfare) and Geneva law, (victim in the armed conflict)
in our opinion those branches are interdependent, the first induces the second and the second
coordinates de first.

According with the Geneva Convention III regarding the POW status, only the one
who respects the article 4° and 5 requirements can enjoy those privileges. The main requests

? History of the ICRC, the work of the ICRC is based on the Geneva Conventions of 1949, according with
https://www.icrc.org/applic/ihl/ihl.nsf/vwTreatiesHistoricalByTopics.xsp, accessed on 12.10.2014, 12:00 hours

3 Lieber Code of GO 100 all soldiers of whatever species of arms; all men who belong to the rising en masse of
the hostile country; all those who are attached to the army for its efficiency, and promote directly the object of
war...” as well as “citizens who accompany an army for whatever purpose, such as subtler, editors, or reporters
of journals, or contractors, if captured ....”86 It was forbidden to declare that every member of a legitimate levy
en masse — a spontaneous uprising of citizens in opposition to an armed invasion — would be treated as a
bandit, but once the invading army had established itself as occupying force, citizens could not lawfully rise up
against it.

* Jennifer Elsea, Treatment of “Battlefield Detainees” in the War on Terrorism, updated January 13, 2005,
Legislative Attorney American Law Division, Congressional Research Service ~ The Library of Congress.

>The ICRC in Ukraine, https://www.icrc.org/en/document/ukraine-icrc-delegate-killed-donetsk#. VC11T2eSxDQ,
accessed on 10.10. 2014, 12:00 hours .

6 Prisoners of war, in the sense of the present Convention, are persons belonging to one of the following
categories, who have fallen into the power of the enemy: (1) Members of the armed forces of a Party to the
conflict as well as members of militias or volunteer corps forming part of such armed forces.(2) Members of
other militias and members of other volunteer corps, including those of organized resistance movements,
belonging to a Party to the conflict and operating in or outside their own territory, even if this territory is
occupied, provided that such militias or volunteer corps, including such organized resistance movements, fulfill
the following conditions: (a) that of being commanded by a person responsible for his subordinates; (b) that of
having a fixed distinctive sign recognizable at a distance; (c) that of carrying arms openly; (d) that of conducting
their operations in accordance with the laws and customs of war. (3) Members of regular armed forces who
profess allegiance to a government or an authority not recognized by the Detaining Power. 4) Persons who
accompany the armed forces without actually being members thereof, such as civilian members of military
aircraft crews, war correspondents, supply contractors, members of labor units or of services responsible for the
welfare of the armed forces, provided that they have received authorization from the armed forces which they
accompany, who shall provide them for that purpose with an identity card similar to the annexed model. (5)
Members of crews, including masters, pilots and apprentices, of the merchant marine and the crews of civil
aircraft of the Parties to the conflict, who do not benefit by more favorable treatment under any other provisions
of international law. (6) Inhabitants of a non-occupied territory, who on the approach of the enemy
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of the article 4 are regarding to the honest way of fight, to show up them specific distinctions
signs, respect the principle of the law of war, and follow the military type of organization. The
accompany personnel of the combatants are also the beneficiary of the PoW status, also the
auxiliary persons like journalist, Red Cross personnel, the aircraft crews, the contractors, if
they are legally attached to the combat units. Another condition is the conduit in accordance
with the international humanitarian law principle. Fighting only against the combatants,
respect the principle of distinction and discrimination, military necessity, protection for the
civilian population are some of the core values.

Regarding the article 4, paragraph 6, Inhabitants of a non-occupied territory, who on
the approach of the enemy spontaneously take up arms to resist the invading forces, without
having had time to form themselves into regular armed units, provided they carry arms
openly and respect the laws and customs of war, what can do the civilian population during
the economic and psychological war? What is the law applicable during the riots and social
revolts? Are the political detainees enjoying the POW status? NO, also the one legal fighter
from its side, who is called terrorist from the other side, does not enjoy the Geneva
Convention III stipulation, moreover, they are punished by it, and no mentioned with the
human rights benefits.

2. The Economic and Mass Media war and its victim’s protections

The Public Relations schools have the main doctrine, The arts of War, by Sun Tzu.
Media is doing real campaigns to hit their audience targets and option of persuasions.
Vladimir Volkoff’ wrote down one of the most important book regarding the invisible war
launched on the media and not only, the Treaty of misinformation. Also if anyone is looking
carefully and just compare into empirical way the past 20 years conflicts and war, they can
figure out the scenario which is applied to most of the conflicts. The effects are showing up
rapidly, the old economic institution has been damaged, the active population get out to the
migration, the social depressions have been installed, there is no hope for a real, better and
active life. Those are mine observational and participating remarks during the UN, Coalitions
Forces and NATO missions in Angola, Former Yugoslavia and Iraq. The population
behaviors were the same, just the languages other. Unfortunately, most of the Romanians born
after 1980 have the same characteristics regarding their career or life.

The contemporary conflicts challenges are into continuum updating. New technologies
are always on the both sides of belligerents. Here is no boundary between civilian and
military personnel, the targets diffuse and in the same times very clear reached. Anyone
should be the target of the economic war, crisis and social media or just the consumer
propaganda. If the aggressions are based on consumerism®, persuasion and violation of the
traditionalism, the targets are already victims; they are prisoners into their own houses.

spontaneously take up arms to resist the invading forces, without having had time to form themselves into
regular armed units, provided they carry arms openly and respect the laws and customs of war. B. The following
shall likewise be treated as prisoners of war under the present Convention: (1) Persons belonging, or having
belonged, to the armed forces of the occupied country, if the occupying Power considers it necessary by reason
of such allegiance to intern them, even though it has originally liberated them while hostilities were going on
outside the territory it occupies, in particular where such persons have made an unsuccessful attempt to rejoin
the armed forces to which they belong and which are engaged in combat, or where they fail to comply with a
summons made to them with a view to internment. Art 5. Should any doubt arise as to whether persons, having
committed a belligerent act and having fallen into the hands of the enemy, belong to any of the categories
enumerated in Article 4.

"Vladimir Volkof, Tratat de Dezinformare, Editura Antet, translated by Mihnea Columbeanu, De la Calul Troian
la Internet, available online at: https://volkoff.mercer.edu/ accessed on 06.10.2014, 15:15 hours.

¥ Consumption and Consumerism by Anup Shah available online at: http://www.globalissues.org/issue/235/
consumption -and-consumerism accessed on 06.10.2014, 15:00 hours.
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Into the modern and recent war, the real military forces are not the one who enforces
the law or conducting the war. The most important direct actions, during the armed conflicts
and not only are the main duties of the private military companies. They might be assimilated
to the legal combatants of the globalist but who is the global institution who are punishing
them if they are making mistakes? Almost all the private military company who acts in the
conflict areas is the contract partners of the United State Department of Defense, United
Nations or some nongovernmental organizations. Its members are former military personnel;
they know sometimes better then military forces the international law principle and customs.
In my opinion, they always behave into the spirit to accomplish those missions. If they are
involved into any abuse’ they always call out the military necessity principle in opposition
with the humanitarian law one.

If we are counting those issues, the following core questions might arise:

1. If the civilian personnel who fight against troops have the benefit of the POW status,
the world population who are into the poverty and global crisis should enjoy of the protection
like the prisoners of the economical war, during the current global economic war for
resources?

A proper protection against the poverty should be applied starting with a proper
education and propaganda for the rational culture and life.

2. Are all the targets and the victims of the mass media war, and undercover PSYOPS,
materialized into the consumerism current and propaganda thoughts out the internet
socializations site, allowed to enjoy the status of POW?

Yes, they might be protected by the international law against the mass media
persuations on consumerism.

3. Are the unlawfully combatants unlawful for all parts? Should they be protected?
Yes, they are human being and should enjoy the human rights protection anyway.

4. Is the permanent environmental manmade degradation an act of aggression against
whole global population? Should apply the humanitarian law to the environmental
perpetrators, like the global company which use the resources without respect for the nature
and life?

5. Is the violence and sex or prostitution propaganda on the media and film industry an
aggression against the children and adults? Do they might be protected against the brain wash
into the spirit to maintain the core value of humanity like family, respect of the human being,
children rights?

Of course, anyone can ask, who is the protecting forces? Who is the aggressor and
who has to protect those global victims?

Conclusions

From its position of the human rights protector and humanitarian law protection leader,
the United Nations, thought-out its countries’ representatives and contributors should update
the status of the prisoners of war and the Geneva Conventions III and IV, with the express
stipulations regarding the human rights and rule of law principle applicable to all the human
being directly passively or actively, accidentally or intentionally involved in the armed
conflicts.

The global civil population should be protected like the prisoners of war against the
war on terror and the economic war, with clear expressions. International convention updating
with national alignment laws regarding the psychological protection from the media

? James Risen, Before Shooting in Iraq, a Warning on Blackwater, June 29, 2014.
http://www.nytimes.com/2014/06/30/us/before-shooting-in-irag-warning-on-blackwater.html? r=0, accessed on
17.10. 2014, 16:00 hours.
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persuasions’ is a must. The self censorship should be enforced in the spirit to protect children
and youths regarding the consumerism and just online socializations and life what can be
followed by the non human and non adaptations to the real life.

The illegal combatant’s concept should be out of date; all human being might enjoy
the human treatment and, of course, the status of prisoner or war. The war is global, visible or
not, just the victim’s voices are sometimes too low, but the tragedy is everywhere, the
economic crisis changed into a real war by the media contribution. The protection of the
victim should be updated, to be a real one.
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Abstract: After the Solferino battle into the international scene spring up the most
important social organization, with the purpose to reduce the war horrors, the International
Red Cross Committee. The most humanistic personalities of Europe decide to write down the
customs and put it on the Enlightenment spirit; The World War I and its horrors comes out
with the League of the Nations in 1929, and the Second World War make it the United
Nations Organizations. Those organizations are the promoters of the humanitarian law and
then the source of it.

There was no military conflict after 1949 without the United Nations involvement,
resolutions or mandate for the peacekeepers. Also UN fights against the most dangerous kind
of war, the social problems, the poverty, the discriminations, and the famine. As a global
organization, the UN is also leading the local or national organizations who have the same
goal.

Keywords: war, prisoners, status, protection, international, security, organizations.

Introduction

Human security is the most important humanitarian purpose, the supreme goal. No
matter if it concerns the international level, neither the family situation, it was legislated in the
Universal Declaration of Human Rights, the milestone document issued by the United
Nations Organizations (UN), on December 10, 1948, at the Paris meeting. It was the result of
World War II atrocity but its scope is still a necessity today. No matter how educated or rich
humanity becomes, the human being is still under the same challenges, the human rights
enforcement, especially during the military conflicts when the humanitarian law should come
into force. Each combatant can become a prisoner of war and might be under the protection of
the Status of the prisoners of war, regarding the Third Geneva Convention in 1949. If we are
looking for the law applicable to the human dignity, it must be respected anytime, no matter if
it is peacetime or wartime, if we mind the family level or the global level issues.

According with Geneva Conventions, a prisoner of war (PoW) is a combatant or non-
combatant person, who was taken prisoner during the military conflict and to whom might be
applied at least the same treatment, regarding the accommodations, food, medical facilities, to
them own forces'. A minimum standard of the Rules for the treatment of prisoner was issued
by the Special Conference of UN on August 30, 1955, approved by the Economic and Social
Council by its resolutions 663 C (XXIV) of 31 July 1957 and 2076 (LXII) of 13 May 1977.
This principle might be enforced but the reality on the ground was and is always different.

The international law have also the notion of unlawful combatants, who, in their
opinion, are the one which do not respect the combatants code of conduct, the one who are not

' Geneva Convention III regarding the Status of the prisoners of war, Geneva, 12 August 1948.
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described on the article 4 and 5 of Geneva Convention regarding the Status of Prisoners of
War’. Those are the mercenaries, the spies, the terrorists and others.

The Article 47 of Protocol I, Additional to the Geneva Conventions of 12 August
1949, and relating to the Protection of Victims of International Armed Conflicts, explain
clearly "4 mercenary shall not have the right to be a combatant or a prisoner of war” but this
according with the law principle per a contrario’, do not exclude the human rights principle.
Only the legal combatant is allowed to enjoy the privileges of the status as prisoner of law.

The International Organization Involved into the Prisoners of War Protections

The largest global organizations which are mostly involved into the protection of war
prisoners are the United Nations and the International Committee of the Red Cross (ICRC)
and Red Crescent Movement (RCM).

The International Committee of the Red Cross is the most important actor in
supervising the prisoners of war. Since 1863, the Red Cross was all over the world doing the
humanitarian missions, improving the life of the war victims and giving the hope to the
people who are lost into the reconstruction post conflict process.

According with their site, the ICRC mandate is strictly under the UN and Geneva
Convention and Protocol law. The work of the ICRC is based on the Geneva Conventions of
1949, their Additional Protocols, the Statutes of the International Red Cross and Red Crescent
Movement and the resolutions of the International Conferences of the Red Cross and Red
Crescent. The ICRC is an independent, neutral organization ensuring humanitarian protection
and assistance for victims of war and armed violence. It takes action in response to

2 Art. 3 and 4, Convention (Ill) relative to the Treatment of Prisoners of War, Geneva, August 12, 1949,
provisions: “Prisoners of war, in the sense of the present Convention, are persons belonging to one of the
following categories, who have fallen into the prisoners of war of the enemy:

1. Members of the armed forces of a Party to the conflict as well as members of militias or volunteer
corps forming part of such armed forces.

2. Members of other militias and members of other volunteer corps, including those of organized resistance
movements, belonging to a Party to the conflict and operating in or outside their own territory, even if
this territory is occupied, provided that such militias or volunteer corps, including such organized resistance
movements, fulfill the following conditions:

(a) That of being commanded by a person responsible for his subordinates;

(b) That of having a fixed distinctive sign recognizable at a distance;

(c) That of carrying arms openly;

(d) That of conducting their operations in accordance with the laws and customs of war.

3. Members of regular armed forces who profess allegiance to a government or an authority not recognized by
the Detaining prisoners of war.

4. Persons who accompany the armed forces without actually being members thereof, such as civilian members
of military aircraft crews, war correspondents, supply contractors, members of labour units or of services
responsible for the welfare of the armed forces, provided that they have received authorization from the armed
forces which they accompany, who shall provide them for that purpose with an identity card similar to the
annexed model.

5. Members of crews [of civil ships and aircraft], who do not benefit by more favorable treatment under any
other provisions of international law.

6. Inhabitants of a non-occupied territory, who on the approach of the enemy spontaneously take up arms to
resist the invading forces, without having had time to form themselves into regular armed units, provided they
carry arms openly and respect the laws and customs of war”.

“The following shall likewise be treated as prisoners of war under the present Convention: 1. Persons belonging,
or having belonged, to the armed forces of the occupied country...”.

3 What is not restricted by the law is presumed to be permitted.
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emergencies and promotes respect for international humanitarian law and its implementation
in national law".

During the international armed conflicts, Geneva Conventions III, article 126 and
Geneva Conventions IV, article 143 give express competence to the ICRC to visit detentions
centers. Moreover, the ICRC personnel are allowed to visit any detentions place and have
meetings with the detainees without any witness. Since October 1990, the UN General
Assembly invited the ICRC to take part in its proceedings as observers.

1. The United Nations (UN) Role in the Protection of the Prisoners of War

The UN was the actor that initiates the Geneva Conventions acting in the spirit of
humanity and international human rights. One of the Conventions, Geneva III, expressly
establishes the Statute of prisoners of war. Protection of the prisoners of war was always a
main duty for the UN mission. Throughout the International Red Cross or just by the UN
personnel, the negotiation regarding prisoners’ of war exchange has been something usual
during the military conflicts. Protecting human rights or the rule of law is included also in the
UN Charter.’

According to the UN site, www.un.org, on July 31, 2014, the UN workforces
supported by 122 countries contributions of military and police personnel was made from
83,327 serving troops and military observers, and 11,420 police personnel. The number of the
entire UN civilian personnel was 5,233 international civilian personnel, completed with
11,954 local civilian staff and 1,798 UN volunteers. UN does not have its own military force,
its forces base on the contributions from the Member States.

At present, UN has peacekeeping mission from Afghanistan to Haiti and Africa, and
also a large number of military observers. The most important UN mission is peacekeeping,
with an essential role into the postconflict reconstruction and the new peace establishment.

Exchanging the war prisoners are a today practice in Ukraine 2014 conflict, according
with Autonomous non-profit organization (ANO) “TV-Novosti”, Channel “RT TV, “The
exchange has taken place,” a representative of the DPR’s defense ministry told Interfax
earlier. “We handed 36 prisoners over to the Kiev side in exchange for 31 of our supporters.
Kiev promises to hand over five more tomorrow.””

The Office of the United Nations High Commissioner for Human Right sent to
Ukraine a Human Rights Monitoring Mission to monitor the human rights situation and to
provide support to the Government and local organizations. UN was always involved into the
protection of prisoners of war; there is no mandate or resolution of Security Council where the
matter of the human rights and prisoners status had been omitted. One of the examples is
when the UN Security Council made the Presidential statement regarding the releasing of the
prisoners of war from Etiopia and Eritrea, on 2000. The issues update with the Resolution of
Security Council number 1359 from 2001 and the Security Council call SC/7255 from 2002,
with focus on the protection of the prisoners of war of Western Sahara.

During the Iran — Iraq War the UN Security Council adopted Resolution 552 in 1984
requiring all the countries of the region to contribute to the peace and release the prisoners of
war from both countries.

* International Committee of the Red Cross, Mandate and Mission, https://www.icrc.org/en/who-we-are/mandate,
accessed on 28th of September 2014, 21:00hours

* The Charter of the United Nations was signed on 26 June 1945, in San Francisco, at the conclusion of the
United Nations Conference on International Organization, and came into force on 24 October 1945. The Statute
of  the International Court of  Justice is an  integral  part of  the Charter.
http://www.un.org/en/documents/charter/preamble.shtml accessed of 17.10.2014, 15:20 hours

% Autonomous non-profit organization (ANO) “TV-Novosti”, Channel “RT TV’ http:/rt.com/news/187120-
ukraine-militias-prisoner-exchange/ site accessed on 17.10.2014, 15:35 hours
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2. European Union, NATO and OSCE

As a regional political organization, EU is stressed on the human rights and rule of law
implementations. The Council of Europe adopts the European Convention for the Prevention
of Torture and Inhuman or Degrading Treatment or Punishment at Strasbourg, 26.X1.1987. It
should be applied to any situations and everywhere. EU politics is always focusing on human
rights and international law and its legislation is into concordance with the UN resolutions
and legal publications. Of course, the core of EU external policy regarding human rights,
during the armed conflict and not only, is the commitment of the UN goals, like the
strengthening of the UN and humanitarian system, promoting the human rights, democracy
and rule of law, what into the large area obviously means protecting the prisoners of war and
their status. It is also important to say that two of the permanent members of UN Security
Council are also EU members, France and the United Kingdom.

Regarding EU prisoners of war status protection, an example is the Resolution of
European Parliament regarding the Palestinian prisoners of war situated into the Israeli
prisons, issued on 8 of September 2008. The EU has been asked the Israel to respect the status
of the prisoners of war in any circumstances.’

The European Organization for Security and Co-operation in Europe is called OSCE.
It is the most important regional actor for Europe and West Asia and not only working in
cooperation with UN and NATO. OSCE acts to prevent arising of new conflicts and to
facilitate the lasting of comprehensive political settlements for the existing conflicts. It also
helps with the process of rehabilitation in post-conflict areas. It cooperates with
representatives of the United Nations and other international organizations operating in areas
of conflict.® OSCE observers during the Ukraine and Russia conflict from summer 2014 had
a key role into the prisoners of war exchange and monitoring of human rights.

OSCE, based on Vienna Treaty on Conventional Armed Forces in Europe from 1990,
with a main role to maintain balance between the NATO and Warsaw Organization, was
growing up with a large area of security components, from the population affairs to the armed
control and environmental issues'’. Right now, the organization has an important role into the
Ukraine regional conflict, monitoring and mediating the situation.

North-Atlantic Treaty Organization (NATO) is the most important military and
political organization and its main purpose is collective defense. The Article 5 of the NATO
Treaty expresses the collective defense principle to be the extension of the article 51 of UN
Chart. Those institutions have many common goals but we have to mention that UN is an
international security organization and NATO is a regional military and political organization.
Some differences might arise from their specific interests and missions.

NATO has its special standard operation procedure regarding prisoners of war
treatments, based on Geneva Conventions and in the spirit of the international humanitarian
law. STANAG 2033, Interrogation of Prisoners of War (PW) (Edition 6), December 6, 1994
and STANAG 2044, Procedures for Dealing with Prisoners of War (PoWs) (Edition 5), in
June 28, 1994. Since those documents are classified, we cannot comment and debate on it.
According to NATO Treaty Preamble, ‘The Parties to this Treaty reaffirm their faith in the

7 Résolution du Parlement européen du 4 septembre 2008 sur la situation des prisonniers palestiniens dans les
prisons israéliennes, available online at: http://www.palestine-solidarite.org/ressources.parlement-europeen.
040908.htm accessed on 30.09.2014, 16:00 hours .

*The European Union at the 69th UN General Assemblyhttp://euun.europa.cu/articles/en/article 15485 en.htm,
accessed on 29. 09. 2014, 15:00 hours

? The OSCE works to prevent conflicts from arising and to facilitate lasting comprehensive political settlements
for existing conflicts http://www.osce.org/what/conflict-prevention accessed on 29. 09. 2014, 15:006 hours.

' The OSCE's comprehensive view of security covers three “dimensions™: the politico-military; the economic
and environmental; and the human, http://www.osce.org/what, accessed on 29. 09. 2014.
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purposes and principles of the Charter of the United Nations and their desire to live in peace
with all peoples and all governments. They are determined to safeguard the freedom, common
heritage and civilization of their peoples, founded on the principles of democracy, individual
liberty and the rule of law. They seek to promote stability and well-being in the North Atlantic
area. They are resolved to unite their efforts for collective defence and for the preservation of
peace and security. They therefore agree to this North Atlantic Treaty’.

So, for the best goal with the best tools, should be the right way of NATO policy.
Moreover, starting with the Lisbon Summit, NATO became more proactive and predictive in
the fight against terrorism but the 2003/2004 history from NATO members country, US, Abu
Graib Iraqi detention centre shows up that the errors and misunderstanding generated huge
violation of prisoners of war status and Geneva conventions and Protocols.

In our opinion, if we are looking at the issues related to the Enemy prisoners of War,
common fact of US and UK, we can find a rapid a logical explanation for the horrible
phenomena happened in Iraq in 2003 and 2004. But, where are the human rights, the respect
for the human being and rule of law? The international humanitarian law does not have such
terms as prisoners of war and enemy prisoner of war. No matter they are humanly treated or
not, they are human beings and first of all, anyone should be presumed of innocence until the
evidence demonstrates de truth.

Later, after the genocide of Bosnia and Rwanda, UN focused on the application of the
status of prisoners of war to the civilian population, especially to the women and children,
including the rape and sexual violence in the crimes against humanity category, according
with UN Resolution 1820 (2008). Its call on reducing sexual violence and bringing the
perpetrators to law will have to be gauged in places such as the Democratic Republic of
Congo (DRC)—arguably the epicenter of sexual violence against women today—as well as
Liberia and the Darfur region of Sudan'',

3. Local Organization Responsible for the Protection of Prisoners

In Israel, generally, The Public Committee against Torture is the local organization
responsible for the protection of prisoners and also includes the prisoners of war'2. The most
important documents for our research is “No Defence: Soldier Violence against Palestinian
Detainees™ Report issued in June 2008 that exposed the widespread phenomenon of violence
by Israeli soldiers against bound Palestinian detainees, who no longer present a danger to the
arresting forces. It shows that phenomenon is exacerbated by the almost absolute indifference
of the authorities and a weak law enforcement system which rarely investigates complaints or
brings perpetrators to justice' ™

In Europe, Amnesty International was founded by British lawyer Peter Benenson after
hearing about two Portuguese students imprisoned for speaking about freedom in 1961. In
present, the nongovernmental organization has branches into many countries. The
representatives of Amnesty International are very persuading opinion leaders with active
voice into the international and local media.

" UN Human rights institute, Rape: Weapon of war, available online at:
http://’www.ohchr.org/en/newsevents/ pages/rapeweaponwar.aspx, accessed on 15.10.2014, 12:00 hours

2 The Public Committee Against Torture in Isracl (PCATI), http://www.stoptorture.org.il/en/atirot, accessed on
10.10.2014, 10:00 hours.

* The UN work on Palestine, available online at: http://www.un.org/depts/dpa/qpal/docs/2012%20Geneva/
P2%20Y aser%20Amouri%20EN%20revised%20.pdf.

“DOSSIER Prisonniers Palestiniens, available online at: http://www.palestinesolidarite.org /dossier.prisonniers_
palestiniens. rapport.100406.htm accessed on 12.10.2014, 11.00 hours.
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Conclusions

UN is the most important international actor in the humanitarian affairs field as
international security organizations, with 193 country members, especially in concern to the
prisoners of war protections. The Security Council resolutions give the mandate to involve in
the most of the conflicts after the fall of the Iron Curtain, and also by their observers or by the
ICRC reports supervises the implementations of the rule of law and the preservation of the
prisoners of war status.

Since 1863, the Red Cross and later the ICRC generated and maintained de
humanitarian movement with palpable results of persuasion over the political opinion of the
world leaders, who later, came together first in the League of the Nations, in 1929, and later,
in 1945, in the UN. No latter, in 1948 and 1949, UN wrote down the most important
legislation regarding humanitarian issues, especially the Status of the Prisoners of War.

Today, both organizations are looking for the human rights preservation during the
crisis and military conflicts. They are the last hope for the people being in extreme situations.
UN reputation, built in cooperation with ICRC, is the most important guardant of prisoners of
war status application.
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Abstract: In this paper we intend to present the role, importance and impact of the
Administrative Commission for the Coordination of Social Security Systems and the
Conciliation Board in relation to the international law and community law. In this framework
of our paper, we notice that the free movement of citizens on European Union territory has
been generated for them not only benefits and rights, but also obligations for them and the
necessity of a better coordination of social security systems of the member states. This is the
way of creating the Administrative Commission for the Coordination of Social Security
Systems and the Conciliation Board. These two entities are functional levers of the European
Commission and ways of achieving a coherent coordination of social security within EU,
identifying vulnerabilities of social security and also solving some state differences regarding
the way of application and interpreting the Regulation (EC) No 883/2004 of the European
Parliament and of the Council on the coordination of social security systems and Regulation
(EC) No 987/2009 of the European Parliament and of the Council laying down the procedure
for implementing Regulation (EC) No 883/2004. We can consider these levers as concrete
ways of managing the migration of labor and assuring a concrete social security for EU
citizens.

Keywords: The Administrative Commission for the Coordination of Social Security
Systems, Conciliation Board, coordination of social security, free movement.

1. The rules of international law, of community law and national law — general
aspects

Throughout history, the humanity has found the need to adopt common rules on a
global and regional level so that certain issues or disputes to be settled or legal regulated more
efficiently, and to prevent conflicts between states. Thus the agreement of the states was
materialized by legal means such as the treaty and customary law and this how the
international law appeared. More broadly, international law is the body of legal rules
governing the relations that are established in the international society.

At present, according to the American Society of International Law, “International law
is traditionally defined as the law between sovereign nation-states, hereinafter, states,
especially within the context of the laws of war, peace and security, and protection of
territories. While these concerns of international law remain paramount among states today,
the classic definition of public international law has expanded to include a more diverse group
of subjects and a broader scope of activities.

96



In addition to states as subjects of international law, other participants engaged in
international law activities and its development include private entities, individuals, and
international organizations.”"

In developing rules of international law, there are not responsible legislative bodies
nor higher than the states. In the international legal order, the state is simultaneously the
author and recipient of the rule of international law. For this reason, the international law is
considered coordination law”.

In international law there is no government authority to pursue the enforcement of
rules and no system of judicial bodies to ensure the compliance control.

Court of Justice of European Union has established, by jurisprudence, that existing
treaties concluded by the European Community, which contain provisions directly applicable,
take precedence over EU rules (prior or subsequent treaties concerned), which in this case are
inapplicable. The treaties concluded by the European Community and in force, take
precedence over the national law of the Member States of the European Union and have direct
effect over their legal rules.

The community law is defined by some authors as “a legal order derived from
international” (G. Sperduti)’. The European Communities are the result of the conclusion of
treaties between sovereign states (constitutive treaties). The community law contains mainly
the Treaties which are establishing the European Communities, the amending treaties, the
decisions and accession treaties, the Treaty of Maastricht, Treaty of Amsterdam, Treaty of
Nice, the decisions of Communities' own resources and others, but alos the rules adopted by
the Community’s institutions for the purposes of application of the Treaty, such as
regulations, directives, decisions. The rules adopted by the Community institutions have legal
binding for Member States®.

To the features mentioned above briefly, we can say that the similarities and
differences between the international law and the EU law derives primarily from the
proportion of the Community law and national law.

Thus, the opinion 1/91 of 14 December 1991 of the Court of Justice of European
Union decided that the Community rule overrides any other national rule, with immediate
applicability.

2. The free movement of citizens and social security within European Union

In international relations, the free movement of citizens has limits and clear rules to
respect state borders and national laws, and in some cases social and cultural differences. In
case of the free movement of workers, worldwide, may conclude bilateral agreements
between states in a way so their social rights can be respected. An example is our country,
where in the past years, social security agreements were concluded with Moldova, Republic
of Macedonia, Turkey, Israel. In the European Union, however, the right of persons to free
movement has to be accompanied by social security measures so that the common market
objectives are respected.

The right of EU citizens to freely move to and live in any EU country, along with their
family members, is one of the four fundamental freedoms enshrined in EU law and a
cornerstone of EU integration.

"http://www.asil.org/sites/default/files/ERG_PUBLIC_INT.pdf.

2 Raluca Miga — Besteliu, Drept international. Introducere in dreptul international public, editia a Ill-a, Editura
ALL Beck, 2003.

A Nastase, B. Aurescu, C. Jura, Drept International public Sinteze pentru examen , editia 4, Editura C.H.
Beck, Bucuresti, 2006.

* Octavian Manolache, Tratat de drept comunitar, editia 5, Editura C.H.Beck, Bucuresti, 2006.
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EU workers have benefited from this freedom since the 1960s’. With the Treaty of
Maastricht the right to free movement was recognised for all EU citizens, whether they are
economically active or not. Since then, being able to move freely for purposes other than
working, for instance to retire, study or accompany family, has become an essential feature of
EU citizenship.’

Thus, initially were adopted and applied to the European Union, the first regulations
on social security, namely Regulations nos. 3/1958 and 4/1958. Later on, they were replaced
by Regulation (EEC) no. 1408/71 on the application of social security schemes to employed
persons and their families moving within the Community and Regulation (EEC) no. 574/72
which covers the practical implementation. As the EU expanded with new member states and
the geographical development of exercising the right to free movement, there was a need to
develop new rules updated in line with new challenges concerning the improving of living
standards and the conditions of employment of people.

Following this, the European Parliament and Council adopted Regulation (EC) no.
883/2004 on the coordination of social security systems, called the basic Regulation and
Regulation (EC) no. 987/2009 laying down the procedure for implementing Regulation (EC)
no. 883/2004 also known as the implementing Regulation.

And so, there is a mechanism for the coordination of social security systems which is
not only new legal rules but they are also adapted to the new situations arising in social
security, based on the experience of Member States during the implementation of the old
regulations.

3. The Administrative Commission for the Coordination of Social Security
Systems and the Conciliation Council

The provisions of article 71 ,,Composition and working methods of the
Administrative Commission” rules the members of this commission and how it works.

The Administrative Commision for the Coordination of Social Security Systems,
called shortly as ’’the Administrative Commission” is attached to the Commission of the
European Communities. It is made up of a government representative from each of the
Member States, assisted by expert advisers, where necessary. A representative of the
Commission of the European Communities shall attend the meetings of the Administrative
Commission in advisory capacity.

The Administrative Commission shall activate by the rules drawn up by mutual
agreement among its members. Decisions on matters of interpretation concerning its legal
tasks, shall be adopted under the voting rules established by the Treaty and shall be given the
necessary publicity.

The Commission of the European Communities shall provide the secretarial services
for the Administrative Commission.

According to the article 72 of the basic Regulation, ,,the Administrative Commission
shall:

(a) deal with all administrative questions and questions of interpretation arising from the
provisions of this Regulation or those of the Implementing Regulation, or from any
agreement concluded or arrangement made thereunder, without prejudice to the right of
the authorities, institutions and persons concerned to have recourse to the procedures and
tribunals provided for by the legislation of the Member States, by this Regulation or by
the Treaty;

(b) facilitate the uniform application of Community law, especially by promoting

> Art. 45 and 48 of the Treaty on the Functioning of the European Union (TFEU).
® Art. 21 TFEU
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exchange of experience and best administrative practices;

(c) foster and develop cooperation between Member States and their institutions in social
security matters in order, inter alia, to take into account particular questions regarding
certain categories of persons; facilitate realisation of actions of crossborder cooperation
activities in the area of the coordination of social security systems;

(d) encourage as far as possible the use of new technologies in order to facilitate the free
movement of persons, in particular by modernising procedures for exchanging
information and adapting the information flow between institutions for the purposes of
exchange by electronic means, taking account of the development of data processing in
each Member State; the Administrative Commission shall adopt the common structural
rules for data processing services, in particular on security and the use of standards, and
shall lay down provisions for the operation of the common part of those services;

(e) undertake any other function falling within its competence under this Regulation and the
Implementing Regulation or any agreement or arrangement concluded thereunder;

(f) make any relevant proposals to the Commission of the European Communities
concerning the coordination of social security schemes, with a view to improving and
modernising the Community "acquis" by drafting subsequent Regulations or by means of
other instruments provided for by the Treaty;

(g) establish the factors to be taken into account for drawing up accounts relating to the costs
to be borne by the institutions of the Member States under this Regulation and to adopt
the annual accounts between those institutions, based on the report of the Audit Board
referred to in Article 74.””

In the Official Journal of the European Union, 2010/C 213/11 were published the
Rules of the Administrative Commission for the Coordination of Social Security Systems
attached to the European Commission. Article 1 of the Rules says that >’The Administrative
Commission is a specialised body of the European Commission and has the same seat”. The
office of the Chair of the Administrative Commission shall be held by the member belonging
to the State whose representative to the Council of the EU holds the office of the President of
the Council of the EU for the same period. The Administrative Commission may set up an
Operational Board to assist and facilitate its work. It may set up working parties or study
groups for special problems. These working parties and study groups shall be presided by a
person designated by the Chair of the Administrative Commission in consultation with the
representative of the European Commission. The working parties shall have a mandate to
carry out its tasks in a way that findings can be accepted by the Administrative Commission
without further deliberations. Also, the Administrative Commission may set up ad-hoc
groups, with a limited number of persons to prepare and present to this Commission proposals
for adoption on specific issues. We may say that there were ad-hoc groups on habitual
residence test, on combating fraud and error, on long-term care etc.

The Administrative Commission meets at least four times a year. Every meeting has
an agenda where are subjects proposed by the Secretary General in consultation with the
Chair of the Administrative Commission and the representative of the European Commission.
At the beginning of each meeting, the agenda shall be approved by the Administrative
Commission.

The decisions of the the Administrative Commission shall be published in the Official
Journal of the European Union and shall apply from the date specified therein or, if no such
date is mentioned from the first day of the second month following its publication in the
Official Journal.

7 Regulation (EC) no 883/2004 on the coordination of social security systems.
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For each meeting of the Administrative Commission minutes are recorded which are,
in principle, to be approved at the following meeting. It shall periodically draw up a general
report on its activities and on the implementation of the regulations on the coordination of
social security systems. Where the provisions of these rules require interpretation, such
interpretation shall be given by the Court of Justice of the European Union in accordance with
the Article 267 of the Treaty on the Functioning of the European Union. We believe that this
is the most important mechanism on the coordination of the social security systems.

According the article 5 of the Rules, the Administrative Commission may set up a
Conciliation Board to assist its work in case of differing interpretation between members with
the provision of Regulation (EC) no 883/2004 and Regulation (EC) no 987/2009. The details
of the composition, term, tasks, working methods as well as the system of Chairmanship of
the Conciliation Board shall be contained in a mandate decided upon by the Administrative
Commission. Its functioning shall be reviewed on a regular basis.

In 2009 the Conciliation Board was constituted in accordance with its mandate laid
down in Note CA.SS.TM. 553/09REV approved at the 318th meeting of the Administrative
Commission on 16-17 December 2009.

The Conciliation Board held a first plenary meeting on 4 October 2010 and decided to
propose to the Administrative Commission to approve the system of chairmanship and the
subdivision of the members. The Administrative Commission adopted these proposals at its
323rd meeting on 20-21 October 2010.

According to the adopted mandate at the 318th meeting of the Administrative
Commission on 16-17 December 2009, the objective of the Conciliation Board is, upon
request, to reconcile differing interpretations between members of the Administrative
Commission arising from provisions of the Regulations and, if also requested, to provide it
with a legal opinion on such issues.

The Conciliation Board shall consist of a maximum of 12 volunteers nominated by
national Administrative Commission delegations and appointed by the Administrative
Commission for a term of 24 months. The members of the Conciliation Board shall not act as
members of their delegation, but shall act on the basis of their personal expertise in an
impartial manner. A member of the Conciliation Board shall abstain from any work on an
issue which concerns his or her country of origin or when his or her impartiality could be
compromised in any other way.

The Conciliation Board shall work in a system of 3-4 groups, composed of 3-4
members and a Commission representative each, taking account of the experience of members
in certain sectors and with certain national social security systems. The subgroups of the
Conciliation Board are:

- Applicable Legislation;

- Sickness Maternity and Equivalent Paternity Benefits; Benefits for Accidents at Work

and Occupational Diseases;

- All Other Sectors.

For the first time, in 2013, Romania had a member in the Conciliation Board.

All legal opinions of the Conciliation Board shall be drafted by consensus. If there can be
no consensus reached on a certain issue, the minority view has to be stated clearly in the
Opinion submitted to the Administrative Commission. The Chair of the Conciliation Board
shall report to the Administrative Commission at least once year in writting on its activities.

Conclusions

The Administrative Commission analyzes and proposes rules on the external
dimension of EU social security and thus it appears tangents about the rules of international
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law. This means that Member States can sign treaties with non-member States in social
security field but they must respect the general legal framework established by the
Administrative Commission. Given its institutional powers presented in this paper, we
consider that there is an interaction between the interpretation of international conventions
and applicable social security legislation for workers of international staff of various
international organizations such as NATO, the European Commission etc. In this case, if a
worker is subject to compuslory insurance by virtue of the legislation of his Member State, he
may not be subject to a voluntary insurance scheme or an optional continued insurance
scheme in another Member State. But, he can make his choice without leaving the social
security system from his Member State. So, a person working for International Staff in
NATO, even he has a several voluntary insurance scheme or optional continued insurance
scheme, he must remain insured in the social security system in order to get the benefits
regulated by the Regulation (EC) nos 883/2004 and 987/2009.

We may say that these rules does not exclude each other and there is a need to know
the mechanisms so that the coordination of social security systems does not affect the social
rights of the insured persons

The Administrative Commission and the Conciliation Board are concrete ways of
managing the migration of labor and assuring a concrete social security for EU citizens in
such way to protect and develop the free movement of the EU citizens.
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ENERGY SECURITY OF LARGEST GLOBAL CONSUMERS -
MAIN THREAT FOR THE GLOBAL SECURITY

Cristina TEODORESCU
PhD, Director at Vimetco Management Romania

Abstract: China replaced 2010 the United States as largest global energy consumer,
while in 2014 it became also the main crude importer worldwide — the same ranking as in the
case of the largest armies. Fuelling the economies — but also the armies — represents one of
the most important, if not the main objective of any government But the world’s energy
resources are not only permanently decreasing, they are also pretty scarce. Back in 2007, the
unanimously accepted predictions were: 40 years of petrol and as many for uranium, 70 for
gas and 130 for coal. Since then, the reserves are falling and no important discovery has been
announced. Under these circumstances, it is not farfetched to predict that the ongoing
conflicts, from the Middle East to Ukraine, are only a prelude to what is going to come.

Keywords: Energy resources, oil, armies, conflicts, energy security, global security.

Introduction

The theoretical linkage between the scarcities of different types of resources - needed
by manhood in order to live in a convenient way - and different degrees of insecurity is almost
as old as the phenomenon itself. The beginning was made by the battle for food in the
prehistoric era, while for the almost on the date last 100 years we are facing a fierce battle
over energy resources and foremost over oil". Given the case, it is of interest for any security
scientist to try at least to predict where the conflicts of the future are going to hit and which
will be their trigger. While working on the subject, the conclusion was surprising, even
shocking. Due to the fact that on a close look the thesis of the renewable energy resources as a
safe alternative to the fossil fuels proves to be nothing more than a very clever marketing lie,
it is rather clear that before fighting over water — the general thesis that the conflicts of
tomorrow are going to be about — people will have to continue to fight mainly over fossils,
mainly over oil and natural gas. And at the end of this fight, for the moment, nothing else can
be predicted except a very painful return into a very far past.

Every consumer will be forced to do everything in his power to satisfy its own need
for energy. Every head of state and implicitly of an army will have to do everything in his
power to satisfy the need for energy of its own folks, because otherwise he will be confronted
with a very serious threat of insecurity, maybe the most powerful of all — the threat of his own
people rioting against himself and his power. For the leader himself that would be the end of
his career but possibly also of his life, for his people, that would be the end of an era of peace
and prosperity, but also, in the worst case scenario, it could be the end of its state altogether. It
is a lesson of the year 1989 what the force of people rising against their own leaders can have
as a result: not only that head of states where falling one after the other — in the Romanian
case the expression has to be taken literarily -, not only that many of their states where
confronted with inner disorder peaking with some of them thrown into inner war, but even the

' F. William ENGDAHL, Mit der élwaffe zur Weltmach — Der Weg zur neuen Weltordnung, Rottenburg, Jochen
Kopp Verlag, 2006, p. 13.
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world order was shaken from roots on, as some of its social systems - such as socialism,
apartheid or the military dictatorships in South America — vanished from one day to the next
as if they would have never existed.

1. Progress and development of increasing population multiply energy
consumption

In the following paragraphs we will present figures and facts to support our theory that
the world as we know it today really reached its limits. Of course, this article is not meant to
repeat warnings already made long time ago. Over four decades ago by Marion King Hubbert,
whose peak-oil-theory” proved as correct as soon as the first oil crisis begun in the1970s, then
in 1972 by Donella H. Meadows, Dennis L. Meadows, Jergen Randers and William W.
Behrens I in their so disputed The Limits of Growth’, not to mention the spiritual father of
people being aware of overpopulating a planet with lots of resources which are not renewable
- Thomas Robert Malthus with his An Essay on the Principle of Population®, written already
back in 1798. We are much more aiming to link these facts to the current security situation of
the world, explaining it from the angle of the resource scarcity. Even this approach isn’t
singular, but it isn’t common knowledge either, so due to the seriousness of the subject,
presenting it again to new readers can be only of help.

We chose to exemplify our point of view with charts and figures prepared both by the
biggest Western oil companies, as well as by Russian state run research organizations. Due to
the linkage between Western oil companies and decision takers in their countries of origin —
the connection of former US VP Dick Chenney and Halliburton is as well known, as the
lobbying of the retired US General Wesley Clark, nowadays also adviser to the Romanian PM
Victor Ponta, for the shell oil and mining in general’. By choosing information accessible to
the leaders of the two blocks involved in the former and the new cold war of the geopolitics
we want to underline that the facts are well-known in every decision maker office all over the
globe. And that due to these figures, facts and realities, these leaders should be confronted
with inner conflicts going back to the fact that they have to choose between the backdrop and
impoverishment of their own folks, due to constantly fewer — even if not (yet) constantly
more expensive — energy resources and a return to conflict and force in order to insure for
themselves and their people energy resources meant to help keeping the existing status quo
for as long as possible. And not only for their time in office, because they do not represent
only themselves, but also organizations such as parties, intelligence services or simply
patriotic feelings and their country’s interests. In the end of our essay we will come to the
conclusion that they made their decision in this inner conflict they should be confronted with.

In figure 1, we can observe the huge increase in energy consumption during the last
century. It is obvious that the steepest jump in progress and comfort realized by manhood in
its entire history is represented by the period of relative peace and peaking energy
consumption starting with the end of WWIIL. Same time we have to notice that the increase we
arec looking at does not reflect also the period of fantastic industrial and economic
development of China, so that for the period between 2000 and at time we have to expect

? Hubbert M. KING, Nuclear Energy and the Fossil Fuels http://www.hubbertpeak.com/hubbert/1956/1956.pdf

3 Donella H. MEADOWS, Dennis L. MEADOWS, Jorgen Randers and William W. Behrens 111, The Limits of
Growth ISBN 0-87663-918-X, 1974 second edition (paperback).

* Thomas MALTHUS, An Essay on the Principle of Population - An Essay on the Principle of Population, as it
Affects the Future Improvement of Society with Remarks on the Speculations of Mr. Godwin, M. Condorcet, and
Other  Writers, London, Printed for J. Johnson, in St. Paul’s Church-Yard, 1798
http://www.esp.org/books/malthus/population/malthus.pdf.

> http://www.cotidianul.ro/dupa-kosovo-consilierul-american-al-lui-ponta-e-interesat-de-minerit-in-romania-
224772.
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even steeper increase rates. We cannot end our comments on the realities reflected in this
chart without drawing the reader’s attention on two specific colors, namely purple for oil and
turquoise for gas. It is obvious that the increase in case of the so non-renewable fossils were
the most impressive ones, as well as that they are also the most used ones.
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Figure no. 1. Dynamics of world energy consumption in the XX century, mln tons of
equivalent fuel®

Now to the overlapping of population increase and usage of energy resources, as
presented in figure no. 2. In fact, in this case the reflected reality is so clear that words are
almost unnecessary. Between 1950 and 2000 — the golden era of world peace (as much it is a
shame not to think of all local conflicts that took place during this period of time from South
East Asia to Africa to the Middle East and even the dark periods of South America, all in all it
was a golden era of global peace) — the population boomed. As we can see in the chart,
mainly in the under developed or developing part of the world, the so called Third World. But
the big problem contained in this chart reveals itself only when we have a look at the next
period of 50 years — 2000 to 2050 — in other words, the period of time we are contemporary
with at time and the predictions made for it. Another doubling of population — again in
emerging countries — and again another doubling of resources to be needed are forecasted.
And as it can be observed in small print in the bottom of the chart, the figures and predictions
are as official as they might be: the Organization of the United Nations.

6 Russia’s  energy  industry.  Problems  and  prospects. =~ —  Moscow,  Nauka, 2006,

http://russiancouncil.ru/en/inner/?id_4=588#top.
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World Population & Energy Demand Growth
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Figure no. 2. The steep increase of population that imposes at least the same increase in finite
energy resources’

The chart above may be able to answer a lot of questions about the present times and
the immediate future, except one: where are the people going to take from those huge
amounts of energy resources they are going to need? Knowing the reality of the reserves and
confronting it with the reality of demand, only one possible answer is coming to our mind:
one from the other. And not in a kind way.

2. Fossil fuels — as scarce as indispensable
To put it plainly: in order to obtain comfort and progress, humans need energy. Lots of

it. And what represents now energy, we can see below, in figure 3, which shows which type
of resources were and are used, in order to reach today’s level of civilization.
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Hydro
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Figure no. 3. Structure of PER consumption in the world, 2011*

As we can observe, the largest possible amount of what we do consume are fossils, as
non-renewable, polluting — and scarce — they might be. And when we talk nuclear and hydro,
we should also think about the tremendous high energy quantities consumed while building a

7

https://1h4.googleusercontent.com/-FHwzaPzQmSo/TYhT8klhZol/AAAAAAAABIQ/xz8RKkS-
khOM/s1600/World-Population-and-Energy.gif , http://pictorial-guide-to-energy.blogspot.ro/p/list-of-charts.html
¥ BP Statistical Review of World Energy, 2011.
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hydro or nuclear plant and for how long those so-called green energy providers do have to
function in order to make up the ‘dirty’ part consumed in order to build them. In the case of
the modern windmills, it is a fact confirmed to the author by the chief of project at the mill
producer Timken: even if a single mutter will not have to be replaced during its lifetime, still
the mill wouldn’t produce as much energy as used in its production. Talking of green!

As for the near future, the predominant colours will remain, as presented in figure 4,
black as oil and dark brown as the coal. The future is dark and not at all bright, even if the so-
called renewable will be a little bit better represented. And we never should forget that in the
case of the latter we always mean also the subvention money that the producers of ‘clean’
energy do receive, subventions formed out of money made while using ‘dirty’ energy.

Oil
Gas
Coal

MNuclear energy

Biomass
Solar energy

1 Wind energy

Other RES

Figure no. 4. Structure of PER consumption in the world, 2050’

It is obvious that we are going to need and consume more and more fossil fuels,
because neither at time, nor in the predictable future we do not have any sound alternative to
them, no matter what the representatives of the ‘greens’ — a generic term that could be used
both for the producers of this type of energy, as well as for the activists fighting against
pollution in any form — will have to say against them. Not that pollution wouldn’t represent a
real matter of concern — in the case of the People’s Republic of China we can even speak of
an internal security risk, without exaggerating a bit in the process. But especially the crowded
China has to choose between two security risks it faces: either letting the people die due to the
irrespirable air, polluted by plants fuelled mainly by burning coal — as we can observe in
figure 5, China has large reserves of it, but even so, not enough, but on the other hand China
also has the highest percentage of lung cancer worldwide due to the burning of coal in order
to produce first energy and then progress — or not being able to offer them the progress which
means improved standard of life they are longing for and risking to provoke riots among the
people.

Figure 5 also shows us how it comes that today we cannot compare the geopolitical
situation of the USA and China on one hand and Russia on the other. While the USA and
China chase each other in the ranking of the biggest economy worldwide, but also in the list
referring to the largest energy consumers of today — both countries are also important
producers of energy resources, but in both cases, as much they would produce, it still isn’t
enough -, Russia has been distributed in another role, a very lonely one.

Russia was, is and will be, for as long its resources will last, the world’s real, single
energy super-power. It has gas, it has oil and it has coal. And it also has uranium, rivers large
enough for both hydro and nuclear plants and a large part of the country covered by forests,
too good to be burned down for heating. This plethora of different resources made us entitle it

% Shell Energy Scenarios to 2050.
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the sole energy-superpower, as long as none of the oil-rich Gulf states does not have it all, and
with lots of reserves from each of the resources.

Fossil Fuel Reserves, Proved
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Source: BP Statistical Review 2013

Figure no. 5. USA and China, the main consumers, versus Russia’s reserves

Above mentioned discrepancy between the positions and interests of the USA and of
China on one hand — in fact, latest their interests are almost identical - and the one of Russia
might also suggest a different point of view on the recent developments in a number of
countries.

3. Security threat: being on the oil route

If we understand the role of fossil fuels in today’s security environment, we do have to
remind ourselves where they can be found: not only the largest part of them, but also the best
possible quality — which means the lowest degree of processing needed — and the easiest
possible access — the joke of the Arab playing with his toe in the desert’s sand and oil coming
out of the drilling isn’t any longer valid, but same time also not too far fetched — are in the
Middle East. Even though oil and liquefied gas have to leave the area by some of the world’s
most dangerous choke points'’, there still is a water way to bring the precious goods out of the
producer region in an almost safe way. Not same can be said about the second largest fossil
fuel reservoir the world has: the close by Caucasian region of the ‘-stans’. This landlocked
region has only following ways out: Afghanistan and Pakistan to the South; or the Black Sea
countries to the East for Western consumers; the Moslem and independence seeking region of
Xingjian in and for China.

If one overlaps the map of ongoing conflicts with the map of the fossil fuel reserves of
the world, they do not match properly. But they match, if we add to the map of resources the
one of the routes on which one could extract above mentioned resources and bring them to the
consumer. Another match is even more striking: if we overlap the map of the conflicts with
the map of resources and with the one of the religions of the world we will have another
surprise: we will have another almost perfect match again, as long as 85% of the world’s
fossil fuels are on Moslem ground (and here we do count in also the Russian, Indonesian or
Chinese territory) — and 60% of these Moslem hands do pray as the Shia are doing it.

' http://www.foreignpolicy.com/articles/2006/05/07/the_list_the five top global choke points
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Conclusions

The readers of geopolitical theory are familiar with terms such as pivot, containment,
Realpolitik, but also names like Gladio do ring a bell. Some might even be aware of the role
Lee Raymond, Exxon’s CEO, played back in 2003 in the arrest of Mikhail Khodorkovsky’s,
after telling Wladimir Putin into his face that yes, once he entered as a stake holder in the
former state-owned company Yukos, he will have the calls on the faith of its fossil fuels''. Or
that Russia faces a flood of Chinese immigrants through its Chinese border and that this
situation might create a demographical and political problem sooner or later'? that would
ironically remind some on the Crimean annexation. Even though it was published back in
1997, the theory of the extremely influential Zbigniew Brzezinski regarding the role of
Turkey and Ukraine in the Black Sea region'® cannot be forgotten by any of its readers. And it
makes one think. Think about the US-Chinese run for oil in Sudan which led to the splitting
of the country'®. Think about the civil war Syria has to face after the gas discoveries and the
way the now called terrorist movement ISIS" appeared, just as Hezbollah and the Taliban
movement before, or the way not only Al Qaeda and the Chechens shared the same sponsors.
Think about the coups d’etat Turkey had to face during the 20 century and the problems now
president Erdogan has to face. Think about Romania’s neighbour Ukraine and how close it is
to the faith of a failed state. And how easy a failed state can be controlled.

L= =[e
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Figure no. 6. Failed states, brown meaning alert, orange —warning, yellow —
stable, green - sustainable'®

From the map of the failed states presented in figure 6 we can learn the Romania’s
yellow has also a strong orange shade in it. It will for sure depend also on the geopolitical and
energy security knowledge of the president to be elected these days if the shade of yellow is

' http://www.commentarymagazine.com/2012/05/01/exxonmobil-role-in-khodorkovsky-arrest

2 http://abenews.go.com/International/story?id=82969.

13 Zbigniew Brzezinski, The Grand Chessboard, Basic Books, ISBN-10: 0465027261

' http://csis.org/story/africa-china-united-states-and-oil.
Phttp://www.dailystar.com.Ib/News/Middle-East/2014/Jul-26/265255-syria-regime-retakes-gas-field-from-
isis.ashx.

' http://ffp.statesindex.org/rankings-2013-sortable.
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going to darken or not over the next period of time. Because its geopolitical position — on the
route out of the fossil fuels manhood is going to fiercely fight over in the next future — cannot

be changed.
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PREVENTION AND RISK MANAGEMENT TECHNOLOGY
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of natural and technological risks.

Abstract: In the third millennium the rhythm of change, as far as technology is
concerned, is constantly growing, with obvious benefits. Usually, the negative effects of
technological development are offset in time and space to the time and place the cause of
action that generated. Awareness on the dangers of technology, effects on the environment
and social implications have arisen as a result of serious accidents, which demonstrated the
need for an integrated approach to the field. In the context of global concern problematic
industrial accidents, preoccupations and actions in this area have existed since the 1980s,
embodied in initiatives at global, European and national levels through the adoption of
specific regulations on prevention, protection and response to emergencies caused by
technological risks.

Technological risk, as opposed to natural, can be controlled and reduced in several
ways, but management requires more elaborate and customized for each category.

Keywords: threats, disaster management, Seveso, obligations, prevention, intervention.

Introduction

There is a real need for a rational and scientific discussion between all parties involved
in risk management in Romania. Recent experience in emergency management in case of
natural disasters and technological culture indicates a low level of security in the disaster.

Thus, it is necessary the develop activities which increase awareness of hazards in
communities in the vicinity of industrial areas that show a high degree of risk.

Theme treats, the technological risk prevention and management in the context of the
Seveso Directive is one of the topical areas of interest and date to achieve a co operational
bases at local and national level, to implement policies to prevent major accidents, industrial
and technological disaster management.

The paper deals with the implementation of the Seveso Directives: risk management,
safety reports and policies to prevent major accidents and duties of operators, emergency
communications, public information, making decisions, emergency plans.

1. Risk Management

Risks are a daily presence in the economy. Action harmful risk occurs both in economic
loss, damage to facilities, equipment and the affected employees, the public and the
environment.

The unprecedented development of the chemical industry has led to the production of
the large quantities of toxic substances, many of which do not exist in nature. In the last
century, the chemical industry has developed exponentially. This increase in the use and
production of chemicals has led to the increasing number of accidents.
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Keeping safe chemicals substances manufactured, which may explode, burn,
asphyxiate, poison, corrode and generally affect people and the environment, it is not easy to
do. This created the possibility that at any moment by accident (the disturbance, damage or
deterioration of a machine or plant production, transport, storage and use) to be released into
the environment very dangerous substances, usually toxic, so to occur a chemical accident.
When released quantities and concentrations are high and effects on people and the
environment are substantial, important and serious, can talk about the occurrence of disasters.
These accidents have urged the promotion of European legislation to prevent and control this
type of events, based on the principle "it is easier to prevent than to combat it."

Activity risk management developed both conceptually, and the practice became an
industry in countries with functioning financial markets, but in Romania few organizations
have developed their own mechanisms for measuring and hedging, others no do not know the
benefits they would get by applying the procedures already established.

For several millennia, until the Industrial Revolution, the risks remained somewhat the
same, known and identifiable by the community.

Technological disasters can be classified as follows':

¢ by genesis : industrial major accident on traffic routes, accidental pollution, collapse
(fall) cosmic objects, nuclear, mass fires, failure of public utilities.

e by scale effects : catastrophic, serious, minor or negligible.

e after propagation speed : fast, slow.

o after area affected : Global systemic, regional global, regional, local and punctual.

e after technological risk matrix.

- category 1 - High risk - that action is required to prevent the incident or to minimize
the consequences;

- category 2 - Medium risk - will be analyzed to determine where cost-effective
means of reducing risk;

- category 3 - Low risk - which does not present a major accident hazard potential.
Risks of category 1 are subject to a further assessment of consequences and
likelihood (frequency).

Risk management is main stages:

- Identifying hazards as a starting point for the risk assessment;

- Qualitative and quantitative risk analysis;

- Cost-benefit analysis related to change management and decision making.

Any risk analysis study primarily aims to establish acceptable limits.

In the studies of risk analysis are particularly important the following questions:

- The weakness may occur in the management of the security system that does not
work;

- What are the preventive measures that can be taken to control the risk;

- How those actions are tracked;

- If the economic operator do things right, do things that have made its objectives and
targets in the studies of risk analysis.

Risk indicators most commonly used are”:

- Dow index;

- Substances hazard index (SHI);

- Material hazard index (MHI);

- Chemical exposure index (CEI);

! Adriana BADILA (eds.), Disaster risk management, ALMA-RO, 2007.

2 Ibidem.

3 Serbu Traiean, Risk Management-Elements of theory and computation, Publishing Ministry of the Interior,
Bucharest, 2002.
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- Index of fatal accidents (FAR);

- Index lost time due to injury (LTI);

- Rate the severity of lost time due to injury (LTIS);

- Frequency of accidents in transport and distribution;

- Frequency of absenteeism (ABS);

- Mond index (Crowl, 1990).

This requires reference benchmarks (indicators) used at different levels. It is obvious
that we can not reduce risk to zero, therefore appears paramount limit value that can be
supported by people in current activities.

Studies have established a risk acceptability curve. This curve allows differentiation
between the acceptable and unacceptable risk. Thus, the risk of an event A, with serious
consequences, but very low frequency, below theacceptability curve isconsidered acceptable
and the risk event B, with less serious, but with a higher probability of occurrence of whose
coordinates are above the curve, is unacceptable.

The likelihood of technological risk was determined by groups of intervals specified in
IEC - 812/1985 and are:

- Extremely rare: p <7.10 h -1;

- Very rare: 7.10 <p <5.10 h -1;

- Rare: 10-5 <p <4.10 h -1;

- Uncommon: 4.10 <p <3.10 h -1;

- Common: 3.10 <p <2.10 h -1;

- Very common: p>2.10 h -1.

For industrial installations severity (severity) is an important element for risk
assessment technology. Therefore, corresponding to the seven grades of severity may be
associated seven risk levels, in ascending order, and 7 levels of security (inversely
proportional).

2. SEVESO Directives - history and actuality

Seveso is the name of a town in Italy, north of Milan, where, on July 10, 1976, a
chemical accident occurred at the pesticide factory INCESA. The production of
trichlorophenol by overheating has been eliminated in the form of extremely poisonous
atmosphere tetrachlorodibenzodioxines. The accident caused the release of about 6 tons of
toxic substances. This accident was a wake-up call that has led the European Community to
take measures to prevent similar situations.

After the accident at Seveso, the European Community has defined a "major accident"
(high risk) as an event (a substance emission, fire or powerful explosion) in relation to the
uncontrolled development of technological activities that generate a serious danger inside or
outside the company by issuing one or more toxic substances.

Directive "Seveso I" Council Directive no. 82/501/EC* on the major-accident hazards of
certain industrial was adopted June — 1982, includes a set of bonds covering employees of
industrial plants and national authorities. According to this, the European Commission is
aimed at identifying and controlling major risk of major accidents at industrial plants.

Other accidents have occured over time.

e One of the most serious technological accidents occurred on December 3, 1984 in
Bhopal (India) by accidentally dropping a toxic gas (methyl isocyanate) from a pesticide plant
belonging to the International Union Carbide Corporation.

#0.J.No L 230 of 05.08.1982.
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e In 1986, an agrochemical factory in Switzerland, attached to Basel, belonging to a
powerful corporation Sandoz fire led to the pollution of the Rhine River due to leakage of 30
tonnes of chemicals (inks and fluorescent dyes, organophosphorus pesticides, a mercury-
based fungicides). Basel city was hit by a cloud of mercaptans. It is estimated that 500,000
fish were killed, and the consequences of this accident were felt in the long term.

e The Piper Alpha, England on July 6, 1988, on the oil drilling platform there were an
explosion and fire that killed 165 workers. There was an emanation of hydrocarbon
condensate that reached into the air and exploded.

These accidents resulted in the amendment of Directive 82/501 / EEC (Seveso I). On
December 9, 1996 Seveso II was adopted, following that dated February 3, 1999 to be
applicable to the Seveso II Directive by EU Member States.

Directive "Seveso II" - Council Directive no. 96/82/EC° on the control of major
accidents caused by hazardous substances emphasis on environmental protection and presents
for the first time in the application materials that go as dangerous for the environment -
particularly water.

The new Directive "Seveso 11" aims to prevent serious accidents involving dangerous
substances and limit their consequences to people and the environment, to ensure an effective
default and a high level of safety within the community.

This directive includes the risk management aspects of the emergency plans and
specifications imposed on operators.

Directive is transposed in Romania through Government Decision no. 95/2003 on the
control of activities of major accident hazards involving dangerous substances.

A number of technological accidents with cross-border and international echoes have
led to changes in the Seveso II Directive, taking into account other activities, including those
related to mining.

On September 21, 2001, there was a very strong explosion at the AZF fertilizer factory
(nitrate, France) in an industrial area near Toulouse, in southwestern France. The force of the
explosion created a crater with a diameter of 50 meters and a depth greater than 10 meters.
The blast broke windows from windows located in the city center 3 km away and the phone
lines were down immediately, within a radius of 100 km.

On January 30, 2000 in SC Gold S. A. Baia Mare that has as activity recovery of gold
and silver by treating tailings ponds at a pond where they were stored waste, a crack appeared
and created a breach in the dam priming a length of about 25 m . This has led to the discharge
of water suspensions and cyanide, cyanide contamination of rivers Lapus, Somes, Tisza and
Danube rivers affecting the fauna and flora contaminated, contamination of about 20 ha of
agricultural land, contamination of nine wells in the town Bozanta Mare.

Thus, the new Directive "Seveso II1" - Council Directive no. 2003/1 05/EC® or Toulouse
I appeared, modifying the scope of expansion in some sectors not included in the previous
directive and also change the limits of some substances.

Seveso III Directive (2003/105/EC) was implemented in Romania by Government
Decision no. 804/2007 and establishes two classes of risk (major and minor) for industrial
facilities that use or store hazardous substances.

The aim of the Seveso Il is, first of all,the prevention of major accidents involving
dangerous substances and secondly limit the consequences both the health and safety of
people and the environment. Its provisions apply to activities involving dangerous substances
(toxic, very toxic, oxidising, explosive, flammable, highly flammable, highly flammable and
dangerous for the environment).

>0.J.No L 10 din 10.01.1997.
%0.J. No L 345 din 31.12.2003.
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Obligation to take all necessary measures to prevent major accidents and limit their
consequences on human health and on the enviroment lies with both operators, holders of
such activities and public authorities.

3. Implementation of the Seveso Directive in Romania

Competent authorities to implement the provisions of the Seveso Directive are’:
1. National level
- Ministry of Environment and Climate Change
- Secretariat of Risk;
- National Agency for Environmental Protection;
- National Environmental Guard.
- Ministry of Interior through the General Inspectorate for Emergency Situations
2. County level
- Inspectorate for Emergency Situations
- County Agency for Environmental Protection
- County Commissioner of the National Environmental Guard
In light of the Directive, operators, who are subject to its provisions, have the following
obligations®:
- Preparation of a notification activity;
- Drafting a policy to prevent - a document that guarantees a high level of
environmental protection and health;
- Writing a safety report - complex document on which the assessment is made on the
site emergency management;
- Drafting an internal emergency plan that includes measures to be applied within the
site;
- Testing and evaluating internal emergency plan;
- Review internal emergency plan in three years and safety report in five years;
- Notification of authorities in the event of a major accident;
- Notification of changes in structure, substance, quantity, organization;
- Public information on risk exposure, substances present, protection measures and
behavior;
- Provide information for the authorities to external emergency plans.
Inspectorate for Emergency Situations in the context of the Seveso Directive has the
following obligations’:
- Identification and inventory of operators subject to the provisions of HG. 804/2007;
- Check the major accident prevention policy and safety reports;
- Endorsement of internal plans;
- Develop external emergency plans;
- Review of external emergency plans;
- Organization system inspection and objectives identified (inspection planning,
inspection reports, inspection reports synthesis);
- Territorial planning (safety distances between establishments covered by HG.
804/2007 and residential areas);

7 Government Decision no. 804 of 25 July 2007 on the control of major accident hazards involving dangerous
substances, published in the Official Gazette of Romania, Part I, nr.539 from 08.08.2007, article 5.

¥ Government Decision no. 804 of 25 July 2007 on the control of major accident hazards involving dangerous
substances, published in the Official Gazette of Romania, Part I, nr.539 from 08.08.2007, article 7, 8.

? Government Decision no. 804 of 25 July 2007 on the control of major accident hazards involving dangerous
substances, published in the Official Gazette of Romania, Part I, nr.539 from 08.08.2007.
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- Prohibition of the use, operation and commissioning of sites where it is found serious
deficiencies in the implementation of prevention of major accidents;

- Investigation of major accidents occurred objectives covered HG. 804/2007;

- Approval testing schedules internal plans;

- Planning external testing plans;

- Implementation of practical exercises to test external emergency plans.

For risk mitigation, Inspectorate for Emergency Situations with the Environmental
Protection Agency Brasov and Brasov County Commissioner of the National Environmental
Guard should take the following measures:

- To identify and inventory locations that are subject to the Seveso Directive;

- To provide specialized assistance for the preparation of continuously accurate
notifications of substances on sites identified and their correct classification in the Directive,
through the specialists responsible institutions;

- Analyze and validate safety reports and major accident prevention policies, prepared
by external experts;

- Identify sites and groups of sites where there is potential risk of a major accident and
its amplification by the effect of "Domino", due to location;

- To transmit local authorities information on the location of Seveso objectives and
areas of emergency planning, in order to be considered in the development policies of the
territory, so as to reduce risks to the population;

- Set up commissions to investigate major incidents Seveso sites products and conduct
rigorous investigations of incidents that might occur;

- To organize a rigorous inspection and well planned on a systematic assessment of each
site. Upon completion of inspections to end a joint inspection report. Subsequent to monitor
the implementation of the measures imposed compliance.

The system aims inspection and planned and systematic examination of the systems
used on site, whether technical, organizational or management so as to ensure that'’:

a) the operator can demonstrate that it has taken appropriate action in relation to the
different activities taking place on site in order to prevent major accidents;

b) the operator can prove that he used appropriate means to limit the effects of major
accidents in and / or off-site;

c¢) the data and information contained in the safety report or other document filled
adequately reflect site conditions;

d) Information was provided to the public.

In the same context, the Inspectorate for Emergency Situations conducts a series of
activities which include:

- Have been inspected and approved internal emergency plans prepared by external
experts;

- Have been developed external emergency plans and track the updating and revision
based on changes made to safety reports and internal emergency plans.

Their purpose is planning a unitary measures necessary to protect life, property and
environmental quality objectives outside sites in case of major accident involving dangerous
substances.

External Emergency Plan aims to:

a) achieve in a short time, in an organized manner and in a unitary protective measures
and actions, in case of a major accident;

b) reduce the impact on human health around the site on environmental quality and
integrity of the property;

' Government Decision no. 804 of 25 July 2007 on the control of major accident hazards involving dangerous
substances, published in the Official Gazette of Romania, Part I, nr. 539 from 08.08.2007 article 18.
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¢) informing and alerting the appropriate people;

d) planning arrangements for evacuation of the population at risk in emergency
situations;

e) establishing procedures for the action off-site response forces.

- Have endorsed testing schedules internal plans and the inspections to verify their
achievement;

- Planning the testing was performed external emergency plans. Exercise testing
exercises were organized as complex multi-objective and intervention engagement of all
parties.

Inspectorate for Emergency Situations is considering short and medium term projects to
mitigate the risks and increase the safety of the population and environmental factors relating
to:

- Conduct activities for startup in safe facilities;

- Securing sites on industrial sites;

- Monitoring activities in locations that are subject to the Directive and industrial parks
in the immediate vicinity thereof;

- European funds by local governments for provision of technical and material
intervention;

- Specialized training professional staff and voluntary formations specific risk
management;

- Information and training measures for the population about the risks caused by traders
Seveso and the behavior in case of accidents;

- Identifying new locations that are subject to the Directive and tracking compliance
with the law.

To ensure improvement of prevention in the Inspectorate for Emergency Situations I
think we need to focus on preparing Seveso inspections objectives, aiming to:

- Planned and systematic checking of technical systems, organizational and
management specific objective of such

- Respecting the procedure for inspection and objectives Seveso

- Establish jointly with representatives of the County Commissioner of the National
Environmental Guard inspection program

- Provision of modern equipment for emergency intervention (special vehicle research
CBRN detector / portable gas / toxic substances)

- Provision of portable equipment for CBRN decontamination of personnel, equipment
and special vehicles

- Identify new methods of preparation for emergency intervention to extend their
knowledge on the objectives of the guards Seveso intervention (hazardous substances they
work, their properties, safety data and method of intervention)

- Execution by intervention guards of training sessions in real conditions in which to be
tested including intervention techniques and equipment.

Conclusions

From literature and specialized experience, I realize that often people's economic and
social activities, and environmental components may be troubled by the tragic effects of
natural phenomena (disasters) or human actions runaway (disaster) that can produce
destructive and violent disorder of a system or predetermined situations.

Produced usually abruptly, by surprise, warning time being short (or in some cases
absent, depending on the degree of economic development of the country in which the
disaster occurs), the largest losses are recorded shortly after the event (number of victims
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among people and animals, destruction of large volumes of goods and material values,
ecological imbalance).Besides those listed above, calamities and disasters also cause serious
mental and moral impaired population covered by this phenomenon. But extreme natural
events are not considered hazards without causing human casualties and damage. A tornado
or an earthquake occurred in a secluded, unpopulated place is an extreme natural event, but
not a natural hazard. Natural hazards thus result from the conflict between geophysical
process and people. This interpretation of natural hazards is that the central role belongs to
people, not only through their location (hazards are only where people live), but also through
the perception and their sizing.

On the other hand, what could be considered a minor incident in a developed country
can be considered a major emergency disaster value in a country with opportunities for
response (intervention) lower in such situations.

According to a report by the United Nations Centre for Emergency Assistance
Environment, an emergency can turn into a crisis when there is something wrong in the
activity response in such a situation. So, urgency, if not controlled, can easily escalate into a
disaster due to exceeding the possibilities to cope.

If, in one way or another, the crisis may be directed, the disaster may be removed.

So, by using a specialized management of the crisis, its course can be changed.

Term response refers to any action that takes place when an emergency actually occurs
and then, to reduce its negative effects on human health, economic and environmental
activities.

Emergency response is a part of disaster management including prevention,
preparedness, response and recovery. It is useful to distinguish four phases of response:

* assessments of the situation;

* stop to limit adverse effects;

* post-emergency assessment of environmental damage caused;

« rehabilitation of water, air and soil or other environmental elements affected.

The beginning of this millennium is characterized by a more pronounced impact of
human activities on Earth, leading to global environmental changes, compounded by natural
hazards. The magnitude and frequency of hazards linked more closely demonstrates the rapid
growth of world population, especially in unfavorable regions, where extremes and
imbalances occur increasingly sharper environment.
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1. General concepts related to risk management

In every type of organization daily tasks are fulfilled or not depending of different
causes. In order to have efficiency, it is an obvious necessity to have implemented a good
program of management from the decision factors. Within any management workflow, one
must take in consideration different issues and different factors that could interact with the
organization itself. The manager of a certain institution should not limit himself to treat or
solve the consequences of an event already produced. Treating the consequences never solves
the problem of the causes that have initiated the event at its origins, and thus there is a
probability to have the negative event repeated sometimes into the future. What once
happened has the potential to come again, usually with an increased frequency and a superior
negative impact on the organization and its objectives. This is the reason why when one
would tackle the concepts of management, he should also refer to problems linked to the idea
of risks and risk management.

The first problem to be approached is linked to the concepts defining risk and risk
management. Currently there are many definitions of the term of risk, with aspects of
specificity related to the area of reference of different authors. In some opinions, risk means
"a future problem that can be avoided or diminished", while in other approaches risks are
"elements to be immediately dealt with". In accordance with the definition provided by
International Standardization Organization (referring to the area of information security), risk
means "the potential of a given threat to exploit the vulnerabilities of a structure or
organization in order to endanger the objectives of that institution". It is also appropriate to
refer to the opinion emitted by Ulrich Bech, providing a social approach of the term of risk.
As follows, within modern society, providing welfare is done only in relation of a
systematically emission of risk. As follows, individuals have the tendency to identify
vulnerabilities of modern world and if possible to exploit them. As such, risk can be
considered to be a systematically way of management of the insecurities induced by social
development itself. Beck also states different categories of risks, such as physical ones
(capable to destroy life, like radioactivity, toxic residues, wars), but also social and cultural
risks (linked to education, evolution of crimes etc.).

On the other hand, referring exclusively to basic dictionaries, a more simple approach
would define "risk" as "safe".

119



From the analysis of different opinions related to risks, the main conclusion is that risk
itself is a complex term based on three variables:

- probability of a threat. A threat represents the probability of an action, inaction or
phenomenon to generate losses to a person or to an organization. Most often, threats come
from the outside an organization, but it may as we'll come from the inside. For example, in
relation with the system of Internal Affairs, a threat can be considered an insider providing
sensitive intelligence from the classified files of Romanian Police.

- probability of an exploitable vulnerability. The vulnerabilities are states of fact,
processes or phenomenon linked to internal environment of an institution, able to diminish the
capacity of reaction to a risk, or at least able to favor the apparition or development of a risk.
Romanian dictionaries define threat as the attribute of a system to be easily attacked, to have
sensitive areas'. The main characteristic of a vulnerability is that it comes from the inside,
while a threat will usually come from the outside. In relation with the previous example with
the mole, the vulnerability is the inefficiency of the system (police) to prevent and identify in
proper time the leak of information.

- a potential impact on the organization. Oxford Dictionary” defines the impact as "a
marked effect or influence". Should we extend the definition in relation with our needs, the
impact represents the damage taken by the organization in care of risk materialization. The
idea of risk exposure refers to the consequences related to pre-established objectives, in case
of risk materializations, as a combination of probability and impact’.

Referring to the previous example, risk is provided by the possibility of an intelligence
leak, offering the potential to endanger the safety of police workers, the objectives of police
itself and ultimately the legitimate interests of the state.

Risk management refers to all processes and procedures developed and all the
measures taken by the manager (or Management Authority, if case), in order to identify risks,
vulnerabilities and threats, to evaluate and characterize them, as well as taking the appropriate
measures to minimize them, revision the process and continuous monitoring. It has to be said
that at the bottom of risk management process is the concept of risk analysis, meaning
tackling, analysis, identification, quantification and characterization of a given risk.

2. Risk management and Internal Affairs

In the area of Internal Affairs, threats and the possibility of their materializations are
common problems. However, these types of threats do not reside only in one domain
(economy, commerce, politics etc.), but can have their origins in so many sources, that we
might be tempted to state that threats may come from everywhere. Also, the very nature of the
vulnerabilities within this area makes them almost impossible to accept, thus they must be
faced immediately. In the field of impact and result of risk effects, the situation tends to be
more than serious.

Currently there is a stringent need for tacking the domain of risk management,
especially in the field of Internal Affairs. We must never forget the sensitivity of this domain
and its place and role within the society. While a materialized risk in a private company is
able to provide effect on local level, and only sometimes in the exterior, threats linked to law
enforcement agencies and structures are definitely more serious and must benefit of an
appropriate response. Referring to the example of sensitive intelligence leak, the impact can

" www.dex-online.ro, accessed on 5th of September 2014.

? http://www.oxforddictionaries.com/definition/english/impact, accessed on 5th of September 2014.

3 PANFIL, Georgicd; General theories related to risk management, published in First volume of Proceedings of
scientific studies, Estfalia Publishing, Bucharest, 2011, p. 175.
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be of a limited scale (although limited is not a synonym to small in this case, as endangering
the life o a person is a very delicate situation) of a medium scale or even a a large magnitude,
providing blockages of the activity of entire sectors of police work. Let us imagine, in this
case, the eventuality of a leakage of the list with all undercover agents fighting drug
trafficking.

Within the area of Internal Affairs, the management process itself tends to be a
challenge due to the specific of the structures involved. In some cases, the chief of the unit is
the risk manager, while in other cases these tasks are fulfilled by other personnel. Beyond
this, it must be remember the fact that all institutions from the area of Internal Affairs must
face some constraints linked to decision all processes and sometimes to financial limitations.

At present, in the area of Internal Affairs, there are no types of dedicated courses of
risk management. Of course, there can be found different types of courses (master courses,
postdoctoral courses), but these are only at a general level and not focused on issues related to
risks. Some of the current managers have followed their own studies in the field of risks, but
these tackle only general concepts. As follows, the need of a unitary form of training for all
the managers from this area tends to

3. The necessity of Standardization in Internal Affairs

Currently we face a general tendency - to be found in almost every domain - to
acceding to the idea of "standardization". This concept is often subject to a wrong perception.
Basically, the term defines the process to establish and apply a standard. Furthermore, a
standard means either a level of quality or attainment, or something that is acceptable or
desirable*. The main purpose of the idea of standardization might refer directly to recognizing
and implementing some similar rules, procedures, principles, approaches etc., no matter the
area of appliance, country, institution type etc., in order to guarantee that the organization to
have implemented the standards (rules) are following similar workflows.

For a complete understanding of the concept of standardization, it has to be said that
this term is included in more complex area, the one defining quality management. Quality
management has a number of three components: accreditation (to have a reconnaissance from
an official organization linked to the system of quality implemented), certification (to confirm
the level of trust of a certain individual in a certain domain) and standardization (previously
defined). To conclude, accreditation refers to an institution, certification only refers to
individuals and standardization is usually linked to working procedures. All of those have a
final objective - to prove quality. Of course, one could state that a certain institution provides
quality work, but there is a certain necessity to both having a trusted model (a minimal set of
conditions) to follow - that would be the standard, and furthermore a special couple of bodies,
one to create the standard, another to evaluate the compliance with the standard.

It has to be said that most of the standards are provided by International Standards
Organization, which usually creates a standard in a certain domain on request of a specific
organization. However, usually standards are applicable to different organisms. Every country
has (at least) one accreditation organism, an entity with purpose to ascertain the level of
quality, the conformity and as follows the possibility of accreditation.

As previously stated, within Romanian Ministry of Internal Affairs the idea of quality
has recently increased. Most of the bodies subordinated to this ministry have manifested
preoccupation to implement different standards (usually general standards) in order to be
accredited by Romanian Accreditation Body - RENAR. RENAR presents to every institution

* http://www.merriam-webster.com/dictionary/standard, accessed on 7th of September 2014.
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a minimal set of prerequisites in order to be able to become subject of an evaluation. If an
institution proves that it meets those minimal requirements, RENAR provides the
reconnaissance of the institution's compatibility with that certain standard. At current level,
within Ministry of Internal Affairs there is no unitary preoccupation to implement a certain
standard. Each and every subordinated structure has implemented standards according to the
decision of its director. Of course, there is a rational thing to have implemented a standard
related to every structure's line of work (for example, in the area of forensic science, National
Institute of Forensic Science has implemented standards related to laboratory analysis and
crime scene investigation), but the main issue is that at current level there has not been
established a minimal level of quality in all of those bodies. There are general aspects of the
management process and related to quality assurance that should be followed in every
institution. It is a fact that risk management and risk assessment are managerial methods used
everywhere, yet we cannot say there is a common practice to have implemented dedicated
standards linked to this area. Beside, budget constraints often have a role in this so-called
chaos, due to the fact that most of the time the financial resources are barely enough to
support the basic processes of the structures, thus the idea of allotting money for accreditation
procedures cannot be out in practice. From our point of view, this could be easily solved if a
certain percentage of the ministry's budget would be reserved exclusively to the area of
quality assurance, not to say the idea of creating a strategy dedicated to the implementation of
certain standards in every institution from the ministry's subordination. Nevertheless, we
consider there is a great need for the education of the decision factors in order to recognize
and, most important, understand, the necessity of standards implementation, especially in the
area of risk management.

4. International standards used in the area of risk management with appliance in
the domain of Internal Affairs

A standard is defined by Merriam Webster Dictionary as something set up and
established by authority as a rule for the measure of quantity, weight, extent, value, or
quality’. As we've stated before, the standards have general appliance and theoretically can be
applied to any institution. At current level, we can discuss about general standards (with
general directions and principles), and dedicated ones (for example with direct references to
the domain of Risk management). For example, a general standard is ISO 9000, while
standards like the ones included in the so-called "31000 family" are from the category
dedicated to risk management. On the other hand, we can separate the standards provided by
ISO (International Organization for Standardization) or IEC (International Electrotechnical
Commission) - those being the most important bodies in the field of standards, and other
bodies, such as British Standards Institute, New Zealand Standards, Institute of Risk
Management etc. However, in direct compliance with the domain covered by our subject, this
paper will only tackle the ISO standards.

As follows, the main standards to be linked to the area of risk management are: ISO
9001:2008, ISO 31000:2009/ISO 31010:2009 and ISO 73:2009.

Referring to ISO 9001:2008 - Quality Management Systems (QMS), it has to be said
that is part of a larger group of standards® dedicated to the field of quality management from a
general point of view (thus, this group integrates ISO 9000:2005, meant to approach basic
concepts and principles in the area, ISO 9004:2009, linked to the efficiency of QMS, and ISO
19011:2011, related to the audits of QMS). This standard is actually one of the most frequent

* www.merriam-webster.com, accessed on 11th of September 2014.
¢ www.iso.org/ISO/iso_9000, accessed on 10th of September 2014.
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implemented standards worldwide, due to its general management principles and it's
compatibility with almost environment and organization. It is the only standard from the 9000
family that can be accredited, some of the structures from Ministry of Internal Affairs having
it already implemented. The idea of being a general standard (concentrated merely on
focusing on the final beneficiary and on the plus provided by the interest of top management
in the context of constant improvements of the management processes), however, has its
minuses, as within the general principles of this objective-based standard there cannot be
found the process itself of risk management, thus the necessity to tackle another family of
standards, that is the 31000s. However, a new revision of the 9001 standard is to issued in
2015, providing promises to include basic issue linked to risk management.

Referring to ISO 31000:2009 - Risk management, principles and guidelines we have
to tackle it in consonance with ISO/IEC 73:2009 - Risk management vocabulary, as they both
refer tot the same domain, one providing the connects, definitions and generic terms, the other
the basic framework of the risk management. Plus, one should also focus on a related
standard, ISO 31010:2009, concentrated on risk assessment techniques and fundamental
concepts, due to the fact that risk assessment is a vital component of the risk management.

Within the vision of ISO 31000, risk management processes should be adapted to the
realities and the organization specific, integrated within the general management workflow
and also embedded in the culture and practices of the organization’. Beyond the introduction
layer of this standard, tackling the terms, definitions and principles (sashes linked to
manager's mandate and commitment, knowing the organization, establishing risk management
general policy, accountability etc.), the most important part of it is concentrated to the risk
management process and framework. Within the vision of ISO 31000, first step to be
followed in order to integrate an efficient policy of risk management is creating an
appropriate context within the organization and defining risk criteria (levels of acceptance,
defining the purpose of risk management, establishing responsibilities, identifying the
resources, defining risk assessment methodologies to be used etc.). Risk criteria refers to the
acceptable level of risk for organization, time frames for reactions, the way to determine risk,
measuring the consequences etc.

The standard considers the risk management process to be composed from the
following steps: risk identification®, analysis’ and evaluation'® (these three activities are
known as risk assessment) and risk treatment (taking options like accepting the risk outcome,
eliminating the risk source, minimizing the threat's occurrence etc.). In parallel, there are
constant workflows in the area of communication/consultation and monitoring/review.
Furthermore, the entire process is recorded thru specific methods.

At current level, ISO 31000 cannot be used for accreditation. However, individuals
can obtain certification in this domain - many courses and training programs based on the
31000/31010 standards. For personnel placed in management positions it should be a must to
attend this form of training. From the point of view of the 31010 standard'', which contains
an explained approach of the risk assessment process (risk analysis - tackling the way to
describe the consequences, estimation of probability, analysis of likelihood etc., risk

7 ISO/EDIS 31000:2009, p.13.

¥ Identifying the risk means establishing the sources of threats and vulnerabilities associated, and provides basis
for further analysis in next step. It is very important not to neglect any possible source, as in next steps only the
identified risks are analyzed.

? Risk analysis deals with understanding the risk, the positive and negative impact on the organization, and
furthermore the probability of occurrence.

' The part of risk evaluation compares the analyzed& explained risk with the risk criteria previously established
and provides the basis for risk treatment measures.

"' 180 31010:20009.
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evaluation and the monitoring phase) and especially of the main risk assessment techniques,
we should observe that is not only intended for training the manager, but also those members
of the organization in charge with the analysis of the possible events. Should there not be such
a person within the structures from Ministry of Internal Affairs, we consider there is a
necessity to assign and most important train one, as some tasks cannot be carried out
exclusively by the manager - in this case, he is supposed to take decision based on the
assessment provided by such a specialist.

Personal conclusions

To imagine our current society without rules to follow is basically impossible. The rules
are made to be followed by both citizens and public institutions. For a ministry of such an
importance as the Ministry of Internal Affairs, one of the main conditions to exist and have proper
operations is to be trusted by the society. For any public entity, who needs trust must provide
quality. As such, quality assurance is a must for the ministry itself, and of course for all it's
subordinated bodies. As we stated above, the components of quality come from human resource
(thru certification of skills and aptitudes), from the workflows themselves and the procedures
concerning them (thru aligning them with a defined standard) and from the aggregate processes
evaluated and recognized by an external auditor (thru certification). The specificity and the
complexity of the domain of Internal Affairs makes this a sum of domains, each with it own
dedicated workflows. Workflows that, as we said, need to provide quality results. Beyond the
necessity to align most of the domains with good-practice and international standards, there are
some common things that need to be taken care of. The managerial process, with its specificity, is
to be found in every structure. As such, in every structure there are to be found external and
internal challenges - either weaknesses of the system, known as vulnerabilities, either potential
dangers from exterior, known as threats. Some threats have a specific possibility of occurrence
and to generate a damage to the organization, thus providing a risk to happen. It is in every
manager's preoccupation to ensure the best parameters for its organization to function, dealing
with the risk within risk management processes.

As stated above, some of the standards provide the possibility to accreditation of an
institution - in the case of 9001 standards, it is widely implemented and recognized by RENAR
within the structures of the Ministry of Internal Affairs, while other standards, like 31000 family
are only meant to provide instructions - but, even without the possibility of accreditation, they
provide also the fundamentals for certification of the individuals - in our case the managers in the
field of risk management. Actually, we consider the 31000 family of risk management standards
the best source for a real understanding of the risk management process in its vast complexity. We
also consider a real necessity the existence of a document to provide the steps and the way of
adapting the ISO standards to the necessities of internal affairs specificity.
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Abstract: Infrastructures, in an extremely summarized definition, constitute the
reinforcement of every socio-economic system by which it individualizes, interacts with other
similar systems, reaches a steady state and tends to work in they address.

The economic development of the countries, varied both inside the limits of the same
continent and at global scale, is reflected in the number, destination, density and territorial
distribution of the national critical infrastructures.

Wars, terrorist acts, accidents of all kinds and mainly extreme natural phenomena are
inducing outage and malfunctions of the national infrastructures, revealing their criticality.

At world level, there crystallized two trends in grounding the strategies of protecting the
national critical infrastructures. The United States™ option is based on increasing the state
and federal response to hazards occurance. The EU countries agreed to adopt proactive
measures — inside a joint subsidiarity, and integrated strategies, in order to achieve a sum of
inter-operational reaction capabilities.

Key words: infrastructure, criticality, —communities, destructive, resilience,
vulnerability, protection.

Introduction

Every nation acts permanently to identify those essential infrastructures they owe and
without which the whole society would suffer, as well as the specific factors which could
endanger them.

The criticality of infrastructures is conditioned by their status of uniqueness within a
system, "by the vital character as a material or virtual support in functioning of economic,
political, social, military, informational processes etc. and by its irreplaceable role in the
stability, reliability, functioning and security of the systems, vulnerabilities to direct risks and
to those targeting systems to which they belong"'.

1. Critical infrastructures - Evolution of the Concept

The concept of "critical infrastructure" was initially used after the Cuban Missile Crisis
(1962), an extreme situation involving the USA and the Soviet Union.

' Filofteia Repez, Protectia infrastructurilor critice, UNAP/CSSAS, 2012.
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Among various other events of political, military and diplomatic origins preceding the
crisis, from the very beginnings of the events the American president J.F. Kennedy and the
Russian prime minister N.S. Khrushchev faced difficulties in communicating in real time. In
order to avoid other tense situations, after easing the crises, there was made a direct and safe
connection between the White House and Kremlin - the famous "red thread" - and the
telecommunications became the first national critical infrastructure of the USA.

Following the bombings of the World Trade Center (1993) and Oklahoma City (1995)
the phrase "critical Infrastructure" was officially used for the first time in analyzing the
terrorist phenomenon on July, 15, 1996, in the text of the Executive Order No. 13010 for the
Protection of Critical Infrastructures, a document signed by the US president Bill Clinton.
Critical infrastructure is defined as a "part of the national infrastructure which is so vital that
its destroying or incapacity of functioning may diminish dramatically the defense or economy
of the USA" and included telecommunications, the system of electricity and water supply, the
gas and oil deposits, finance and banks, emergency services (medical, police, fire brigade), as
well as the government continuing.

Presidential Commission on Critical Infrastructure Protection, established in 1995,
reached the conclusion that "security, economy and survival of the industrialized world
depend on three interconnected elements: electric power, communications and computers™ .

The terrorist risks multiplied in the years that followed on vital state objectives and
facilities, but also at the headquarters of international bodies, simultaneously with their
increasing number and importance. The terrorist acts of September, 11, 2001 at the World
Trade Centre proved that one single country, no matter how powerful it is, can not provide by
itself protection to all its vital elements.

The phenomenon of globalization, besides advantages and positive transformations,
"creates serious breaches to fast propagation of direct threat to the security of all states". In
order to minimize the vulnerability of the national vital objectives within the main
governmental services and "to ensure the continuity of the political and economic life at any
outage and to protect the population", In October 2001 the White House administration
released a new Executive Order for the Protection of Critical Infrastructures.

The issues of defining critical infrastructures caught subsequently the attention of
international bodies.

In NATO's acceptance, the member states consider the critical infrastructure as being
"facilities, services and informational systems which are so vital to the nations that their
outage or destroying might generate the destabilization of national security, national
economy, health of the population and the efficient functioning of the government™.

Senior Civil Emergency Planning Committee inside the NATO appointed the
subordinate committees to find the solutions to a unitary approach of the problems regarding
the criteria for determining the critical infrastructures, the methods of analyzing the risk and
determining the vulnerabilities, as well as the methods of protection. The NATO activities in
the area of critical infrastructures in 2003 are part of a larger frame including also the Civil
Emergency Planning - a concept document targeting the protection of critical infrastructure
and Action Plan - addressed to the developing of the national instruments of managing the
sequels of chemical, biological, radiological and nuclear incidents/attacks, as well as the
consequences of natural disasters on critical infrastructures.

In Europe, the interest to clarify, by legislation, the elements reflecting the concept of
critical infrastructure was also accelerated by the terrorist acts. The basic issues of the
European security strategy were promoted at Paris, in March 2003, during the first

? Grigore Alexandrescu, Gheorghe Vaduva, Infrastructuri critice. Pericole si amenintiri la adresa acestora,
UNAp/CSSAS, 2006, p.10.
3 NATO - Senior Civil Emergency Planning, Prague Summit, November 2002.
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multilateral meeting of G8 on protecting the critical infrastructures. After the terrorist attacks
in Madrid, 2004, and London, 2005, the EU countries started actions of coordinating the
policies in this area by initiating, in 2006, The European Program of Critical Infrastructure
Protection. Directive 2008/114/EC imposed two sectors (services) of European critical
infrastructures: The Energetic Sector (electricity - infrastructures and installations for
producing and transporting; petrol - production, refining, treatment, storage and distribution
via pipes and GNL terminals) and 7Transports - on road, railway, air, inland waterways, sea
and ocean transport on short distances and harbours.

Besides the efforts of the EU countries' governments, there added those of the private
sector, directly interested in protecting their own infrastructures, as well as of the NGOs and
of the scientific community. The convergence factor of these processes was the tendency of
the terrorist organizations to attacking mainly elements of physical and virtual elements of
infrastructures. An example of the virtual critical infrastructures vulnerability is the attack on
Estonia's cybernetic system, in April 2007. The system was blocked for over 60 minutes
because of receiving some thousands of megabytes information packages from a hacker who
couldn't be identified and neutralized at that moment. The fast collapsing of the whole
cybernetic infrastructure of the country generated cascade effects on various other
infrastructure elements. This event is considered to be the first ever cybernetic attack in
history on a national state. Specialists say it was the most significant crisis of this type, both
from the perspective of the non-conventional character of the threat which generated it and of
its magnitude. Georgia was also the target of a methodical cybernetic attack only a few weeks
before the outbreak of the conflict with Russia, in August, 2008.

The concept of "critical infrastructure" evolved on the background of identifying new
elements of criticality of the infrastructures, increasingly diversified and depending on one
another.

From the point of view of the strategy of protecting the critical infrastructures, it seems
that the USA option is based mainly on the increasing of the capabilities of reacting to the
manifestation of hazards.

European countries agreed to adopt mainly proactive measures, developing elements of
subsidiary in an integrated European strategy and generating some productive and inter-
operational reaction capabilities.

2. General Conditioning in Producing of Extreme Natural Phenomena

Everyday reality accustomed us to the manifestation of extreme natural phenomena with
disastrous effect upon human communities and environment. The fast dynamic of the effects
of global warming, along with the uncontrolled influence of anthropogenic factors are
producing major perturbations to the natural balance of the Earth.

Statistics released after World War II revealed that the number of victims and the
amount of damages after events of geophysical origin are exceeding those resulting from
military actions and terrorist acts.

In this paradigm there is the justifying of an analysis of maximum generalization
regarding the vulnerability of communities and implicitly of their critical infrastructures in the
context of the more and more frequent manifestations of the extreme natural phenomena
generating disasters.

Although the mapping of all the risky regions on Earth cannot be done with certain
accuracy, the repeatability of some destructive events - scientifically demonstrated or
statistically confirmed - yet reveals a clear and productive image of the threatened terrestrial
surfaces. These surfaces circumscribe entities (countries or communities) with political and
administrative organizing of their own and which possess natural resources, develop
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economic activities, produce goods, services, facilities and infrastructures. Every nation is
functioning as a system, has an organizational culture, specific interests and objectives.

In the relationship between human communities and extreme natural phenomena, it is
necessary to make a clear distinction between risk - seen as being tolerable regarding the
amount of damages, and disaster/catastrophe- generating serious malfunctions at society
level, with losses that cannot be surmounted by the own effort of the affected country.

The sudden manifestation, with intensity and on large surfaces, of the natural risks and
hazards is generating vulnerability to communities and countries, regardless of their level of
organization or the economic development. In many situations, the effects of extreme natural
phenomena have regional or even global impact (earthquakes, tidal waves, volcano eruptions
etc.).

In general, specialists agree on the main conditionings which potentiate the producing
of extreme natural events: global climate changes with local and regional impact; galloping
industrialization; massive deforesting at world scale; uncontrolled expansion of the cities;
civil constructions, works of engineering art, networks with varied destinations, other
facilities are not safe to exploit any longer and loss of slopes stability.

The climate changes generate anomalies in general air circulation. Seasonal weather
phenomena (tropical cyclones, monsoons, rainfalls) turned excessive and have offset
manifestations in time, both on latitude and on altitude natural setting.

The global warming determines firstly the melting of the icecap and of the mountain
glaciers, with incalculable effects upon mankind. What consequences will it have on the
temperature and salinity of the ocean mass of water? How will it change the circulation of
ocean currents and what impact will it have on the climate? Which will be the impact of the
increasing water level of the oceans upon the coast areas in the following years (landscape,
environment, communities and infrastructures)? Scientists have to deliver answers and global
solutions to all these questions and the governments to act firmly in order to reduce the risks
and preserve the environment.

Industrial development at global scale, besides major benefits in economic and social
evolution of the contemporary society, produces deep wounds to the environmental factors.
The population's needs - much larger at the beginning of the third Millennium - are more and
more difficult to satisfy. Lester R. Brown warned in the nineties: "if ecosystems on which
mankind depends keep on deteriorating, global economy can not expand any more without
limits"".

Deforestation on large areas in order to extend agriculture, to exploit and capitalize the
wood or to construct economic objectives (roads, dams etc.) has extremely serious
consequences. The real dimensions of the massive deforestation is revealed mainly by the
diminished volume of oxygen produced and delivered in the atmosphere. The sickness of the
soil left after deforestation decreases rapidly, its capacity of water retention from the rain
decreasing as well. The decrease of afforested surfaces obliges the wild animals - potential
various diseases carriers - to leave their natural habitat and migrate to inhabited areas where,
in contact with humans, may transmit diseases which can generate epidemics hard to fight
against.

The uncontrolled expanding of settlements generated occupying improper territories
with high geological, geomorphological or hydrological risk level. Settlements and
infrastructures built along the major riverbeds are permanently exposed to floods. There can
be mentioned countries of the Southeast Asia (Pakistan, China, India, Bangladesh) but also
from South America and even Europe. At the same time, settlements on slopes are threatened

* Lester R. Brown, Starea lumii, Editura Tehnica, 1999, p. 32.
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by floods generated by hard rains. Human habitats developed on earthquake risk areas are
extremely vulnerable to seismic moves and, depending on the ocean proximity, to tidal waves.

By the diminishing of the structural resistance and safety in exploitation, constructions
and infrastructures may generate themselves disasters: floods, fire, explosions, contamination
of the population, animals and environment. We speak about dams, bridges, viaducts, tunnels,
chemical works, nuclear power stations, hydro power stations etc.

3. Risks of Extreme Natural Phenomena on Critical Infrastructures

The declared target of this paper - a general argumentation of the consequences of
extreme manifestations of natural phenomena on communities - requires a particular approach
of the main risks associated with critical infrastructures.

Extreme natural phenomena which manifest at global scale or on large areas are:
reversal of the Earth's magnetic poles; falling of cosmic bodies; hard earthquakes; volcano
eruptions; hurricanes; solar storms; landslides (involving the loss of stability of dump tailing
dams); prolonged drought; heat waves; massive snowfalls, snowstorms and extremely low
temperatures.

Reversal of the Earth's magnetic poles is a rather improvable event for the predictable
future. Although the mechanism of this geological phenomenon is not known exactly, some
scientists consider that “it is generated by the convective moves of the liquid iron in the
external core of the Earth®. This theory is also supported by Professor Peter Olson from the
Harvard University, who considers that the phenomenon is inevitable because “the Earth's
magnetic field is the result of the process of friction between the layers of its nucleus™.

The concept was imposed on public, somehow speculatively, by promoting the
phenomenon as imminent, in the context of the weakening of the Earth's magnetic field
power. The planet's magnetic field acts like a shield protecting the atmosphere against solar
wind. During a reversal of geomagnetic polarity the magnetic field decreases dramatically and
exposes the atmosphere to the entire solar flow/wind, which determines the release of oxygen
ions in space. The effect is the triggering of mass extinctions by wasting the atmospheric
oxygen, as results of the researchers of the Chinese Academy of Science say. Independent
studies demonstrate that the loss may reach 9%.

Real consequences on mankind can be catastrophic. How would living organisms react
to such a change? Or, more specific, what effect could the phenomenon have on blood flow or
on plant sap circuit? Could the value of terrestrial gravity modify? Would the effects be
