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EDITOR’S NOTE

EDITOR’S NOTE
The 87th edition of Strategic Impact journal, the second in 2023, comprises five 

articles which deal with subjects of interest in the field of security studies, followed 
by the Strategic Dialogue rubric and the Guide for authors. 

The first rubric, Political-Military Topicality, brings to your attention an article 
written in co-authorship by our colleagues, Senior Researcher Alexandra Sarcinschi, 
PhD, and Senior Researcher Cristian Băhnăreanu, PhD. It explores a trend referring 
to a continuation of the international struggle for power as traditional Realism 
defines it, but with sources of power to be explored according to the current trends 
in the security environment, medical resources and a continuing development of 
military power, respectively. 

In the NATO and EU: Policies, Strategies, Actions rubric we have included 
an article written by Mr. Dragoș Ilinca, which is aiming to bring into light the way 
in which Common Security and Defence Policy (CSPD) answers to the challenge 
of consolidating resilience, and, in the context of the war in Ukraine, a special note 
is made on how the latest EU strategic document (Strategic Compass) considered 
resilience as being one of the strategic objectives of CSDP. 

The rubric Security and Military Strategy includes an article co-authored by Mr. 
Endre Szűcs PhD and Mr. Miklós Szakali, PhD Candidate. The article examines the 
possibility to ensure complex military and civilian capabilities corresponding to complex 
security challenges, while also considering the development and the usability of the defence 
planning system, generated and used by the military to provide civilian capabilities. 

The rubric Information Society presents key elements regarding the use of 
virtual assets in illicit activities by sanctioned entities. The author, Mr. Bogdan 
Vacusta highlights the necessity to increase defence and intelligence resources for 
better data analysis on this type of entities.  

The fifth rubric, Intelligence Studies, comprises an article written by Mr. Attila 
Mate Kovacs, which deals with the topic of ransomware attacks on the healthcare 
industry. The focus is on how the detection and prevention of the attacks could be 
counteracted by constantly improving the skills of cybersecurity experts, by collecting 
and analysing large volumes of data and applying soft computing techniques. 

In this edition, we publish a Strategic Dialogue with the President of the 
Romanian Reserve Officers Association, Lieutenant General (r.) Virgil Bălăceanu, 
PhD, in the endeavour to clarify some of the most interesting topical subjects: 
challenges and realities of the Romanian Armed Forces’ Reserve; the feasibility in 
implementation of the Voluntary Military Service; main issues of Romanian Defence 
Industry, and the War in Ukraine.
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EDITOR’S NOTE

Also, this edition includes the Guide for authors, a mandatory reading for those 
who wish to disseminate the research results in our journal.

For those discovering Strategic Impact for the first time, the publication is an 
open-access peer reviewed journal, edited by the Centre for Defence and Security 
Strategic Studies and published with the support of “Carol I” National Defence 
University Publishing House, and, also, a prestigious scientific journal in the field of 
military sciences, information and public order, according to the National Council 
for Titles, Diplomas and Certificates (CNATDCU). 

Strategic Impact is an academic publication in the field of strategic defence and 
security studies journal that has been published since 2005 in English, in print and 
online. The articles are checked for plagiarism and scientifically evaluated (double 
blind peer review method). The thematic areas include political science, international 
relations, geopolitics, the political-military sphere, international organizations – with 
a focus on NATO and the EU information society, cyber security, intelligence studies 
and military history. Readers will find in the pages of the publication strategic-level 
analyses, syntheses and evaluations, views that explore the impact of national, 
regional and global dynamics. 

In terms of international visibility  ̶  the primary objective of the publication  ̶  
the recognition of the scientific quality of the journal is confirmed by its indexing in 
the international databases CEEOL (Central and Eastern European Online Library, 
Germany), EBSCO (USA), Index Copernicus (Poland), ProQuest (USA), and 
WorldCat and ROAD ISSN, as well as its presence in the virtual catalogues of the 
libraries of prestigious institutions abroad, such as NATO and military universities 
in Bulgaria, Poland, Czech Republic, Hungary, Estonia etc. 

The journal is distributed free of charge in main institutions in the field of 
security and defence, in the academia and abroad  ̶  in Europe, Asia and America. 

In the end, we encourage those interested in publishing in our journal to 
rigorously survey and assess the dynamics of the security environment and, 
at the same time, we invite students, master students and doctoral candidates to 
submit articles for publication in the monthly supplement of the journal, Strategic 
Colloquium, available on the Internet at http://cssas.unap.ro/ro/cs.htm, indexed in 
the international database CEEOL, Google scholar and ROAD ISSN.  

Editor-in-Chief, Colonel Florian CÎRCIUMARU, PhD
Director of the Centre for Defence and Security Strategic Studies
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A REALIST PERSPECTIVE 
ON THE WORLD 

BEFORE THE WAR IN UKRAINE:
 WAS THE PANDEMIC 

AN INHIBITOR 
OF THE STRUGGLE FOR POWER? 

Alexandra SARCINSCHI, PhD*
Cristian BĂHNĂREANU, PhD**

POLITICAL-MILITARY TOPICALITY

The outbreak of the COVID-19 pandemic has prompted the world to consider 
an increase in international cooperation to manage this security threat, particularly 
under the WHO and with the support of the great powers. The surprise was that 
the WHO was accused of failure and the great powers developed protectionist 
and nationalist tendencies, with states coming to the fore once again as the most 
important actors in world politics. In this context, the paper explores a trend that 
continued to exist even during the pandemic, even though the war in Ukraine was 
clearly not on the international agenda: namely a continuation of the struggle for 
power as traditional Realism define it, but with new sources of power to be explored 
according to the current trends in the security environment: medical resources and 
a continuing development of military power, despite the economic problems that 
have arisen.

Keywords: Realism; COVID-19 pandemic; state actors; struggle for power; 
public opinion; medical resources; military and economic power.
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Introduction

Today’s world is not what people expected three years ago. The COVID-19 
pandemic has affected the entire mankind and has raised new concerns about 
issues not obviously related to security, such as medical resources and vaccination. 
They have been important so far, but more on the national healthcare agenda. Still, 
since the pandemic, these issues have become obvious vital resources for human 
survival and for the state itself. The paper briefly introduces a Realist approach 
on these resources as they have been used for the last two years not exclusively 
for humanitarian assistance, but also for accentuating the struggle for power 
(respectively, the first section). The analysis will be stopped before the moment of 
Russia’s military aggression against Ukraine (February, 2022) because, since then, 
the pandemic has become a secondary issue and the military matters have once 
again become the hottest issues on the international agenda.

The question that arises here is whether moving the focus to the management 
of the COVID-19 pandemic and medical resources meant a declining interest in 
consolidating military and economic power. Or, in other words have the great powers 
been slowed down by the COVID-19 pandemic in their struggle for power?

Answering this question requires clarification of three main aspects: first of all, 
why the Realist perspective was chosen; secondly, what role did medical resources 
play in defining the struggle for power during this period of time, and thirdly, whether 
during the pandemic the struggle for power was hindered.

The choice for the Realist perspective is justified by the fact that the contemporary 
security environment shows that state actors have the most important role in managing 
a crisis of such magnitude and severity as the COVID-19 pandemic. In other words, 
as Stephen M. Walt wrote in 2020, “the present emergency reminds us that states are 
still the main actors in global politics” (Walt 2020), despite globalization. One of the 
arguments used is that, confronted with a new and dramatic threat, people turn to their 
governments as providers of safety and security (as an implication of states’ nature as 
selfish actors that seek their own security – Realism), not to international organizations 
(Liberalism) or other people and ideas (Constructivism). Nevertheless, Realism does not 
exclude the role of non-state actors, but underlines their secondary importance and the 
fact that such actors are created by states in order to serve their own interests (Vasquez 
2004) (Carlsnaes, Risse and Simmons 2013). In this pandemic context, states were the 
first actors to take action in taming the threat, despite UN (especially its agency, World 
Health Organization) and EU actions in managing the crisis.

The other two aspects will be clarified in the paper considering the classical 
Realist analysis on world politics focused on the great powers as defined before the 
war in Ukraine. This status is a consequence of the number of resources they possess, 
the way in which these resources are converted in capabilities, and how they are 
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applied as foreign policy instruments. Apart from the fact that the pandemic has brought 
to attention the issue of medical resources that were used by certain states in the struggle 
for power, as shown below, the resources emphasized by realists are natural/geographic, 
population, military and economic ones. That is why a brief analysis on specific indicators 
(the second section of the study) is required in order to validate the thesis that the COVID-19 
pandemic did not end or at least slow down the efforts to maintain and increase the military 
and economic power of the great world actors (the United States, the Russian Federation, 
China, the United Kingdom, France, and especially as a result of the present trends in the 
security environment, Germany1 and India).

The paper will show that state’s efforts for managing the COVID-19 pandemic 
and the new focus on medical resources as sources of power have not prevented the 
struggle for military and economic power in Realistic terms.

1. The Revival of States as Main Actors in World Politics 
during the Pandemic

Realism is not a school of thought exempt from criticism. Otherwise, the 
progress in political science would be inexistent. Liberal, Constructivist, and Critical 
perspectives are the most important alternatives to Realism, each of them offering 
its own explanations on world politics (Nau 2019, 26-28).

The main assumption for a Realist approach of contemporary political world is that 
the state’s role on international arena is growing as a result of the COVID-19 pandemic. 
This revival is correlated with individuals’ loss of confidence in the main international 
organizations and growth of public trust in national government during the pandemic.

Why this correlation within a Realist framework and not Liberalism which argues 
that public support legitimizes the government or Constructivism which is more 
oriented towards ideas and people? From a sociological point of view, increased trust 
in national governments is the result of their approach to managing the pandemic and 
the failure of international organizations to respond to the crisis (or at least represented 
as such by population). In fact, bringing into question the issue of public opinion is 
not a digression from the Realist perspective. As H. J. Morgenthau states, anywhere 
in the world, public opinion on international issues is shaped by national policy 
institutions, not the other way around (Morgenthau 1997, 279). Moreover, the support 
of population is important for the success of one government’s domestic and foreign 
policy. The balance between the foreign policy and the power to achieve it must be 
completed with the balance between various elements of national power. Population is 
one of those elements and popular support is one of the key requirements, apart from 
its number or government’s capacity to protect it (Morgenthau 1997, 163-168).

It should be pointed out that public opinion is far from legitimizing the role of 
states as main actors in world politics, however it is an indicator of their revival in 
1 Even though Germany is not a nuclear power.
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comparison with international organizations in the context of a crisis such as the 
COVID-19 pandemic. In this context, during the pandemic, the role of the state as 
protector of population was brought to the fore, and the issues of health, medical 
resources and the lockdown held leading positions on the public agenda.

As seen in Figure no. 1, between November 2019 (fieldwork for Standard 
Eurobarometer 92) and July 2020 (fieldwork for Standard Eurobarometer 93), trust in 
national government, regional or local public authorities and public administration increased 
with 6 pp, respectively 4 and 3 pp, while trust in UN decreased with 3 pp and recorded 
no changes for EU, although it remains below 50% for the last 6 years. The next three 
Eurobarometer shows a decrease of confidence in the government and public authorities 
(Winter 2020-2021), immediately followed by a return in trust in national authorities and 
an even sharper decline in the UN and EU (Spring 2021 and Winter 2021-2022).

Figure no. 1: The answer to the question “How much trust you have 
in certain media and institutions?”, 

according to Standard Eurobarometer 92 - 96 (% - tend to trust at EU level) 2

2 Data extracted from Standard Eurobarometer 92 - Autumn 2019 (EC November 2019), Standard 
Eurobarometer 93 - Summer 2020 (EC July-August 2020), Standard Eurobarometer 94 - Winter 
2020-2021 (EC February-March 2021), Standard Eurobarometer 95 - Spring 2021 (EC June-July 
2021), Standard Eurobarometer 96 - Winter 2021-2022 (EC January-February 2022) and Standard 
Eurobarometer 82-91 (EC 2014-2019).
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This trend might be explained by the correlation between the economic effects 
of the pandemic and the pandemic fatigue, on the one hand, and the image of the 
government as the main actor in managing this crisis. Also, it could be categorized 
as a perverse effect of the crisis management efforts (Figures no. 2-3) and does not 
imply the fact that state is no longer the main actor in its management. According 
to Realists, it shows that public opinion approves or disapproves of government 
actions, but is not stable and is influenced by various factors.

Figure no. 2: The answer to the question “In general, how satisfied 
are you with the measures taken to fight the Coronavirus outbreak by…?”, 
according to Standard Eurobarometer 93 (% - tend to trust at EU level)3

Table no. 1: The answer to the question “In general, how satisfied are you 
with the measures taken to fight the Coronavirus outbreak by…?”, 

according to Standard Eurobarometer  94 - 96 (% - tend to trust at EU level)4

3 Data extracted from Standard Eurobarometer 93 - Summer 2020 (EC July-August 2020).
4 Data extracted from Standard Eurobarometer 94 - Winter 2020-2021 (EC February-March 2021), 
Standard Eurobarometer 95 - Spring 2021 (EC June-July 2021), Standard Eurobarometer 96 - Winter 
2021-2022 (EC January-February 2022).
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In addition, there is a marked gap between population’s satisfaction with 
measures taken by various state and non-state actors in fighting the pandemic 
(Figures no. 2 and Table no. 1).

In the summer of 2020, if the difference between satisfaction and dissatisfaction 
of population with measures taken by national government is 25 pp, it is lower in 
the case of EU and WHO (UN) (Figure no. 2). The perverse effect mentioned above 
is to be seen also in measuring satisfaction with the measures taken to fight the 
Coronavirus outbreak (Table no. 1). The last three Standard Eurobarometer before 
the war shows a decrease in satisfaction both in the case of national governments 
and the EU, but it does not address the issue of WHO (UN).

In this context, one might argue that the societal trends contradict these opinion 
polls: the 2020-2021 period showed an increase in the number of social protests 
against restrictions imposed by national governments from EU countries. An 
exhaustive analysis reveals that, on the one hand, these protests were rather the 
result of pandemic fatigue and economic problems caused by the lockdown and other 
restrictive measures, and, on the other hand, there are signs that some of them were 
organized by far-right movements (Sarcinschi 2020). Actually, the Standard EB93 
shows that more than 80% of the European respondents think that the limitation of 
civil liberties was justified in fighting the pandemic (Figure no. 3).

Figure no. 3: The answer to the question “Thinking about the measures taken 
by the public authorities in (our country) to fight the Coronavirus and its effects, 

would you say that...”, according to Standard Eurobarometer 93 (% - EU)5

5 Data extracted from Standard Eurobarometer 93 - Summer 2020 (EC July-August 2020).
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In the last Standard EB (Table no. 2), the answers to the question regarding the 
support for the measures taken by public authorities excluded the term “limitation to 
public liberties” and focused on “restriction measures”. Even if the overall support to such 
measures fell below 75%, the degree of acceptance is still high and the trend preserves.

 
Table no. 2: The answer to the question “Thinking about the restriction 

measures taken by the public authorities (in our country) to fight 
the Coronavirus and its effects, would you say that they were...”, 

according to Standard Eurobarometer 94 - 96 (% - EU)6

The main assumption – the COVID-19 pandemic has reconfirmed states as the 
most important actors in global politics − is to be validated also by bringing into 
debate issues such as vaccine race, mask diplomacy, and vaccine nationalism (Blog 
by HR/VP Josep Borrell 2020) (Ramscar 2020). These trends can be correlated with 
the Realist perspective on the pandemic. Firstly, the nation that will win the vaccine 
race7 – defined as a competition for a vaccine with the highest success rate, not only 
to tame the pandemic, but also to enhance national pride and international image8 – 
will gain greater prestige in global politics taking into account that prestige politics 
is a component of the struggle for power (Morgenthau 1997, 52-57). Secondly, 
mask diplomacy9 might be a form of achieving political compliance or obedience 
by exploiting the need for scarce medical resources (placing the medical resources 
in the same category of hard power sources as military and economic ones10).  

6 Data extracted from Standard Eurobarometer 94 - Winter 2020-2021 (EC February-March 2021), 
Standard Eurobarometer 95 - Spring 2021 (EC June-July 2021), Standard Eurobarometer 96 - Winter 
2021-2022 (EC January-February 2022).
7 In this case, Germany was the winner with the Pfizer vaccine developed by BioNTech, in late 2020.
8 See the name given to the vaccines or their development programs: Operation Warp Speed (the US), 
Sputnik V (the Russian Federation), Sinovac (China), the BlessedCOVIran (Iran), etc.
9 For example, China donated masks and medical supplies in order to rehabilitate its negative 
international image as source of the SARS-CoV-2 virus (Hornung 2020). Instead, the US prohibited 
the export of five types of personal protective equipment without explicit approval, but offered its 
support for friends and partners, excepting China (The White House 2020a), and Trump administration 
threatened to withdraw from the WHO and suspend financing if it did not take action against the Asian 
state (The White House 2020b). The US withdrawal process was halted by the Biden administration 
(The White House 2021).
10 This assumption is detailed in a 2020 paper (Sarcinschi November 2020).
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Not last, vaccine nationalism – a situation in which a country strives to gain first 
access to vaccine supply and accumulate key-components for vaccine production 
(Hafner, et al. 2000) (Guterres 2021) – shows that states are selfish actors seeking 
their own security.

Therefore, the COVID-19 pandemic gave states the opportunity to reaffirm 
their role as a major player in international politics in a Realist manner. If the general 
image is that they are cooperating in order to manage the pandemic (see cooperation 
initiatives whose success have partly materialized, such as Gavi, the Vaccine Alliance 
and EU initiatives), their actions show even a cynical zero-sum game, in which one 
state’s gain means an equal loss by another.

2. The Impact of the COVID-19 Pandemic on Main Sources of Power

As Realists argue, power derives from a state actor’s possession of resources in 
relation to other actors. In this context, an analysis of world powers must be focused 
on the comparison between the most important sources of power, especially the 
material ones of a military and economic nature. Even though this section focuses 
on military power, this does not mean that the evaluation of one nation’s overall 
power must be performed by only one factor to the detriment of others. As H. J. 
Morgenthau argues, the process of power evaluation must take into account the fact 
that power is relative, it is not permanent and that evaluation must not be carried out 
by a single factor (Morgenthau 1997, 170-183). Still, for most classical Realists, all 
great powers allocate considerable resources to develop their military capabilities 
for future crisis and conflicts.

The following analysis is focused on the five Permanent Members of the UN 
Security Council (China, France, Russian Federation, the United Kingdom, and 
the United States) and Germany, as the EU’s economic engine, also India, who is 
seeking the status of major power.

The issue that arises in this context is whether or not the Realist competition 
for power has been hindered by the COVID-19 pandemic. Theoretically, this crisis 
has affected the process of maintaining and increasing military power on many 
dimensions: both the quantity and quality of active military personnel and reserve 
(the infection with SARS-CoV-2 of a large number of soldiers, the cancellation of 
training and military exercises, many activities were conducted online), the defence 
budgets (adjustments as a result of the economic crisis), the military procurement 
programs and the operationalization of force structures (cuts in military spending), 
the interoperability (reducing joint planning, training and exercises), etc. In order to 
verify these assumptions, we will follow the evolution of military budgets in recent 
years, the acquisition of military technology and techniques, including in the nuclear 
and space spheres.
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Since economic resources are one of the foundations of military power, the 
analysis of statistical data shows the evolution of GDP in all analysed countries 
between 2017-2019, and during the COVID-19 pandemic’ (2020-2021) (Figure no. 4).

Figure no. 4: Great powers’ GDP evolution in the period 2017-2021, 
according to IMF Database (billions USD)11

11 Data extracted from World Economic Outlook Database (April 2023 Edition) (IMF April 2023) .



16 STRATEGIC IMPACT No. 2/2023

POLITICAL-MILITARY TOPICALITY

The measures taken by national authorities in the second quarter of 2020 
to prevent the spread of the coronavirus led to significant declines in almost all 
economic sectors (especially tourism, hospitality, air transport, automotive industry, 
and retail), crash of the stock markets, job losses, negative oil prices, disruption 
of world trade, etc. Amid stimulus packages and the imminent arrival of vaccines, 
there was hope for an economic recovery in the second half, but the next wave 
of the pandemic ruined those plans and global economy recorded GDP decline by 
3.4% in 2020 (UN 2022, 4). Although all countries under analysis, excepting China, 
experienced an economic contraction in 2020, the data for 2021 shows growth in 
all cases as a result of the population vaccination campaigns and economic support 
programs. This picture did not translate into the area of military budgets, as defence 
spending continued to increase in 2020-2021, with only Russia and the US seeing a 
small decrease at the end of 2020 and 2021, respectively (Figure no. 5).

Figure no. 5: Great powers’ military budget evolution in the period 2017-2021,
according to The Military Balance (billions USD)12

Although the COVID-19 pandemic has affected world’s economy, most of 
the great powers have continued to increase the number of military technologies, 
weapons and equipment. For instance, the champions of acquisition, before the war 
in Ukraine, were China, Russia and India, each of them increasing in 2021 compared 
to 2020 the number of main battle tanks (+87 – Russia and +50 – India), infantry 
fighting vehicles (+640 – China and +120 – Russia), artillery (+881 – Russia,  
12 Data extracted from The Military Balance (2019-2023 editions) (IISS February 2019-2023)
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+630 – China, +50 – India), armoured personnel carriers (+400 – China), attack 
helicopters (+30 – China, +5 – Russia), intercontinental ballistic missiles (+12 
– China. +3 – Russia), tactical submarines (+34 – Russia), cruisers/destroyers/
corvettes/frigates (+23 – China, +3 – Russia) (IISS February 2019-2023). Also, even 
as the global stockpile of nuclear warheads fell to 12,705 units in early 2022, the 
worldʼs nuclear powers continued to upgrade their arsenals (SIPRI September 2022, 
342). During the pandemic up to the reference time chosen in the analysis, Russia 
continued a significant modernization process of its nuclear forces, including testing 
the RS-28 Sarmat intercontinental ballistic missile (CSIS 2021). Moreover, China 
and India increased the number of warheads to 350 and 160 in January 2022 (SIPRI 
September 2022, 342) from 320 and 150 in 2020 (SIPRI September 2020, 326) and 
even 290 and 130-140 in 2019 (SIPRI September 2019, 288). Another example is the 
United Kingdom which, due to the increased volatility of the security environment, 
was planning in 2021 to increase the nuclear warhead stockpile to 260 even if the initial 
target (in 2010) was to reduce it from 225 to no more than 180 in the mid-2020s (HM 
Government March 2021, 76). Over the period 2017-2021, the US has reduced its 
number of nuclear warheads by more than 1,000, from 6,450 (SIPRI November 2018, 
238) to 5,428 (SIPRI September 2022, 344), but plans to spend 1.5 trillion dollars in 
the next 30 years on maintenance and upgrading its arsenal (CACNP 2021).

Another important aspect in developing national power is the space dimension 
(Table no. 3).

Table no. 3: The number of orbital launches in 2020 and 2021 
and the number of military satellites operated by great powers at the end of 202113 

Michael Sheehan argues that even if space has proven to be a domain where 
non-military aspects of power can be exploited in an advantageous manner, the 
result might still be a struggle for power and influence in the global system (Sheehan 
2007, 13-15). As shown above, during 2020-2021, the pandemic has not impeded 
the development of various space programs, the great powers showing a special 
interest in this domain, of which the US, China and Russia exploit an impressive 
number of satellites for military use.
13 Data extracted from UCS Satellite Database - updated on 01.01.2022 (Union of Concerned Sci-
entists 2022) and Wikipedia, the free encyclopedia - since the official statistics on overall number of 
orbital launches is scarce and disparate, the source for above data are the following entries: “2021 in 
spaceflight” (Wikipedia 2022) and “2020 in spaceflight” (Wikipedia 2021).
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However, why is the study of public opinion, as presented in the first section of 
the paper, relevant for a Realist analysis of sources of power, since this theory argues 
that the states’ foreign agenda is not influenced by public opinion? The first section has 
shown that public opinion, even if does not legitimize states as main actors in world 
politics, is an indicator of its revival in comparison with international organizations. 
If one would think that the pandemic situation will impede states in strengthening 
their power and acting in the logic of power politics, the analysis of public opinion 
shows that even the main subjects of interest for the population (Figure no. 6) are far 
from the issue of military power, states dedicate great resources to improving it, as 
shown in this section. Europeans believe that the most important issues their countries 
are facing with today are health problems (35% on average in surveys analysed), 
rising prices/inflation/cost of living (27% on average), the economic situation (26% 
on average), and unemployment (20% on average), while great powers (including 
European powers) focus on improving their military capabilities despite the social 
situation and economic problems related to the COVID-19 crisis.

Figure no. 6: The answer to the question “What do you think are 
the two most important issues facing (our country) at the moment?”, 

according to Standard Eurobarometer 94-96 (% - EU)14

As shown above, data synthetized in this chapter represents only parts of a 
larger picture regarding nations’ military power. Still, they are enough to understand 
that, from a Realist perspective, the ultimate benchmark of national power is military 
capability (Tellis, et al. 2000).
14  Data extracted from Standard Eurobarometer 94 - Winter 2020-2021 (EC February-March 2021), 
Standard Eurobarometer 95 - Spring 2021 (EC June-July 2021), Standard Eurobarometer 96 - Winter 
2021-2022 (EC January-February 2022).
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Conclusions

The purpose of this paper is not to offer a geopolitical essay on today’s world, 
but rather a brief analysis of the main Realist landmarks translated into a globalized world 
that has faced a new threat. Therefore, the COVID-19 pandemic has brought into attention 
the issue of states as relevant actors of world politics, to the detriment of international 
organizations whose role in managing the crisis was criticized by both individuals and 
governments. However, the revival of state in world politics is accompanied by various 
pitfalls that validate the translation of specific Realist concepts in a contemporary analysis 
of International Relations. The struggle for power is one of those concepts and it is 
illustrated by trends such as vaccine race, mask diplomacy, and vaccine nationalism. They 
correspond to one of the fundamental patterns of politics, prestige politics, that concerns 
maintaining or increasing the power of a nation. All three of them have been used mainly 
by the US, China, and Russia to demonstrate their power, by means of medical resources, 
although the entire world has been suffering from the pandemic.

An important observation correlated with the world’s current state is that 
medical resources, most valued in pandemic times, are just beginning to be part of 
world politics whether referring to hard power, soft power or smart power. A further 
step in this direction is to explore the validity of the assertion that medical resources 
are sources of power, more precisely hard power. This is a crucial perspective since the 
implementation of Realist power politics into the area of global health might impede 
non-state actors’ capacity to predict, identify and manage threats to health security.

Moreover, neither the economic crisis triggered by the pandemic nor the 
competition for medical resources and vaccines has stopped the development of 
military power. The most important states of the world show a desire to continue 
the competition for power in a classical Realist manner. It is important to underline 
that since the military capabilities are used both for defending and for enabling 
states to pursue their interests, the continued competition for power, extended even 
in the area of medical resources, proves that Realist principles are still valid and 
world’s complexity is generated by power stratification and competing self-interests 
of states. The war in Ukraine demonstrates that the most powerful countries have 
continued to build up their military power to prepare for future crisis and conflicts: 
in this case, Russia for invasion, Ukraine and NATO member states for defence.
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Resilience is a dimension with a pronounced multidisciplinary character 
covering a wide range of areas of society, which gives it a fluid profile and difficult 
to fit into a conceptual-functional typology. The interest in resilience is undoubtedly 
one of the trends of the current decade, however precursory elements are found 
throughout history in the most diverse forms of manifestation. As in the case of other 
dimensions explored in recent years from the perspective of European cooperation 
in the field of security and defence, resilience was quickly integrated into the steps 
carried out under the auspices of the Common Security and Defence Policy (CSDP), 
becoming one of the key objectives of the European Union’s external action toolkit 
and, last but not least, of the operational commitments carried out globally by 
this organization. The contribution of the EU Global Security Strategy (EUGS) 
in designing resilience as a central element of the European security and defence 
cooperation agenda was defining. The main direction promoted by the EUGS was to 
strengthen resilience aspects in external action, while taking a structured approach 
to exploring options for strengthening internal resilience. Subsequently, the outbreak 
of the war in Ukraine as a result of Russia’s aggression additionally valued the 
strategic significance of states’ resilience and, subsequently, the importance of the 
EU’s contribution in this direction. 

This study is aiming to bring into light the way in which CSDP answers to the 
challenge of consolidating the resilience. In this vein, the methodological approach 
that was implemented responded the multidisciplinary character of this topic. In 
order to consolidate the comprehensive character of the present study, a historical 
perspective has been used that correlates the evolution of resilience in EU context 
with the development of various CSDP instruments. In this sense, an important 



24 STRATEGIC IMPACT No. 2/2023

NATO AND EU: POLICIES, STRATEGIES, ACTIONS

direction of research is represented by the interaction between resilience and EU’s 
external action and how the EU response to crisis situations has evolved. To a similar 
extent, this paper approached the resilience from the perspective of internal security 
of European Union, especially in the context of the war in Ukraine. A special note is 
made on how the latest EU strategic document (Strategic Compass) placed resilience 
as being one of the strategic objectives of CSDP. Given all of these aspects, the main 
conclusions of the article are emphasising the importance of adequate calibration 
of national approach in generating resilience, not only in the conceptual area but 
also on the practical aspects such as capabilities and resources required by a strong 
resilience. At the same time, a special attention is given to how the partnership and 
external interaction, especially between EU and NATO, are tailored to enhance and 
complement the national contributions in the field of resilience.  

Keywords: CSDP; resilience; EUGS; Strategic Compass; PESCO; EDF; EPF.

Introduction

Although resilience is one of the concepts widely circulated in recent years, 
precedents for its use at EU level date back to 2012, when the European Commission 
adopted the Communication on resilience (COM(2012)586). It was based on the 
experience of food crises in Africa in the first decade of the twenty-first century. 
Consequently, the European Commission’s approach was directed towards managing 
this type of vulnerability by strengthening resilience through the optimisation of its 
own external action to support developing states. Although it can be seen as a one-
off issue, the Communication provided the framework for defining the parameters of 
the EU’s overall positioning towards resilience issues. Thus, this moment is linked 
to the emergence of the first definition, agreed at EU level, of resilience referring to 
“the capacity of an individual, family, community, country or region to cope, adapt 
and recover quickly from trials or shocks” (p. 5). 

The implementation of a response formula for the two dimensions – the 
capacity to withstand shocks and the ability to recover – could only be achieved 
through a multidisciplinary strategy meant to reduce the risks of crises, doubled by 
the adaptation of internal mechanisms in different geographical perimeters. From 
this perspective, strengthening resilience was placed, as an actionable area, at the 
intersection of humanitarian and development assistance. The time perspective 
associated with this approach envisaged a long-term commitment to building 
resilience, structured on the basis of the bottom-up approach. Basically, it was 
envisaged to empower the entire set of policies and instruments from which a state 
benefited, thus strengthening resilience as an integrated approach of them. The 
generic structure of the EU’s response to building resilience included:
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− crisis anticipation and risk assessment, with a focus on reducing vulnerabilities 
at local and institutional level to enable them to be better prepared to mitigate 
negative effects, as well as to structure an effective response to incidents having 
natural causes; 

− prevention and preparedness aimed at structural, long-term/sustainable 
approach to the causes that determine the threats to the resilience and, subsequently, 
states’ vulnerabilities; this also resulted in the priority given to integration; 

− strengthen the crisis response, where major attention was paid to inter-
regional coordination and the external assistance process. It was also considered 
the importance of defining strategic priorities in strengthening immediate/short-
term resilience (early recovery), as well as in a longer temporal situation. Given 
the overall profile of the EU’s commitment, it was envisaged to connect European 
policies, especially the Common Security and Defence Policy (CSDP), for crisis 
situations that could mark the conditions for implementing the cooperation agenda 
with the affected states. 

The principles and courses of action submitted by the European Commission 
have been politically validated by the Conclusions adopted at EU Council level on 
resilience (Council Conclusions on resilience, 2013). The Council’s approach gave 
additional political input to the EU’s approach to resilience, stressing the importance 
of linking policy dialogue with development and humanitarian processes/initiatives. 
Building on the milestones of the Commission Communication, the EU took into 
consideration a wide range of situations which helped to consolidate resilience, 
such as: conflicts, insecurity, weak democratic governance, economic shocks, 
natural accidents, climate change. Thus, the conceptual platform submitted by the 
Commission as regards the principles underpinning the EU approach was formalized 
(GAERC, 2013, pg. 3-4) starting from the following principles: 

− the primary responsibility of governments in developing resilience; 
− convergence of vision between the different national actors involved, as well 

as between EU and Member States; 
− medium and long-term approaches to humanitarian and development 

planning; deepening bilateral and multilateral cooperation in implementing the 
resilience-building agenda; 

− promoting an active approach to specific aspects of conflict situations, 
in particular as regards the humanitarian, development and policy dialogue 
dimensions;

− the need to invest in local capacity, while developing regional potential and 
constant dialogue with different local entities;

− commitment to long-term development of resilience;
− ensuring the implementation of the gender perspective;
− focused approach to vulnerabilities;
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− supporting sustainable solutions among the refugee population; 
− promoting transparency and efficiency in implementing resilience, including 

from the perspective of developing measurement tools. 
The implementation of these principles was to be achieved through an Action 

Plan that outlines the features of EU approach in terms of the central role of states 
in implementing measures regarding: strengthening resilience, topics of interest 
– civilian population; promoting the action matrix bringing together coherence – 
complementarity – coordination – continuity. Under these conceptual auspices, the 
advanced priorities for the EU’s contribution in support of other states were the 
following: EU support for the development and implementation of national and 
regional approaches to resilience, internal capacity and partnership; innovation, 
learning and advice; resilience support methodology and tools (Action Plan for 
Resilience , 2013).

2. Strategic Approach to Resilience

Undoubtedly, the Commission’s Communication and its political validation 
were the cornerstones of structuring EU’s approach to resilience. Already at this 
stage, however, the focus on addressing resilience in the context of EU’s external 
action in relation to partner states is distinguished. The premise of this approach 
was that developments in the immediate vicinity of the EU were likely to generate 
disruptive effects on the security of Member States. Thus, it became an immediate 
need to strengthen the EU’s support capacity, especially when the capacity of most 
states in the immediate vicinity was particularly fragile to face major challenges to 
their own stability. 

At the same time, the ownership of the European Commission, at this stage, 
outlined specific features characterized by standardization of support formulas and 
having a pronounced economic character. From this perspective, the Commission’s 
Communication is a specialized and initial element in the comprehensive definition 
of resilience at EU level. In June 2016, the defining moment was represented by 
the adoption of the Global Strategy of the European Union (EUGS). At its level, 
resilience was one of the main elements promoted in association with the EU’s 
global profile in the area of security and defence. The EUGS also offers a bivalent 
perspective on resilience, centered both on the internal component, at EU level, and 
on the external action of the European body (EUGS 2016, p. 4).   

In this respect, strengthening resilience in the European context has added extra 
valences to the existing framework at the time of the EUGS emergence. The dominant 
note of how this objective was designed concerned both the dimension of democratic 
values and principles, as well as the security note in which instruments and policies 
developed at EU level would be used to build resilience (e.g., cybersecurity and 
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countering hybrid threats). From the perspective of external interaction, resilience 
was projected as one of the priorities of the EU’s external action, focusing on the 
dimension of the two vicinities and approaching both state and societal level. Within 
this framework, EU will support the different courses of action by focusing efforts 
and support for these states in key areas (governmental, economic, climate, energy). 
The EUGS also advances a new interpretation of resilience as a concept extended 
from the individual to society as a whole. The existing conditionality between 
security – prosperity and democracy – resilience is the essence of this approach in 
which the EU must promote and invest sustainably in the resilience of states and 
societies. The geographical perspective is extensive, including states “from Central 
Asia to the south of Central Africa” (EUGS, 2016, p. 23). At the same time, the 
concrete ways to promote this objective cover a wide range of formulas, including 
both the criteria associated with the enlargement process and the cooperation policy 
within the European Neighborhood Policy (ENP), as well as adapted policies aimed 
at responding to deficits and the critical situation at local level, such as: fight against 
terrorism, corruption, organized crime and the protection of human rights. To these 
are added the local ownership in terms of justice reform, security and defence sector, 
respectively the construction of relevant capacities at state level. In this context, 
CSDP is individualized as an instrument with the potential to deliver tangible results 
in terms of partner states’ capacity to ensure the necessary security conditions for the 
deployment of assistance programs on the ground.

Within the level of ambition promoted by the EUGS as reflecting the EU’s 
global profile in the area of security and defence, resilience has been a substantial 
component associated with partner capacity building. The separate note refers to 
the systematic approach of this area for states that are in the process of recovery in 
a post-conflict context or of increased instability. This includes the role of CSDP 
to provide assistance and expertise to strengthen partner states’ national capacities 
and to provide expertise and assistance in countering hybrid threats, including 
cybersecurity, strategic communication and border security. Also, responding to the 
bivalent internal-external perspective, the issue of resilience is also addressed in 
correlation with the EU’s internal potential to face security challenges and risks, 
especially in terms of protection of critical networks and infrastructure, supply 
chain security, promotion of technological endowment and investments in defence 
(Implementation Plan on Security and Defence, p. 3).  

The structured and, equally, comprehensive vision promoted at EU level through 
the Global Strategy and its implementation plan placed the issue of resilience on 
strategic coordinates. One of the facets that the EUGS promoted undoubtedly 
concerned the security and defence dimension of the resilience-building effort. This 
approach encompassed both the operational dimension and the launch of concrete 
capability initiatives and projects. At the same time, concern about the security aspects 
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of resilience was manifested in the context of the security environment degradation 
following the Russian invasion and occupation of the Crimean Peninsula. On these 
coordinates, EU’s efforts in the field of resilience were advanced in a much broader 
manner than before, including the options through which European cooperation in 
the field of security and defence could respond to these concerns, both internally and 
externally. 

The EUGS’s course of action on the importance of resilience in the context of 
EU external action was deepened in a new Communication adopted in June 2017. 
The characteristic of the new approach was to promote an integrated approach. Under 
the auspices of new political directions and structured as a long-term commitment. 
Without excluding the practical dimension of cooperation with partner states, the 
deepening of the bipolar perspective was envisaged, the internal dimension of 
resilience being addressed more carefully, in a complementary manner with external 
action approaches. 

It can be argued on an attempt to extend the conceptual framework for 
reporting the EU to the issue of resilience. Practically, it concerns another phase 
of the evolutionary process that was initiated in 2012 when the Commission 
Communication, based on a particular evolution in the field of food security, placed 
resilience in a context relatively limited to the capacity to withstand shocks. Contrary 
to this approach, EUGS has projected a more comprehensive perspective, extending 
the issue of resilience to society as a whole, with obvious political vocations linked 
to democratic rights and foundations. In the context of the realities determined by 
the emergence of the EUGS and, subsequently, of the adoption of an EU level of 
ambition in the field of security and defence, the new Communication also aimed to 
adjust the conceptual framework – practically to the new realities generated by the 
EU’s profile as a global actor. Thus, we can talk about the reassessment of resilience 
as a foreign and security policy instrument, as well as an essential parameter for 
calibrating the efforts of Member States and the Union to strengthen the stability 
and security of their own area. On these coordinates, resilience becomes a strategic 
priority structured, thus, on all levels and much closer to the capacity of adequate 
functioning of the state. 

In terms of internal resilience, it can be advanced the idea of designing it as a 
deterrent formula, meant to prevent coercive or aggressive actions from the external 
environment. Within this perspective, EU’s capacity to anticipate and, subsequently, 
initiate proactive political and operational actions was a priority direction (JOIN(2017)21 
final, p. 15). In order to achieve the EU’s capacity to optimally manage the challenges 
to internal resilience, concrete dimensions of action were envisaged to: 

− Resilience against hybrid threats – with priority in strengthening critical 
infrastructure protection, diversifying energy sources and developing defence 
capabilities. The potential for connection between Member States was to be one 
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of the strategic priorities of this area, contributing to deepening integration and 
interconnection at EU level;

− Cybersecurity – through internal reinforcement of communication services 
and networks within the EU as well as EU external support to the UN, including 
cross-border cooperation;

− Strategic communication – focused on increasing the resilience of EU 
population to disinformation, as well as increasing EU’s capacity to manage the 
challenges of this area on geographical coordinates;

− Countering terrorism and violent extremism – in addition to domestic 
aspects of detecting, preventing and exterminate terrorist organizations and sources 
of funding, partnership development and bilateral dialogue were envisaged;

− Strengthen the security of critical transport infrastructure – including in terms 
of developing interaction and cooperation with non-EU states to reduce the threat 
in this area. From an internal perspective, internal capacity development, strategic 
awareness, IT tools are considered; increasing the role of the police and judiciary;

− Cooperation between EU and other multinational organizations.

3. Strategic Compass and a New Perspective on Resilience

The adoption of this document is also placed in the context created by the 
European Union Global Strategy aimed at developing more ambitious European 
cooperation in the field of security and defence. On this line of action, the first 
discussions regarding the rationale for adopting a new strategic level document 
converged towards giving particular importance to the issue of resilience identified 
as one of the main directions of action that European cooperation had to pursue. As 
is known, the Strategic Compass was adopted at the Foreign Affairs Council meeting 
on March 21st, 2022. The peculiarity of the moment was accentuated by the fact 
that it took place less than a month after the launch of Russian aggression against 
Ukraine. The impact of aggression would be reflected intensely in terms of valuing 
the importance of resilience, both in terms of external action and in terms of internal 
capacity at Member State level to face security challenges to their resilience. 

Unlike other documents and approaches used at European level in the development 
of this area, the Strategic Compass places resilience much closer to the internal security 
of the European Union. Clearly, this course of action derives from the dramatic acuity 
of the war in Ukraine and a relatively insufficient level of coagulation of some options 
to ensure internal security at European level. Equally, the perspective advanced by 
the Compass in terms of promoting resilience can be regarded as an upper stage in 
the development of the European agenda, structured by deepening the directions of 
action generated by the EUGS, while adapting the EU’s level of ambition in crisis 
management to the realities generated by the war in Ukraine. 
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In terms of continuity with advanced elements through the EUGS, the resilience 
approach at Strategic Compass level provides concrete directions for implementation, 
as is the case with the development of tools to combat cyber and hybrid threats. 
Capacity building at European level is also envisaged in terms of resilience in 
managing interference and manipulation. The dominant note projected by the new 
document is strongly anchored in the idea of internal capacity building in these 
areas, with emphasis on developing the potential for anticipation and early warning 
on the imminence of aggressive actions. Equally, the functional parameters of the 
envisaged toolkit target both the conceptual dimension and the capacity to identify, 
deter and defend actions in the cyber and hybrid domains, profiled in an integrated 
matrix, supported by an efficient communication system. The relationship of these 
objectives with the operational dimension of the EU developed under the CSDP 
aegis was likely to provide novelty elements that the Strategic Compass brought in 
the context of European cooperation in the field. 

Based on the need to coagulate a concrete action profile in the field of resilience, 
the creation of that type of relevant capabilities was envisaged to strengthen the posture 
of operational commitments regarding hybrid and cyber threats. The empowerment 
of initiatives developed in the field of capabilities such as the Permanent Structured 
Cooperation (PESCO) and the European Defence Fund (EDF) represented a 
concrete dimension through which the field of resilience was translated to the level 
of practical cooperation projects with the participation of Member States (Strategic 
Compas, 2022, p. 22). At the same time, addressing the operational development 
potential in cyber and hybrid management was also reflected in the development of 
specialized teams that could be engaged in support of Member States.  

The internal dimension of resilience has been placed in a higher matrix in 
terms of ambition juxtaposed to the EU’s global security profile. The main element 
concerned the objective of ensuring the Union’s access to strategic areas (maritime – 
air – space), resilience being seen from the perspective of strengthening the capacity 
to promote EU interests at global level. The disclaimer of these objectives aimed at 
adapted implementation, including both a component to complement the conceptual-
doctrinal framework and concrete aspects of implementation in an institutional 
context shared between the European Commission and EU Council. The space 
policy, with direct applicability in the field of security and defence, represents one of 
the distinct directions advanced by the Strategic Compass, both from the perspective 
of situational monitoring, the development of necessary capabilities, and reaction 
potential (Strategic Compass, 2022, p. 24). 

On March 10th, 2023, building on the priorities advanced through the Compass, 
the European Commission and the High Representative for Foreign Affairs and 
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Security Policy presented a Communication on the EU Space Strategy in the area 
of security and defence. At this level, the issue of resilience was seen as a priority 
in terms of ensuring EU access to the spatial dimension. Thus, resilience translates 
into achieving the autonomous capacity of the European Union to act autonomously 
and, subsequently, to ensure the protection of its own facilities and capabilities. 
The connection of this approach with the security and defence dimension is 
validated by promoting an active posture across the entire set of space systems and 
services developed by the EU (JOINT COMMUNICATION TO THE EUROPEAN 
PARLIAMENT AND THE COUNCIL on the European Union Space Strategy for 
Security and Defence, p. 7). It should be mentioned that this approach represents 
a premiere for the European Union, being the first strategic vision on the use of 
space, including through direct applicability in the field of security and defense. The 
priority given to resilience is also found at the level of integrating the functionalities 
foreseen for the space approach, together with those related to cyber and hybrid 
dimensions, within a matrix for managing asymmetric challenges and threats (JOINT 
COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL 
on the European Union Space Strategy for Security and Defence, p. 9).   

Equally, the dimension of partnerships and relations with third states that 
the Strategic Compass addresses in the context of developing resilience cannot 
be excluded from discussion. Together with the operational arm of CSDP, it is 
the building block of external resilience that includes elements associated with 
cooperation between the EU and partner states in the two neighborhoods. Basically, 
the Strategic Compass represents a new opportunity to explicitly reconfirm the 
interest in continuing EU’s commitment in supporting and developing the resilience 
of partner states. The operationalization of this objective mainly concerns the tools 
developed in the context of external action and, subsequently, CSDP. On the same 
coordinates of the manifest interest in deepening cooperation in the field of resilience 
is placed the capitalization of the partnership formulas developed by the EU in 
relation to other international organizations. As with other aspects, the provisions 
of the two EU-NATO Declarations, adopted in 2016 and 2018, were milestones 
on how to deepen cooperation in the field of resilience. On these coordinates, the 
framework provided by the two documents included a consistent set of actions and 
cooperation projects in the cyber, hybrid, CBRN resilience, exercise coordination, 
strategic communication as well as in terms of harmonizing the approaches of the 
two organizations in strengthening the resilience of partner states. The focus on the 
resilience component of EU-NATO cooperation was one of the elements advanced 
through the Third Declaration signed by both organizations in January 2023  
(EU-NATO Declaration, 2023). 
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4. Dimensions of Resilience Implementation 
in the Context of European Security and Defence Cooperation

Building on the milestones advanced in the Commission’s 2017 Communication, 
four components were envisaged for the external dimension covering and applicability 
of CSDP to be included in the external action to: 

− improving analytical capacity and disseminating risk analysis at national and 
regional level, as well as interaction at Council level to ensure policy dialogue and 
programming of assistance;

− introduction of a dynamic system for monitoring external pressures and 
faster political and diplomatic response; 

− mainstreaming resilience in external action planning and financing;
− development of international and practical resilience policy (Strategic 

Approach to Resilience, 2017, p. 5). 
At the same time, the strategic paradigm agreed by the EUGS regarding the 

applicability of the concept of resilience in a “the whole of society” approach is 
completed by the dimension of basic functionalities and mechanisms of state 
functioning. From this perspective, the contribution of external action and subsequent 
CSDP was intended to ensure a resilient environment in EU’s vicinity while 
contributing to overall resilience within the Union (JOINT COMMUNICATION 
TO THE EUROPEAN PARLIAMENT AND THE COUNCIL A Strategic Approach 
to Resilience in the EU’s external action). In this regard, the role of European 
cooperation in security and defence can be seen as backdating the formalization 
interval of EU’s priorities in the field of resilience. Thus, elements associated with 
support to neighborhood states for resilience building can be identified in terms of 
mandates set for crisis management missions and operations that the EU will carry 
out from 2003. 

They also cover both military and civilian commitments. Even if for the period 
prior to adoption of the EUGS, resilience was not explicitly mentioned as one of 
the main goals, the objectives of the missions and operations carried out between 
2003 and 2017 support the strengthening of the resilience of EU-supported states. 
The most relevant dimension in this direction is support for security sector reform. 
This element is also common to the commitments in the Western Balkans, launched 
in the context of restoring the security climate after the outbreak of conflicts in the 
former Yugoslav area. On these coordinates is placed the Civilian Police Mission of 
Bosnia and Herzegovina (EUPM BiH) (2002/210/CFSP), respectively the Althea 
military mission deployed since December 2004 in the same geographical perimeter 
and, last but not least, the missions in North Macedonia. Subsequently, the typology 
for structuring support to state institutions in the EU’s neighborhoods has diversified 
substantially, including complex formulas of assistance to the armed forces and 



33STRATEGIC IMPACT No. 2/2023

NATO AND EU: POLICIES, STRATEGIES, ACTIONS

police in an extended context of the security sector reform process, as in the case of 
missions in Africa (Central African Republic, DR Congo, Sahel - Mali and Niger, 
Somalia, Mozambique). On these coordinates, there are also a series of missions 
targeting niche/specialized support on the reform component of the legal system and 
in the field of human rights (Georgia, Iraq, North Macedonia). 

The importance of resilience in connection with EU’s operational commitments 
in crisis management has benefited from an additional validation in the security 
context affected by Russia’s aggression against Ukraine. In view of the marked 
degradation in the security environment in Europe, the focus on resilience in terms 
of how EU can contribute to strengthening the capacity of partner states has gained 
significant emphasis. In terms of EU-led operational commitments, this approach is 
best reflected in the context of the Partnership Mission launched by the EU to the 
Republic of Moldova at the end of April 2023. The main objective of this operational 
approach aims to strengthen the resilience of the security sector of this state in the 
field of crisis management and the capacity to combat hybrid threats, including 
cyber security and combating manipulation and external interference. The inventory 
of measures envisaged covers a wide range of possibilities for implementing EU 
support, ranging from identifying support needsin different areas to advising on the 
development of the security sector conceptual framework  (2023/855 ). 

In addition to the operational agenda, the implementation of resilience in 
the CSDP context is also manifested through the instruments developed in recent 
years, building on the provisions of the Lisbon Treaty. It was mentioned earlier 
capitalizing on the potential of cooperation formulas in the field of capabilities as 
an option to optimize operational commitments, to which is added the possibility 
of using financing instruments to support the reform processes of the armed forces 
in partner states. This is the context in which is placed the European Peace Facility 
(EPF), an instrument created in March 2021 as part of the process of reconfiguring 
external action instruments in support of the objectives of the EU Global Strategy. 
Obviously, the main direction aimed at streamlining the support provided by the 
European Union to partner states in both geographical neighborhoods. The distinctive 
character of the EPF is given precisely by the emphasis placed on defence issues, a 
trend set by the Treaty of Lisbon and, subsequently, by the EUGS. According to the 
functional parameters associated with the defence dimension at EU level, the EPF 
was structured on two components/pillars aimed at ensuring common costs related 
to military operations (pillar I), respectively financing assistance measures for the 
armed forces of partner states (pillar II). 

At the level of the objectives set for the functioning of the EPF, the resilience 
of the states receiving EU support was one of the priorities in terms of strengthening 
their military and defence capabilities ((CFSP) 2021/509 , p. 46). Resilience is also 
approached from a broad perspective through the possibility for the EPF to support the 
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actions of regional and international organizations in the field of crisis management. 
The main way of implementing support is through assistance measures proposed 
by the High Representative for Foreign Affairs and Security Policy in cooperation 
with Member States and approved by the EU Council. The principles envisaged for 
defining these assistance measures shall cover: 

− their consistency with the policies and objectives of EU’s external action to 
strengthen peace, prevent conflicts and strengthen international security;

− compliance with EU law, EU policies and strategies and UN Security Council 
resolutions;

− compliance with the obligations of the Union and its members, in particular 
human rights and relevant legislation;

− taking into account the specific character of Member States’ defence policy 
and not running counter to the security and defence interests of the Union and the 
Member States. − Beyond the operating reasons behind the EPF, this new 
instrument contributed to a much closer rapprochement between European defence 
cooperation and the dimension of EU external action. At the same time, the financing 
opportunity that EPF offers to partner states is a premiere in terms of predictability 
of financial support in the defence field. However, the EPF was built on the formal 
framework provided by the EU Treaty for regulating European defence cooperation, 
according to which such expenditure cannot be borne by the EU budget. From this 
perspective, the EPF budget was built outside the Multiannual Financial Framework 
2021-2027, targeting a total financial envelope for the two pillars of EUR 5 billion, 
staggered for the mentioned period. 

The assistance measures adopted by the EU between 2021 and 2022 targeted 
a number of states such as Somalia, Mali, Niger, Georgia, the Republic of 
Moldova, Ukraine, Bosnia and Herzegovina, as well as in support of African Union 
peacekeeping missions. Also, in the context of the war in Ukraine, triggered by 
Russia’s aggression, the European Peace Facility is the main instrument through 
which the EU provides assistance to the Ukrainian armed forces, its level currently 
reaching approximately EUR 4.6 billion. 

     
Conclusions

Although resilience is a relatively recent emergence in the landscape of European 
security and defence cooperation, within a short time it has become one of the essential 
milestones on the Common Security and Defence Policy agenda. This approach tends 
to be strengthened both conceptually and in reporting on practical steps to develop 
capabilities and allocate resources that match the focus on resilience. 

As can be seen, the manner of deepening resilience in the context of CSDP is 
highly multidisciplinary, where both operational aspects and elements associated with 
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the capability agenda are found. In this equation, we cannot discuss a distinct path to 
resilience, the option taken at the European level being to associate this conceptual 
paradigm to the operating framework and objectives pursued in the context of CSDP. 
The approach within these parameters also explains the absence of a distinct level 
of ambition to ensure resilience in a security and defence context. However, the 
positive impact of corroborating resilience with the security and defence cooperation 
agenda cannot be overlooked, which contributes to strengthening the relevance of 
cooperation programs with different partners and third states and, subsequently, to 
substantial progress. In the same paradigm is positioned how resilience is reflected 
at the level of cooperation formulas developed by the European Union in relation 
to other international organizations. EU-NATO interaction is one of the courses 
of action with substantial development potential, all the more relevant from the 
perspective of strengthening convergence between these organizations. 

Obviously, the emphasis placed on the external dimension of resilience is 
also dictated by the profile of European cooperation in the field of security and 
defence, whose directions of manifestation are, according to the provisions of the 
EU Treaty, exclusively external to the geographical space covered by the European 
Union. However, the realities of the security environment, culminating in Russia’s 
aggression against Ukraine, bring to attention the importance of addressing resilience 
from the perspective of internal security and defence of the European Union. This 
trend has already gained consistency through the development of relevant EU tools 
in areas such as cyber defence, hybrid threats and space security, with significant 
interest from Member States to move in this direction.
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Due to the increasing complexity of the security challenges, it is necessary to 
change the approach and understand security in a much more complex way than 
before. We consider it even more important to provide the capabilities needed to 
meet complex security challenges than changing the theoretical approach. Without 
providing the necessary capabilities, we will not have a chance to prevent and 
manage complex security challenges.

In the present article, we examine the possibility to ensure complex military 
and civilian capabilities corresponding to complex security challenges. Also, 
it is being considered the development and the usability of the defence planning 
system, generated and used by the military, in order to provide civilian capabilities. 
Furthermore, we propose to set a parallel structure for military and civilian capability 
development to provide adequate complex capabilities for complex challenges.
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Introduction

Throughout history, security has been identified with military security by 
many branches of science, politics and common knowledge alike. Based on this 
approach the main driver of security was to avoid armed conflicts and war, almost 
everything had to promote this policy. The international security institutional system 
and states’ security structures were also established with focus on the management 
of the military field of security. Accordingly, every effort was made to provide the 
necessary military forces and capabilities essential for military security.

However, new types of non-military security challenges are increasingly 
gaining ground in our time. If we consider the basic problems of our days, the COVID-
19 pandemic, the effects of climate change, and the extremely rapid development of 
technology, we can experience that they have already determined our security and expect 
to have an even stronger impact on it in the future. These challenges do not only cause 
security risks or dangers in the security dimension, but rather appear in a complex way 
and have a significant impact on several areas of security. One must admit that neither 
the international security institutional system, which mainly focuses on military security, 
nor the states are prepared to deal with comprehensive security challenges. Certainly, 
international security organizations are trying to adapt to the current challenges and help 
in the prevention and management of new types of security challenges. However, they 
lack the capabilities, resources and in many cases, the authorization in dealing with the 
roots of the problems and thereby, real crisis management. Beside the field of military 
security, there is no scientifically based method or procedure for capability development 
and crisis management appearing in any other non-military dimension of security. This 
statement is even more exact with regard to complex security challenges touching 
numerous dimensions of security. However, considering the nature of potential security 
challenges covering several areas, it is not possible to develop specific capabilities to deal 
with each challenge due to the limited availability of resources and the time-consuming 
nature of capability development process. Therefore, a solution must be found which, 
although not specific, can ensure the survival of a country and its population and the 
management of the emerging crisis by maintaining and developing vital capabilities in 
the long term. A tool already developed and applied successfully in the field of military 
security, which is defence planning, can significantly help, since this tool was of crucial 
importance in security and peace preservation during and after the Cold War, including 
current changes in the security environment.

1. Defence Planning and Changing Challenges  

The 20th century security concept was also reflected after World War II when the 
international security institutional system (UN, NATO, EU, etc.) was established. 
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The basic task of the institutional system was to prevent the outbreak and escalation 
of armed conflicts, thereby avoiding a new war. (UN, un.org 1945) (EU, european-
union.europa.eu 1945-59) Therefore, the international security institutions developed 
their own specific policies, capabilities and assets to fulfil this determinate objective. 
In the security environment defined by the military confrontation, it became obvious 
that only those organizations were important enough and could achieve real results 
in maintaining security, which had real military strength and capabilities. (NATO 
1949) Organizations without effective military power became weightless and had 
no influence in security issues.

On the Western side, the system of defence planning was one of the decisive 
tools that ensured the West’s military strength and capabilities during and after the 
Cold War, in the midst of multilateral challenges. At the beginning of the Cold War, 
NATO’s military and civilian planners were not yet thinking in terms of long-term 
forward-looking planning. In April 1951, NATO forces were limited to twelve land 
divisions, 400 fighter planes.  (Bitzinger 1989)

After the German capitulation, the 4,720,000 Western forces were reduced to 
only 879,000 troops. The Soviet Union, on the other hand, maintained its wartime 
armed forces of 4 million gaining an obvious superiority over the West. (Bitzinger 
1989) The emerging military situation forced the Western planners to balance the 
Soviet military superiority as soon as possible, which also meant averting a potential 
military conflict.

When they achieved this short term and very demanding aim, the lessons had 
been learned, namely the “reactive mode” (force and capability balancing) should be 
avoided. They recognized that a forced situation where they always had to follow in 
their opponent’s footsteps required great effort and resources in the short term, and 
in case of failure, the opponent could gain advantage that might upset the military 
balance and increase the risk of armed conflict. This realization was followed by 
the forward-looking planning of military forces and capabilities for an increasingly 
longer term. Only such long term forward-looking planning could continuously 
provide the necessary military forces and capabilities for maintaining the regional 
security and ensure the advantage, ultimately, the victory of the Western bloc in the 
Cold War.

It became general opinion that relying on the economic advantage of the West 
did not make it easier to overcome the military power of the Eastern bloc. In our 
view, given the recognition of the West’s economic advantage, the role of defence 
planning should be highlighted. The Western planners recognized the fact that it is not 
enough to spend more and more resources on the development of military forces and 
capabilities, it is not enough to “pour money into defence”. Even the richest country 
was not and is not currently in a position to spend the maximum of resources on 
every segment of defence (maintenance, capability development, operations, etc.). 
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Therefore, “smart spending” became particularly important, which determined the 
proportion of resources to be spent on the main activities, maintenance, operations 
and capability development, as well as provided the resources for the implementation 
of the most important objectives (priorities). 

Without this theoretical approach, there was a risk of wasting resources with 
multiple negative consequences, i.e. resources ran out and usable, advanced forces 
and capabilities were not created. All these considerations made necessary the 
application and development of defence planning. In the development of defence 
planning process one of the cornerstones was the development of the US Planning-
Programming-Budgeting System (hereinafter: PPBS) (Britannica 1961) (Tulkoff-
Gordon-Dubin-Hinkle. 2010), which brought the political objectives, military 
capabilities, resources and time constraints to the same platform and dealt with them 
based on their interrelations. Building all of this on a short, medium and long term 
time horizon provided the necessary foresight and capability development to meet 
expected security challenges. The system was adapted by NATO and its member 
states and further developed according to their goals and characteristics. (Stojkovic-
Dahl 2007)  The system of defence planning proved to be successful during the Cold 
War and, then, also responded in a flexible manner to the challenges of the changed 
and more demanding security environment following the Cold War. It has been able 
to provide adequate forces and capabilities for crisis management, counter-terrorism 
and anti-piracy operations and currently for the deterrence and defence strategy of 
the West to prevent the spill over of the Russian-Ukrainian war.

The 21st century has passed beyond the exclusive nature of military security 
challenges and complex security challenges has gained ground and became decisive. 
Nowadays, there is no security challenge that affects one security dimension 
exclusively, and does not spread to other sectors of security (political, economic, 
societal, military and environmental) (Buzan-Waever-Wilde 1997), turning it into 
a comprehensive challenge or crisis. (NATO-ACT 2017)  Considering the recent 
security events, it became clear that these complex security challenges cannot be 
managed using the old instruments of international security institutions. Certainly, 
they do everything possible to support countries in crisis situations, according to 
their mandate and instrumental possibilities, however they are unable to remedy 
the root of the problems. They were not able to prevent and stop the COVID-19 
pandemic, or to prevent and manage the development and effects of climate change, 
illegal mass migration, water shortages, energy crisis, food crisis, or prevent the 
outbreak and escalation of armed conflicts (Azeri-Armenian, Russian-Ukrainian, 
and Turkish- Syrian).

Next, we would like to illustrate the change and complexity of security challenges 
by highlighting the following two examples. Terrorism is not a new phenomenon, 
but becoming transnational, it has created a new situation and a complex global 
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challenge that is not limited to separate states or regions. (Brown 2022) . Using the 
results of digitalization and technological developments makes the danger of terrorism 
grow constantly and expands all dimensions of security. With their attacks, they 
create mistrust in state institutions, and the population questions the government’s 
intentions and the effectiveness of the security system to protect citizens. The effects 
of terrorist attacks may lead to general discontent that can culminate in a social 
explosion, ultimately even to a civil war. As we can see, common crimes against 
societal security (explosions, attacks on critical infrastructure, etc.) have an impact 
on the political, economic, military and environmental dimensions of security as 
well. Therefore, we can assess the prevention and treatment of terrorism as not 
primarily a military task, however it can be achieved by a comprehensive solution.

A typical 21st century challenge is the cyber threat. It is one of the most dangerous 
current security challenges, which can be used in many ways, independently and as 
part of other operations (information, psychological, hybrid, etc.). It poses a particular 
danger because the attack can remain unnoticed even for a long time since its effect is 
not manifested in spectacular destructions or casualties. A cyber-attack can be aimed 
at one or all of the security dimensions, causing huge damage to the given sector or 
to the whole country. Think of the presidential election, a vital political event for the 
US, but also decisive for the world, which was already accompanied by international 
tension in 2016 due to the Russian cyber-attack. According to experts, the Russian 
President gave direct instructions to the St. Petersburg Internet Analysis Agency to 
influence US public opinion. (National Intelligence Council 2021)  In addition to 
political influence, economic benefit and destruction have also become the targets 
of cyber activities. In May 2021, the East Coast oil company USA Colonial Pipeline 
was hacked causing significant supply shortages for the economy and the public as 
well. The company used to deliver 2.5 million barrels per day, 45 percent of the fuel 
supply of the East Coast. The shortage persisted for many days and the USA had to 
declare an emergency situation to ease the crises. (Manageengine 2021) The incident 
highlights that cyber-attacks pose an increasing threat not only to the economy and 
the politics, but also to the elements of the national critical infrastructure, which 
provide the basis for the daily life of society. 

We have selected the two examples above because, based on their connections, 
one can get an overall picture of the complexity of security challenges. Terrorism 
itself is a serious threat to security, this is well illustrated by the example of ISIS, 
which exercised state-like functions and extended its power to all dimensions of 
security. (Besenyő 2019)  In this way, it has become a decisive player from the 
individuals and smaller communities level to country and region level. The impact 
of terrorism on security is further enhanced by access to the results of advanced 
technology, such as the use of the Internet, cyberspace and digitalization. All of these 
possibilities significantly eases the planning, organization and execution of terrorist 
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activities, increasing the effectiveness and danger of terrorism. This symbiosis 
is very well presented in the article “Hezbollah and the Internet in the Twenty-
First Century” (Besenyő-Gulyás-Trifunovic 2023) and points out to the need for a 
comprehensive response to security challenges even more understandable. All of it 
does not mean that the military dimension of security will lose its importance. Based 
on experiences in Afghanistan, Iraq, Mali and other hotspots, military capabilities 
remain indispensable and should be further developed, however we have to admit 
that alone this is not enough to solve complex challenges.

It became obvious that the countries alone have to cope with security challenges 
and crises with relatively little international support, at least in the beginning. It is 
also clear that it is not possible to develop separate capabilities to deal with each of 
the diverse and complex security challenges. The limited availability of resources 
and time constraints do not allow us to counterbalance each element of complex 
challenges with distinct forces and capabilities. Therefore, a strong general base should 
be established to provide primary resistance, defensive line and provide time and 
opportunity for developing specific capabilities. We consider critical infrastructure 
as the most suitable assets for a general base to further build on, since their basic 
purpose is to provide the necessary products and services for social and individual 
survival. The importance of critical infrastructure is clearly shown by the fact that 
during COVID-19 pandemic, several countries (Italy, Hungary, Spain, etc.) have 
ordered and secured the operation of critical infrastructure under all circumstances, 
involving the armed forces and the police. We can also see the decisive role of 
critical infrastructure in the Russian-Ukrainian war, where the Russia is deliberately 
attacking them, trying to make the Ukrainians’ life unbearable and, in this way, 
break the resistance of defence.

2. The Possibilities of Defence Planning 
in the Development of Civilian Capabilities

Bearing in mind the facts and considerations above, the questions which 
arise would be: Is it possible to develop forces and capabilities that can meet the 
requirements of comprehensive security challenges? Can the defence planning 
system developed for the military component of security be applied to provide 
complex capabilities? Where and what changes need to be made for the defence 
planning system to be suitable for the development of civilian capabilities? These 
questions must be asked at the national level by the authorities of each country, since 
at the international level both NATO and EU made reference to the development of 
resilience (civilian capabilities) as a national responsibility (NATO, nato.int 2016)  
(Lasconjarias 2017)  (EU, commission.europa.eu 2020).
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Our study aims at searching and providing an answer to the afore questions, i.e. 
whether the defence planning system can be applied to the development of critical 
infrastructure and, thus, civilian capabilities. After examining different defence 
planning models, we consider NATO’s defence planning model and procedure 
a possible basis of our investigation. It is a general model based on the above-
mentioned PPBS principles that harmonizes the national defence planning models 
based on similar grounds, thus it has a sort of integrating and synthesizing function, 
which makes it suitable for the intended purpose.

NATO Defence Planning Process (hereinafter: NDPP) follows a four-year cycle 
and sets short, medium and long term capability development goals for the Alliance 
and, thus, also for the member states. However, the NDPP focuses on the short and 
medium term. Short term planning horizon includes 1-6 years, medium term 7-19 
years and long term 19+ years. (NATO, nato.int 2022)  

Figure no. 1: The NATO Defence Planning Process 
(NATO, nato.int 2022)

The main steps of the NDPP: 
1. Political Guidance;
2. Determine Requirements;
3. Apportion Requirements and Set Targets;
4. Facilitate Implementation;
5. Review Results.

The planning process is politically driven, since the security challenges and 
planning priorities for the planning period are initially defined. With this step the 
political leadership acknowledges and assumes responsibility for the fact that it is 
not possible to provide a complete response to all challenges and that even with the 
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most careful planning, some security risks will exist and politics must take them. It 
is also a political obligation to provide the necessary resources to achieve the defined 
objectives. Aside from the political aspect, the military side also plays a decisive 
role in the process, given that the military establishment “translates” political 
objectives into military forces and capabilities. Military expertise informs us of 
the quantitative, qualitative and readiness requirements of the necessary military 
forces and capabilities, by which the given objectives can be achieved, such as the 
collective deterrence and defence of the Euro-Atlantic region.

We have concluded that the theoretical approach and structure of the defence 
planning system provide the possibility to use it for civilian capability development. 
Following the process of the NDPP, the political guidelines should be translated into 
civilian capabilities. Adapting the military part of the process, civil professionals must 
determine the civil forces and capabilities and its related quantitative and qualitative 
requirements to ensure the implementation of the political will and the achievement 
of the set goals. To this end, the key issue is the professional implementation of step 
number 2, where this translation takes place and civilian capabilities are defined with 
all the necessary parameters. However, this is a complex and difficult task requiring 
great expertise and experience. The implementation of this task requires a team of 
experts who are aware of the expected consequences of potential military and non-
military security challenges and their civilian capability requirements. Assessing all 
of the requirements should provide them with the ability to determine the necessary 
civil capabilities and identify those elements of the critical infrastructure that need 
to be developed. We do not see the need to make any differences in the structure and 
the sequence of the further steps of the planning procedure. The basic function of the 
steps should remain as it is in the present, however, their content may change according 
to the specifications of the planned domain. For instance, step number 3 includes 
the allocation of the capability development goals to the competent governmental 
portfolios and private sectors. There are no changes in the function of the step no. 
4, dedicated to the capability development. In this phase plans become reality, it 
will turn out that our plans and calculations were correct or not and the planned 
capabilities are achievable or not. The final step of the process is the feedback, the 
review process, where we have to face our positive and negative results and continue 
the journey we started or make corrections. The aim is the objective analysis and 
assessment of our entire planning and implementation activities, otherwise we could 
get lost in this very difficult and complex process. 

We should be aware that capability development is not a short term process. 
It usually takes about 6-10 years for a capability to become fully operational since 
it includes the provision of infrastructure, human resources, legal, financial and 
professional elements, as well as the developing, testing and introductory procedures. 
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In our opinion, DOTMLPFI1 (NATO, The NATO Defence Planning Process 2016) 
system established by NATO for military capability development can also be adapted 
for civilian capabilities, this also helps to achieve usable capabilities. Taking all of 
it into consideration we found out that the planning objectives and directions should 
be defined, at least, for medium and long term, if it is possible, and the resources and 
other necessary conditions for implementation must be fixed in those plans as well.

For medium and long term capability development plans, especially with regard 
to critical infrastructure that includes several governmental portfolios, private sectors 
and sub-sectors, a well-coordinated work on concept and strategy development 
is essential. It might be useful to introduce the linkage between strategies and 
capability development process using our national (Hungarian) practice on the 
hierarchy of strategic documents. The comprehensive National Security Strategy 
(Government, honvedelem.hu 2020) is the highest policy document that identifies 
the main challenges, risks and threats and defines those elements essential for their 
prevention and management. This strategy also defines the priorities of national 
security and the main directions of capability development.

This is followed by the development of the strategy for each governmental 
portfolio or sector. It defines the expected main sources of security threats, risks and 
challenges, which must be countered with the sector’s instruments and to this end, 
it sets the sector’s main tasks and directions of capability development. These tasks 
and directions for capability development are planned in the medium and long term 
plans of the sector with resource allocation and deadline. However, we found that 
only some governmental sectors fulfil the obligation and prepare its own strategy 
related to the National Security Strategy. In many cases the sector-specific strategies 
are not in line with the National Security Strategy’s requirements. This means that 
there is no centrally managed work on comprehensive capability development that 
responds to the complex challenges identified by the National Security Strategy. 

Currently, the defence sector is following the afore mentioned process and is 
developing its own strategy, the National Military Strategy (Government, defence.
hu 2021) operating the defence planning system to provide military forces and 
capabilities in line with the National Security Strategy and NATO’s requirements. 
However, the military forces and capabilities are not enough to cope with complex 
challenges. There is a need for a structured civilian capability development process 
similar to the military one. 

In this difficult period, only a complex governmental approach can provide the 
capabilities that offer the opportunity to cope with comprehensive challenges. The 
military side cannot exist without civilian capabilities and the reverse is also true, 
they can only form together the “two sides of the security coin”. 
1 DOTMLPFI - Doctrine, Organisation, Training, Material, Leadership, Personnel, Facilities, 
Interoperability.
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Therefore, we recommend the following structured approach to establish a 
national security planning system in order to provide military and civilian capabilities 
in an integrated manner. 

 Figure no. 2: Possible structure of strategic planning 
and capability development on national level

In our view, the comprehensive interpretation of security includes the 
establishment of a joint structure for developing military and civilian capabilities 
in a harmonised manner to answer complex challenges. It would cost-effectively 
ensure the unity of efforts across priorities, avoiding duplication and overlap in 
capability development. It is our belief that the application of the defence planning 
system for the development of civilian capabilities would represent a significant step 
in answering complex security challenges. 

Further research and experiments are necessary for the establishment and 
smooth operation of the integrated national security planning system, taking into 
account the differences and peculiarities of the civil sectors, but it is our strong 
belief that this idea should be continued and promoted.
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Conclusions

Considering the complex and ever deteriorating security environment, there is 
a need to change our approach attitude to managing security challenges. We need to 
understand that the military and non-military security dimensions must be considered 
in equal measure, since both make up the whole of security. All of this must be reviewed 
in terms of the authority and tasks of international organizations involved in security 
matters, since nations received little help in managing recent crises.

We also consider necessary to follow a broader interpretation of security and 
to approach the security dimensions comprehensively on national level. As part 
of the security establishment, non-military dimensions should be integrated in the 
national security planning system on national level and the planning system of defence 
dimension is to be used as a common approach to develop the necessary capabilities.

It is obvious that we cannot counter complex security challenges by developing 
specific capabilities that respond to each element of a complex challenge because 
of the limited availability of resources and time constraints. There is a need for 
a comprehensive general base that ensures the availability of basic capabilities 
and provides time and opportunities for specific capability development in case 
of crises situation. In our view, this comprehensive base is the system of critical 
infrastructure that could provide the framework for civilian capability development. 
Development of civilian capabilities through critical infrastructure should be 
planned in a prospective approach using a medium to long-term planning horizon. 
We envisage the possibility to use defence planning system in an integrated manner 
that could provide the necessary military and civilian capabilities in parallel based 
on coordinated priorities. It could ensure better possibilities to meet the requirements 
of countering complex challenges. 
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2022 was the year marking a significant increase in the use of virtual assets 
for illicit activities such as sanctions evasion. Most of the entities conducting 
these activities are linked to Russia, North Korea and Iran, which are subject to 
international sanctions imposed by the international community.

The paper presents key elements about the use of virtual assets in illicit activities 
by sanctioned entities and highlights the necessity to increase defence and intelligence 
resources for better data analysis on this type of entities. Analyzing data about 
virtual assets transactions requires strong collaboration between public and private 
organizations, with a focus on an intelligence-led approach, considering the growing 
links between cybercrime, money laundering, terrorist financing, special operations 
conducted by adversaries. In order to support this collaboration, it is essential to 
prioritize the education of decision-makers on the necessity to focus on technical data.

Keywords: sanctions evasion; virtual assets; sanctioned entities; data analysis; 
blockchain; intelligence.

Introduction

The Russian invasion of Ukraine and the subsequent sanctions imposed by the 
international community raised international awareness on the topic of sanctions 
evasion. Even though apparently there are no obvious indicators to identify a major 
risk towards national security, a closer look shows data about the use of virtual 
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assets in cybercrime, money laundering, illegal trade, conducted by entities linked 
to Russia, North Korea and Iran.

Blockchain is the underlying technology facilitating the transfer of value 
through virtual assets and has the potential to improve different legacy systems and 
procedures, mainly due to its transparent, permissiveness and distributed nature. 
However, virtual assets are only one major practical financial application on how 
blockchain technology can be deployed on a wider scale in the different sectors of 
activity. Essentially, transactions involving virtual assets have a pseudo-anonymous 
nature, contrary to common opinions that these are anonymous. The problem is that 
de-anonymizing them requires a lot of time and resources, which actually affects 
public confidence in cases of major incidents. The resources allocated from public 
money involve decisions across a wide range of decision-makers, who have not fully 
understood yet the technology, the data required to de-anonymize and the necessity 
to upgrade skills of existing workforce.

This paper provides examples on how virtual assets are used in illicit activities 
conducted by entities linked to Russia and their affiliates from North Korea and Iran, 
highlighting the need to improve intelligence gathering capabilities, data analysis 
and also the education of decision-makers so that regulation can be effective, based 
on technical data requirements.

A study published by the US Center for Strategic and International Studies 
(CSIS) provided details regarding the impact of sanctions evasion: “A current risk 
in today’s trade ecosystem is that countries leverage virtual assets to circumvent 
US sanctions” (Reinsch, Palazzi, 2022). The study also provided examples on how 
Russia’s affiliates, Iran and North Korea, used virtual assets:

− Iran legalized virtual assets payments to pay for imports;
− North Korea hacked into virtual assets wallets and laundered the stolen funds 

through financial institutions such as Virtual Assets Service Providers (VASPs);
− the North Korean state-sponsored hacking group Lazarus used obfuscation 

techniques to disguise the source and launder their approximately equivalent of 1 
billion USD in virtual assets, obtained from their cyber-crimes since 2015.

The news agency Reuters published in November 2022 an article about 
Binance, a major VASP (who also has operations in Romania and a significant 
market share), on how they allowed Iranian firms trade 8 billion USD, even though 
there are sanctions in place to cut off Iran from the global financial system (Berwick, 
Wilson, Zamfir, 2022). Binance denied any wrong-doing, however the transactions 
have taken place. The question about avoiding such situations to occur again has the 
answer in the available blockchain analysis tools and the decisions to use these in an 
intelligence-led approach.

Chainalysis, one of the major private companies conducting blockchain 
analysis, mentioned in their 2023 Crypto Crime Report that the share of all virtual 
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assets activity that are linked to illicit activity increased for the first time since 2019, 
from 0.12% in 2021 to 0.24% in 2022 (Figure no. 1). Overall, illicit transaction 
volume rose in 2022 for the second consecutive year, hitting an all-time high of 20.1 
billion USD (Chainalysis, 2023).

Figure no. 1: Illicit share of all cryptocurrency trading volume 
(Chainalysis 2023)

The report from Chainalysis mentioned that 44% of the overall illicit 20.1 
billion USD came from “activity associated with sanctioned entities” (Figure no. 2), 
raising by a staggering figure of 10,012,224.34% from 2021 to 2022. The remaining 
56% was related to stolen funds, ransomware, fraud, terrorism financing, and other 
illicit activities.

Figure no. 2: Total cryptocurrency value received by illicit addresses 
(Chainalysis 2023)

In order to assess the impact of sanctions evasion on a specific country level, 
further blockchain analysis data could be provided by companies such as Chainalysis, 
but these include proprietary data sets and methodologies which are subject to privacy 
and confidentiality requirements, this is why this paper only makes reference to data 
already in the public eye.
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It is essential to underline that these are only estimates of illicit virtual assets 
activity, considering the transparency of most blockchain transactions and allow us 
to understand why sanctions evasion is becoming a major topic from professionals 
in finance, law enforcement, defence and intelligence agencies. In order to tackle the 
risks, improve the accuracy of data (so that we can work not only with estimates) 
and de-anonymize the illicit transactions, the work between the public sector and the 
private sector has become essential when it comes to virtual assets.

Companies from the private sector conducting blockchain analysis, such as 
Chainalysis, Elliptic, TRM Labs etc., can help initially by evaluating the risk of 
entities involved in virtual assets transactions, but they are not able to complete the 
cycle and fully de-anonymize the transactions and link specifically virtual assets 
addresses to individuals because that would imply intrusion into private lives. Only 
the organizations from the public sector such as defence and intelligence agencies, 
law enforcement, prosecution bodies can complete the cycle of de-anonymization 
when illicit activity is identified, by further exploring data sets and risk evaluations 
obtained from these blockchain analysis companies, cross-referencing these with 
internal data sets and conducting further intelligence gathering using special methods 
on risky entities, according to legal frameworks.

1. How Sanctions Evasion Can Be Enforced

The US Treasury’s Office of Foreign Assets Control (OFAC) and similar 
agencies in other jurisdictions (G7, European Union, UK Treasury, Japan Ministry 
of Economy, Australia Department of Foreign Affairs etc.) implement sanctions 
through the targeting of individuals, groups, countries, considered threats to national 
or international security.

“The growing prevalence of virtual assets as a payment method… brings greater 
exposure to sanctions risk – such as the risk that a sanctioned person or a person in a 
jurisdiction subject to sanctions might be involved in a virtual currency transaction” 
warns OFAC in its Sanctions compliance guidance for the virtual currency industry 
(Office of Foreign Assets Control, 2023). For example, in May 2017, North-Korean 
hackers known as the Lazarus Group, launched the WannaCry ransomware attack, 
which had damaging effect on individuals, businesses and other organizations, but 
allowed to generate funds for North Korea’s government by requesting payments 
in virtual assets (US Treasury, 2019). This marked a link between cyber-crime and 
virtual assets, justifying OFAC to sanction the Lazarus Group by prohibiting US 
persons from making or facilitating payments to the group.

Traditionally, sanctions enforcement relied on the cooperation of mainstream 
financial institutions. With virtual assets at the intersection of cybercrime, finance 
and banking, technology, money laundering and financial crime enforcement, the 
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role of defence and intelligence agencies is becoming more and more critical to 
properly assess the problem by gathering intelligence using specific methods. The 
main challenge now is that the enforcement of sanctions evasion can be conducted 
by organizations like OFAC only if the approach is intelligence-led. Having reliable 
data also from international partners of the USA, which could be analyzed properly 
without waiting for a problem to have systemic implications, is essential. This can 
be achieved mainly by improving cooperation among authorities, public sector and 
it requires first a clear understanding of the problem and how it affects current roles, 
responsibilities and partnerships.

1.1. A closer look on illicit activity

Data obtained from blockchain analysis companies allows to understand 
better the flow of illicit transactions, decide accordingly where resources should be 
allocated with priority and what should be the role of public sector organizations in 
order to achieve de-anonymization of transactions involving entities linked to illicit 
activity, such as sanctions evasion.

According to Chainalysis crime report, there are different entities used in various 
combinations by criminals who are processing illicit virtual assets transactions, the 
biggest volumes in recent years involving two types of entities: Centralized VASPs 
and Decentralised Finance (DeFi) protocols (Chainalysis, 2023).

Centralized VASPs, mostly controlled by legal entities, were the biggest 
recipient of illicit virtual assets, because this is the easiest way to convert virtual 
assets into cash. It may be surprising because internal transactions of a VASP are not 
available publicly available (theoretically facilitating obfuscation) and most of these 
VASPs are regulated, with compliance measures in place to report illicit activity to 
financial intelligence units once detected, but this is what data shows. However, it 
is important to note that transaction data can be further obtained from most of the 
regulated VASPs by law enforcement, defence and intelligence agencies, using legal 
framework, once illegal activity has been detected.

In May 2023, OFAC imposed sanctions on Huriya Private, a company based in 
the United Arab Emirates. According to the US Department of the Treasury: “Since 
Russia’s full-scale invasion of Ukraine in 2022, Huriya began working quickly to 
move Russian assets into structures protecting them from sanctions. Huriya also 
helped high-net-worth Russian Federation nationals procure non-Russian passports 
under assumed names to avoid financial scrutiny and sanctions.” (Office of Foreign 
Assets Control, 2023)

The governments of Iran and Russia have reportedly been working on a gold-
backed virtual asset to be utilized for cross-border payments, which could be an 
attempt by the two governments to avoid the impact of international sanctions. 
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Iranian and Russian VASPs also have significant transactions, which requires close 
monitoring by the defence and intelligence agencies to assess transaction flows 
involving illicit counterparties or operations. (Kuznetsov, 2023)

As example, TRM Labs, a blockchain analysis company, conducted research 
on Iran’s virtual assets transactions and their findings show sanctioned entities sent 
less than 2 million USD to Iranian VASPs in 2022 and that Iranians are using Virtual 
Private Networks (VPNs) to obfuscate their location and fake identity documents 
(IDs) to bypass the compliance systems of international VASPs (TRM Labs Insights. 
2023). In January 2023, Iran’s government launched the National Task Force on 
Virtual Assets (Financial Tribune, 2023), which should enhance coordination 
between government institutions on virtual assets-related matters, with meetings of 
the members taking place twice a month (Central Bank of Iran, intelligence agencies, 
energy, industry, mining and trade).

A critical element, relevant for data analysis, is the increasing use of DeFi 
protocols in illicit activities (Figure no. 3), which are technical programs running 
independently, without obvious link to regulated legal entities.

Figure no. 3: Destination of funds leaving illicit wallets 
(Chainalysis 2023)

 The increasing use of DeFi for illicit activities and not having DeFi regulated 
under the recently published Markets in Crypto-Assets Regulation in the European 
Union (Quarta, 2022), leaves a huge data gap when it comes to data analysis involving 
virtual assets used for illicit activities such as sanctions evasion. In practical terms, 
law enforcement, intelligence agencies can no longer submit to DeFi protocols a 
formal request for information as they can do with centralized VASPs, therefore 
requiring a new methodology for intelligence gathering, data analysis and risk 
assessments.
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All activity involving DeFi is recorded on-chain (unlike centralized VASPs) and 
DeFi protocols don’t allow for the conversion of virtual assets into cash, which in 
theory may not help criminals to obscure the flow of funds and rapidly monetize their 
proceeds of crime. But the benefits for criminals with the increasing use of DeFi have 
to do with cutting the flow of illicit funds (by conducting multiple conversions across 
different virtual assets, mixers or tumblers and other programmable applications), 
complicating investigations and delaying legal procedures, which may ultimately 
affect public confidence and even impact financial stability.

North Korea-linked hackers such as Lazarus Group have deployed multiple 
hacks over the last few years, in 2022 they stole approx. 1.7 billion USD worth 
of virtual assets (Figure no. 4). To put this into context, the total value of North 
Korea’s goods exports in 2020 was 142 million USD (The Observatory of Economic 
Complexity, 2022), this is why many professionals mention that the North Korean 
government is using the cash obtained from the conversion of stolen virtual assets 
to fund its nuclear weapons programs (Jin Kang, 2022).

Figure no. 4: Yearly total cryptocurrency stolen by North Korea-linked hackers
(Chainalysis 2023)

The Chainalysis report also underlines that 1.1 billion USD of the total 1.7 billion 
USD, was stolen in hacks of DeFi protocols. After stealing the virtual assets, the North 
Korea-linked hackers usually sent these assets to other DeFi protocols, mainly because 
DeFi hacks often resulted in obtaining illiquid virtual assets that aren’t listed at centralized 
VASPs. What hackers usually did by the use of DeFi was to convert those illiquid assets 
into other virtual assets which have better liquidity. Hackers also sent large sums to 
mixers, which allow to cut the transaction flow and the origin of funds.
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Overall, data from Chainalysis shows that over 40% of illicit virtual assets 
move first to intermediary services such as mixers or DeFi protocols, with most 
of those funds coming from high-risk virtual assets addresses such as those linked 
to sanctions evasion, cyber-crime, money laundering, terrorism financing etc. 
(Chainalysis, 2023). As a consequence, putting more resources into data analysis 
involving DeFi transactions and the interactions of criminal entities with DeFi 
protocols seems reasonable, the key is to build an extensible argumentation so that 
decision-makers can act accordingly.

1.2. Current trend: Going from individual sanctions to protocol-based sanctions 
requiring more technical data

The first case involving virtual assets sanctions dates from 2018, when 
OFAC designated two Iranian nationals associated with the SamSam ransomware 
strain and included their virtual assets addresses on the Specially Designated 
Nationals and Blocked Persons (SDN) List entries (US Treasury, 2018). 

After 2018, only virtual assets addresses which belong to individuals were 
included on the SDN List as sanctions identifiers (an average of four addresses per 
designation in 2019 and nine in 2020). However, in 2021 the designations were 
extended by also including addresses linked to entities, not only to individuals. 
The digital currency addresses on the SDN List included their unique alphanumeric 
identifier (up to 256 characters) while also identifying the blockchain / distributed 
ledger to which the address corresponds (Office of Foreign Assets Control, 2023).

Overall, the average number of addresses per sanctioned entity reached 35 by 
2022, with some designations containing more than 100 virtual assets addresses as 
identifiers. To have a clearer image, this is a short list of the individuals and entities 
with virtual assets links sanctioned by US Treasury’s OFAC in 2022, along with the 
reason why these were included on the SDN List:

Lazarus Group - hacking/theft on behalf of North Korean government;- 
Ahmad Khatibi Aghada, Amir Hossein Nikaeen Ravari - ransomware;- 
Alex Adrianus Martinus Peijnenburg, Matthew Simon Grimm - drug trafficking;- 
Hydra Marketplace - darknet market and money laundering;- 
Garantex, Blender.io, Tornado Cash - money laundering;- 
Task Force Rusich - Russian paramilitary group in Ukraine.- 

From the above list, there are two entities which require special attention when 
it comes to data analysis of virtual assets transactions: Blender.io and Tornado Cash. 
These are mixers, a frequent method to cut the flow of transactions, working by 
taking in virtual assets from multiple users, mixing it all together, and sending each 
user an amount equivalent to what they put in. The result is that each user’s virtual 
assets can now only be traced back to the mixer, rather than to its original source, 
unless special intelligence and blockchain analysis techniques are employed.
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International organizations such as the Financial Action Task Force (FATF) and 
the US Treasury’s Financial Crimes Enforcement Network (FinCEN) have warned 
that the frequent use of mixers is a red flag and requires careful monitoring and 
reporting (Financial Action Task Force, 2020 and Elliptic, 2022).

Analysis conducted by the Elliptic blockchain analysis company indicates that 
North Korea’s Lazarus Group laundered virtual assets worth more than 20.5 million 
USD through Blender.io following the hack of the Ronin Bridge (DeFi service), 
which resulted in more than 540 million USD of virtual assets as proceeds of crime 
(Elliptic, 2022). However, sanctioning Blender.io and Tornado Cash did not stop 
North Korea from progressing further money laundering for their proceeds of crime, 
but it forced these state-sponsored hackers to find and use alternative mixers, in 
order to circumvent the sanctions.

Research from Elliptic also indicates that in January 2023, the Lazarus Group 
sent approximately 58 million USD through another privacy-enhancing service 
known as Railgun (Elliptic, 2023), which Elliptic had previously identified as an 
alternative to Tornado Cash (Elliptic, 2022). Elliptic also identified that the Lazarus 
Group sent virtual assets of more than 100 million USD using another mixer, Sinbad, 
a DeFi service that was established in October 2022 which appeared to be acting as a 
replacement for Blender.io following the OFAC sanctions (Elliptic, 2023).

In January 2023, FinCEN designated Bizlatzo, a VASP registered in Hong 
Kong (under the control of Russians and operating worldwide), as a primary money 
laundering concern, for failing to “effectively implement policies and procedures 
designed to combat money laundering and illicit finance” pursuant to Combating 
Russian Money Laundering Act (Financial Crimes Enforcement Network, 2023). 
Later, The U.S. Justice Department charged Bitzlato with money laundering (US 
Attorney’s Office, 2023), and competent authorities from Europe reported having 
seized control of virtual assets wallets containing more than 19 million USD in 
virtual assets, as part of enforcement actions against Bitzlato (Europol, 2023). 

Bitzlato allowed its users to process transactions without minimal identification, 
becoming a preferred method for using criminal proceeds and funds intended 
for use in criminal activity. According to US Attorney’s Office, Bitzlato’s largest 
counterparty in cryptocurrency transactions was Hydra Market, an anonymous, 
illicit online marketplace for narcotics, stolen financial information, fraudulent 
identification documents, and money laundering services that was the largest 
and longest running darknet market in the world. Hydra Market users exchanged 
more than $700 million in cryptocurrency with Bitzlato, also received more than  
$15 million in ransomware proceeds (US Attorney’s Office. 2023).

In February 2023, OFAC also undertook a coordinated, joint action alongside 
the UK’s Office of Financial Sanctions Implementation (OFSI) to target ransomware 
perpetrators (National Crime Agency, 2023). OFAC and the OFSI both sanctioned 
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seven Russian nationals associated with multiple cyber-attacks. It is important to 
note that neither OFAC nor OFSI did not include virtual assets addresses belonging 
to the individuals on their sanctions lists, but the blockchain analysis tool from 
Elliptic, a private company, identified 53 addresses belonging to six of the seven 
sanctioned cybercriminals (Elliptic, 2023).

It is the best course of action to avoid designations of individuals on the sanctions 
list without technical data such as the February 2023’s OFAC and OFSI joint action 
focused on Russians involved in cyber-attacks, which had limited impact on an 
operational level because virtual assets addresses were not included. In that specific 
case, the inclusion of the addresses on the list would have had a positive impact by 
allowing financial institutions to track & monitor those addresses in an effective 
manner and reporting to competent authorities any counterparty sanctions exposure, 
mixers or IPs involved, transaction hashes etc.

These examples show the topic of sanctions comes at the intersection of multiple 
illicit activities and present an obvious obstacle: identifying virtual assets addresses 
and gathering data linked to transactions of these addresses with other entities in the 
DeFi space, where there are no centralized entities, which could be approached by 
law enforcement under legal gateway. Without clearly mentioning the virtual assets 
addresses, the efficiency of any investigation will be severely impacted.

1.3. Intelligence gathering focused on cross-referencing multiple data sets
       (geolocation, counterparties receiving / sending funds, mixers etc.)

On 15th of October 2021, OFAC published the “Sanctions Compliance Guidance 
for the Virtual Currency Industry,” which provides best practices to combat the use of 
virtual assets by sanctioned persons or jurisdictions and highlights its application for 
VASPs the same as it is done for traditional financial institutions (Office of Foreign 
Assets Control, 2021). The guidance underlines the use of geolocation tools to 
prevent IP addresses from sanctioned countries (by using data from multiple sources 
- IP addresses, Wi-Fi triangulation, GPS signals) and the requirement to implement 
blockchain analysis monitoring and reporting tools which can identify transactions 
involving virtual assets addresses associated with sanctioned individuals and entities 
listed on the Specially Designated Nationals (SDN) list.

Blockchain analysis tools developed by different companies allow collecting 
and analyzing on-chain data, based on timeline, hashes (unique identifiers), type of 
blockchain, wallet addresses, VASP and tracing their links to risky entities involved 
in illicit activity, based on threat intelligence indicators. This kind of output allows 
financial institutions, intelligence agencies and regulators to follow the financial 
flow of virtual assets, almost in real time. The nature of blockchains — transparent, 
permissionless, distributed - allows each transaction to be verified and logged in 
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a shared, immutable record, along with the time stamp of the transaction and the 
addresses involved.

In practical terms, adding a virtual assets address to the OFAC’s SDN list is 
followed shortly by marking that address in the blockchain analysis tools developed 
by Chainalysis, Elliptic, TRM Labs as being connected to a sanctioned entity. 
Marking it allows later a financial institution, for example, to quickly identify 
any transactions involving that address, assess the risk, report it to the financial 
intelligence units or OFAC if it is suspicious or take any other action according to 
legal requirements. In addition, intelligence and law enforcement professionals can 
use a blockchain analysis tool to trace and track the movements of virtual assets 
(to and from an address associated with a reported suspicious address), to build an 
investigation based on prior intelligence or on the report initially reported by the 
financial institution to the financial intelligence units or OFAC.

One major challenge in virtual assets is that there is not a single comprehensive 
list of all virtual assets addresses controlled by sanctioned entities. Having no single 
list, there is an ongoing need for information about entities involved in transfer of 
virtual assets by using blockchain technology. The use of blockchain intelligence 
can partially capture this type of necessary information. The results can turn just 
a few virtual assets addresses in an OFAC designation into hundreds or thousands 
other addresses. In the case of Hydra, the darknet market, OFAC included more than 
100 virtual assets addresses as identifiers in its designation. However, data from 
Chainalysis indicates more than 6 million addresses affiliated with Hydra, which are 
available for monitoring and data analysis (Coindesk, 2023).

Blockchain analytics companies such as Chainalysis are constantly using new 
data sets which allow them to map better the risk of entities and the links across 
blockchains. However, it is possible to have undiscovered entities facilitating illicit 
transactions because there is not enough information available or multiple services 
are used, which allow obfuscation of funds or location, to avoid detection.

When a traditional financial institution identifies a sanctions exposure, they can 
block/reject funds and report to OFAC. The limits have to do with the fact that the 
transaction details are only available to that financial institution, the correspondent 
institution involved in the transaction, and the regulators which received the report 
from the financial institution. The significant difference in virtual assets, compared 
with traditional finance, is that the transaction data is publicly available for everyone 
on the blockchain – and this is highly relevant when it comes to risk assessments and 
regulatory reporting.

Information about transactions involving virtual assets can be obtained from a 
variety of sources, but the path from data and information to intelligence requires 
cross-reference across multiple technical data sets. These data sets are currently under 
the control of different public authorities (defence, national security, intelligence, 
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finance intelligence units, tax data, cyber security operations) or under the control 
of the regulated financial institutions. Technical data sets held by public authorities 
also need to be matched across data held by regulated financial institutions such 
as VASPs, regarding counterparty exposure of their clients, obtained by screening 
transactions on a risk-based approach.

Historically, financial institutions have solely focused on performing sanction 
checks on their customers during the onboarding process. Now, only a limited number 
of financial institutions currently use blockchain analytics (to screen and identify 
sanctioned virtual assets addresses) or various geolocation tools to uncover if any 
customers are in sanctioned jurisdictions (device IDs, IP and GPS location, etc.). 
By encouraging the use of blockchain analytics to assess counterparty exposure and 
the use of mixers, financial institutions would be in a position to obtain a significant 
bigger volume of data about suspicious transactions linked to cybercrime, money 
laundering, terrorism financing etc.

In order to increase the use of blockchain analytics across financial institutions, 
law enforcement, and intelligence agencies, it is important that decision-makers 
understand the benefits of using these tools, but also their limits, considering they 
can only capture part of the overall transactions if data sets are not cross-referenced 
between public and private entities.

2. Why it is critical to inform decision-makers based on technical data

Traditionally, intelligence agencies have a responsibility to inform decision-
makers and recommend a course of action once emerging threats or risks become 
apparent. In order to have the best course of action to manage the threats or risks 
involving the use of virtual assets, it is useful to ensure that the intelligence provided 
to decision-makers also includes minimal technical data which is specifically linked 
to blockchain technology.

The transfer of value across blockchains is already affecting current working 
practices and the risks associated with virtual assets in areas such as sanctions evasion 
cannot be ignored. The sooner more actions are implemented to increase internal 
capabilities, the better the outcome in terms of data analysis and managing the risks.

Many decision-makers actively participate in national or international working 
groups linked to cyber-crime, money laundering, terrorism financing, whose work 
end up often in policies and regulatory frameworks. Such frameworks should 
include the necessity to focus on data analysis and common reporting mechanisms 
as the key to achieve a coordinated approach. A recent report published in May 
2023 by the European Systemic Risk Board highlighted there is limited information 
available to assess the exposures and impact of virtual assets, recommending as a 
policy option to improve processes on how data is assessed, monitored, reported, 
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also encouraging to work on standardized templates across competent authorities 
and financial institutions (European Systemic Risk Board, 2023).

Educating decision-makers on blockchain would allow them to understand why 
it is crucial to focus on tehnical data for a practical outcome, by including technical 
data in:

- the Early Warning Systems (EWS) linked to red flags on cyber-crime, money 
laundering, fraud etc.;

- the national risk assessments;
- new specific legislation drafted or updated;
- the global sanctions list (OFAC SDN List; UN Security Council and EU 

Consolidated List; the UK HM Treasury Consolidated Sanctions List; the Japan 
Ministry of Economy, Trade and Industry Sanctions List; the Consolidated Canadian 
Autonomous Sanctions List; the Australia Department of Foreign Affairs and Trade 
Sanctions List).

Once the technical details are included in the above, regulated financial 
institutions can proceed accordingly, adapting their internal monitoring systems to 
capture transactions linked to sanctions evasion while also identifying more easily 
the entities or individuals involved in operations which may affect the national 
security. Consequently, any suspicious transactions or transfer of value involving 
virtual assets can easily be reported to the competent authority (financial intelligence 
units, cyber-security agencies etc.).

In many instances, a financial institution may have exposure to sanctions 
evasion that is not easy to identify, by processing transactions for VASPs and their 
customers that apparently do not have any obvious connection to virtual assets. 
Without the right tools such as blockchain analytics and sufficient controls in place 
to detect this type of activity, the financial institution could face significant exposure 
to virtual assets-related risks.

Managing the risks to the national security arising from the use of virtual 
assets in illicit actions requires the education of decision-makers, providing them 
with practical elements so that these can end-up in formal policies, procedures and 
regulations, which allow financial institutions to have legitimacy in capturing later 
the useful information for law enforcement, intelligence or defence agencies.

Conclusions

Sanctions evasion involving the use of virtual assets has become a problem 
affecting national security after the Russian invasion in Ukraine and especially 
because of the data gap concerning the risks coming from jurisdictions such as 
Russia, North Korea, Iran, which are involved in illicit activities to support their 
foreign policy. Covering the data gap requires the use of blockchain analysis data sets 
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provided by private companies and cross-referencing these with data sets which are 
under control of public authorities, while also using special defence and intelligence 
methods to de-anonymize illicit transactions.

A coordinated approach on a national and international level requires the support 
of decision-makers who need to understand the type of technical data required for 
analysis, in order to support effective policies, regulations and procedures. Having 
effectiveness in decisions aimed to tackle the use of virtual assets for sanctions 
evasion or other illicit activities would also allow defence and intelligence agencies to 
utilize blockchain technology aimed at compromising their enemies’ ability to do so.

In order to ensure coordination and effectiveness of data analysis, it is essential 
for competent authorities to prioritise setting up a holistic data analysis platform 
regarding the use of virtual assets for illicit purposes, using consistent and relevant 
technical criteria, maximising results by using encryption, while also ensuring 
consistency of relevant data sets. 

The national data analysis platform should be managed by a designated 
competent authority and would require updating the legal framework, having the 
objective to identify suspicious activity, monitor risky transactions, safeguard 
national security and financial stability.

Capacity building in blockchain analytics is essential and efforts should be 
made by all competent authorities to foster the development of relevant expertise 
and create a community of professionals in this field.

A national data analysis platform built through capacity building would also 
allow a pro-active approach being implemented, allowing to assess better the 
interactions between traditional finance and virtual assets, the risks towards financial 
stability, while also marking transactions used for illegal activities which will be 
there forever — no public or private entity could erase them from the blockchain.
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Ransomware attacks continue to pose a significant threat to organizations 
and individuals worldwide. The attackers’ ability to constantly evolve and adapt 
their tactics challenges traditional cybersecurity approaches to keep pace. 
Ransomware attacks targeting the healthcare industry accounted for 45% of all 
reported cyberattacks. The nature and scale of attacks and the increasing healthcare 
technology adoption will continue to pose ransomware attack risks. However, 
by collecting and analyzing large volumes of data and applying soft computing 
techniques, cybersecurity experts can improve their ability to detect and prevent 
ransomware attacks. As a result, soft computing offers options for detecting and 
preventing malware attacks. Using methods from the field of soft computing, such as 
fuzzy logic, neural networks, and genetic algorithms, makes it possible to conduct a 
thorough analysis of large data sets. These can yield insightful information that can 
help recognize and react to ransomware attacks. These techniques can also help to 
decrypt files that have been encrypted using ransomware. 

Keywords: soft computing; cybersecurity; ransomware; healthcare; detection; 
fuzzy logic; genetic algorithm; neural network.

Introduction

In the last few years, we have witnessed increased concerns from the media, 
governments, and private sector players regarding the potential damage attributed 
to cyberattacks. Cyberattacks have continued to develop, taking different forms, 
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such as installing spyware in personal computers, spreading worms or viruses, and 
attempting to destroy a country’s critical infrastructures (Christiansen and Piekarz 
2019). Computers and other digital devices worldwide are now more susceptible to 
attacks from different malware. Some of the most common attacks include denial-of-
service (DOS), Trojan horses, viruses, worms, blended threats, backdoors, rootkits, 
email bombs, zombies, and ransomware. 

However, ransomware has been the most prevalent malware in the healthcare 
industry over the past years. Ransomware holds the target data “hostage” for some 
ransom (Mookherjee et al. 2020). The main focus of ransomware attacks is data 
availability. Due to the significant impacts of ransomware, recent studies have 
focused on its growing intensity and threats. Projections now indicate that costs 
attributed to ransomware attacks will hit over $11.5 billion annually (Hassan 2019). 
Ransomware attacks will continue to grow up to 350% annually, making the attacks 
a significant source of threats to critical infrastructures such as healthcare systems. 
In response, the focus is shifting to the potential use of soft computing to fight 
ransomware attacks. 

For the last three decades, the subject of soft computing has been the focus of 
substantial scientific investigation. As a result, various soft computing models have 
found applications in diverse fields, such as agriculture, biological engineering, 
and information security systems (Mishra, Satapathy, and Chatterjee 2022, 2). The 
diversity of soft computing models makes soft computing techniques a reliable 
strategy for solving complex problems. Significantly, over the last few decades, there 
has been a constant increase in the usage of soft computing to combat cyberattacks 
in the field of information security. The paper reviews the literature on large-scale 
ransomware attacks and the use of soft computing in the fight against cyberattacks. 

Methodology

The paper adopts a qualitative case study approach to review, synthesize, 
and make study recommendations. Qualitative research methodology focuses on 
understanding a humanistic query as an idealistic approach (Pathak, Kalra, and Jena 
2013). The authors reiterate that the qualitative method is reliable due to its basis 
on numeric and strategies that other researchers can use and propagate objectively. 
Conversely, the qualitative case study technique investigates and analyses single or 
collective cases to reflect the intricate nature of the research target (Hyett, Kenny, 
and Dickson-Swift 2014, 2). In this respect, a case is an object under study based on 
a particular or peculiar reason. In addition, the classification and selection of cases 
help to clarify the study topic and design the study strategy. As a result, there are 
three study cases and study design frameworks. The case study frameworks are the 
intrinsic case, the instrumental case, and the collective instrumental case (Rubin and 
Babbie. 2016). 
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The objective of the intrinsic case, as opposed to understanding the function 
of a case, is to gain insight into the particulars of a single item. (Hyett, Kenny, and 
Dickson-Swift 2014, 2). An instrumental case is employed to elucidate an issue 
under study or refine a particular theory. Such a case study is adopted to promote a 
better comprehension of an object of interest. A collective case study, on the other 
hand, is an instrumental study that makes use of numerous nested cases. This paper 
adopts a collective qualitative case study focusing on the objects of ransomware and 
software computing. The qualitative approach was chosen owing to the numerous 
benefits associated with the methodology. Because the researcher had access to the 
most recent, high-quality data, qualitative research technique offers a thorough grasp 
of a studied subject or area (Pathak, Kalra, and Jena 2013, 46). 

Hypothesis

The paper is intended to test the following hypothesis: “If soft computing 
models can imitate human brains, can soft computing help fight against the 
threats of ransomware”? Besides, the paper hypothesizes that combining vast data 
samples and soft computing techniques can enhance ransomware detection and 
prevention. Consequently, the paper collects and assesses large data samples based 
on ransomware attacks while using soft computing literature to test the hypothesis. 
When large ransomware data samples and soft computing strategies are combined, 
the result can enhance overall cybersecurity, leading to effective detection, quicker 
reaction times, and less downtime.  

Moreover, gathering large data samples on ransomware attacks can make it 
possible to develop more efficient machine-learning models, resulting in increased 
detection skills. By combining these strategies, businesses can strengthen their 
defence against ransomware attacks, minimizing the damage caused by successful 
attacks and reducing future assaults. According to the paper, preventing ransomware 
attacks will require a combination of the accumulation and analysis of large data 
samples and the application of soft computing techniques.

Literature Review

Initially, scholars and practitioners believed that ransomware originated in 
Russia. However, Information Resources Management Association (2021) outlines 
the explosion of cyberattacks in the past 12 years that demystified the myth (see 
Figure no. 1 for timeline). A review of historical cases of attacks proved that 
ransomware existed in other parts of the world, including North America and Asia. 

Besenyő et al. (2021, 2-3, 24) has analyzed terrorism targeting healthcare 
facilities and workers since the 9/11 attacks. Their study highlights the vulnerability 
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of healthcare systems to various threats. This research underscores the importance 
of enhancing security measures within the healthcare sector, including detecting 
and preventing attacks. By examining the multiple challenges healthcare facilities 
face in dealing with terrorism and other threats, this study provides valuable context 
for understanding the broader implications of attacks and the need for effective 
countermeasures.

The history of malware can date back to 1970s, when the first malicious 
programs gained popularity in entertainment (Abaimov and Martellini 2022). Since 
then, malware has evolved, with the first ransomware detected in 1989 introduced as 
“AIDS Trojan”. The Trojan tricked PC users leading them to encrypt and hide files 
on a computer drive, which required the owner to pay some ransom for decrypting 
the files (Kumar et al. 2021, 380). The explosion of the attacks remains the subject 
of great scrutiny in cybercrime. Research indicates that if unchecked, ransomware 
will implode and reach levels that could create devastating impacts. As a result, 
there has been increasing interest in and use of various soft computing techniques 
(Dawn et al. 2020, 924). 

Figure no. 1: The Ransomware Timeline
(Source: Information Resources Management Association 2021)

Researchers believe that traditional methods in the fight against ransomware 
must be improved (Information Resources Management Association 2021, 1087) to 
better understand its impacts and advance better prevention and control strategies.  

To situate ransomware in the context of malware, it can also be described as 
a fundamental explanation that ransomware is a malicious malware that conceals 
files on a target computer or network and demands payment for the decryption 
key required to release the contents (Abaimov and Martellini 2022). The attackers 
typically require payment in a cryptocurrency such as Bitcoin, making it difficult 
to trace the money and the attackers themselves. Ransomware has increased in the 
scale of attacks, affecting different countries and sectors (see Appendix 1). 
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Researchers classify ransomware attacks into several categories. According 
to Fields (2018), ransomware attacks comprise five main categories based on 
target platforms. Ransomware can take different forms and infect either a personal 
computer, mobile device, cloud storage, servers, and smart TV sets (Hassan 2019). 
Regardless of the ransomware category, the authors note that its attacks continue 
to produce adverse consequences for individuals and organizations. However, 
ransomware attacks on organizations are typically large-scale and specialized in 
targeting specific organizations to achieve certain goals. 

There are various ways in which ransomware attacks can take place. Fields 
(2018) states that ransomware attacks can occur through email attachments, 
malicious links, and software vulnerabilities. In addition, some ransomware appears 
in lock screen attacks, such as CovidLock, which rely on the user’s input to execute a 
code (Modlin, Amber and Gregory, Andrew and Odebode, Iyanuoluwa and Hodson, 
Douglas and Grimaila, Michael. 2021, 33). After the virus installs on a device, it 
typically begins encrypting data and presenting a message to the user demanding 
money in return for the decryption key (Kovács 2022, 98, 100). Once this process is 
complete, the malware will typically remove itself.

1. Incidences of Ransomware Attacks

Review cyberattacks indicate that ransomware attacks remain challenging for 
many organizations and sectors. Alqahtani and Sheldon (2022) note that ransomware 
attacks affect critical cyber-physical systems and continue to attack many users. In 
an empirical study involving 50 organizations in the UK and North America, Yuryna 
Connolly et al. (2020, 2) found that private sectors have faced severe effects of 
crypto-ransomware attacks. Also, the authors noted that the organization’s size was 
not a factor in ransomware attacks. Ransomware attacks are becoming increasingly 
common and are a significant threat to sectors that provide critical services. These 
sectors include healthcare, finance, energy, transportation, and government agencies. 
These industries are particularly vulnerable because they handle sensitive data and 
provide essential services that are crucial to the functioning of society.

The healthcare industry is disproportionately affected by ransomware attacks, 
despite the fact that they affect all enterprises. In the healthcare sector, ransomware 
attacks continue to be the most common type of cybercrime that is recorded 
(Mookherjee et al. 2020, 581). During the course of eight years starting from early 
2010, the number of ransomware attacks in the healthcare sector has increased by 
more than 125 percent (Abraham, Chatterjee, and Sims 2019, 547-48). Ransomware 
is a malicious malware that conceals files on a target computer or network, while 
demanding for payment to gain access to a decryption key needed to unlock the 
files. As the healthcare sector expands and transitions digitally, it becomes more 
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vulnerable, accounting for at least 45% of all cyberattacks (Thamer and Alubady 
2021, 213-215). During the COVID-19 pandemic, the US Department of Health 
Services reports that at least four states fell victim to ransomware, while another 400 
hospitals were reportedly on the target list (Dullea, Budke, and Enko 2020, 534). 
One of the renowned ransomware attacks targeting numerous healthcare systems 
is the WannaCry, which affected Britain’s National Health Services (NHS) (Fields 
2018, 85). The WannaCry attack paralyzed operations in over 80 hospitals for four 
days, leading to delays in clinical appointments and scheduled surgeries (Tully et 
al. 2020, 229). The other notable ransomware attacks in the healthcare sector are 
the 2016 Hollywood Presbyterian Hospital in California, which held the hospital’s 
data hostage for ten days until it paid a ransom of $17,000 in bitcoin (Gagneja 
2017,1-5). Hospitals are now the primary target for ransomware attacks due to the 
increasing storage of patient information in digital systems and security holes in 
hospital information technology systems (see Appendix 2). 

Ransomware attacks in the healthcare industry come in different mechanisms. 
Table no. 1 indicates that cyberattacks targeting the healthcare industry come in 
nine forms (Alvarez 2017). Notwithstanding the forms of attacks, the incidences of 
ransomware targeting hospitals rose in 2015 (Nikki et al. 2018, 1, 21-22). A review 
of reported cases of ransomware indicates that its impacts spread worldwide, with 
the US being the most affected country (see Appendix 1). Most ransomware attacks 
affect developed countries, where digital medical information is more valuable to 
cybercriminals. Similarly, in developed countries, ransomware attacks affect critical 
national sectors such as transport, healthcare, government agencies, commercial 
facilities, and energy (Moallem 2020). 

Table no. 1: Common Mechanisms 
of Attacks in Healthcare
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Attacks within healthcare severely affect individuals and organizations, 
causing data loss, financial harm, and reputational damage (Fields 2018; The DoD 
Cyber Exchange 2020). For instance, in 2016 alone, over 73 million ransomware 
attacks were detected within the healthcare industry (Slayton 2018, 287-288, 293). 
Of the reported events, nearly 1,500 attacks occurred, and a record of 300 serious 
incidences. With projections indicating that ransomware attacks may quadruple by 
2023, there is a need for preventive strategies. Maintaining up-to-date software, 
using strong passwords, and exercising caution while reading emails or clicking 
on links from unfamiliar sources are crucial to avoid ransomware attacks. It is 
essential to perform frequent data backups to protect against data loss in case of 
an attack (Singh and Sittig 2016). Government agencies, cybersecurity institutions 
such as the Cybersecurity and Infrastructure Security Agency (CISA), and private 
sector recommends strategies such as planning, joint partnerships, preparation, and 
information sharing (King 2022). However, the evolution in soft computing might 
provide a timely strategy to avert the impacts of ransomware attacks. 

2. Soft Computing

Slayton (2018, 295) outlines that ransomware attacks stood at over 70 million 
in 2016. Given that the ransomware attacks could rise to numbers that might be 
complex to manage, research point to the ineffectiveness of conventional approaches 
(Information Resources Management Association 2021, 1087). The authors attribute 
the ineffectiveness of conventional methods to the widening cyberspace and 
increasing numbers of malware. Effective intelligent systems based on challenges 
under focus and combining appropriate soft computing techniques can be adapted to 
solve problems. Soft computing is critical in designing intelligent systems that can 
predict and help solve threats attributed to complex problems.  

Soft computing continues to gain relevance in the fight against ransomware. 
Ransomware attacks continue to rise worldwide, devastatingly impacting critical 
infrastructures. However, the advanced artificial intelligence (AI) in soft computing 
has led to advances that can be employed to solve complex ransomware challenges 
(Shin and Xu 2017, 1). Soft computing is a subfield of Artificial Intelligence (AI) 
that focuses on creating intelligent algorithms and methods to cope with uncertainty, 
imprecision, and partial truth in data. AI in soft computing is gaining application in 
the fight against malware in computing systems and other digital devices. 

Research shows that soft computing applications can be applied to detect and 
prevent ransomware in Android devices. For example, Zhang et al. (2021) found 
TC-Droid, an automatic threat detection framework for Android, to be effective 
in malware detection. Similarly, Grini, Shalaginov, and Franke (2018, 337-338) 
outline the importance of soft computing in overcoming the complexities of modern 
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ransomware. This paper outlines the importance of soft computing in addressing 
the complexities of modern ransomware. It demonstrates the effectiveness of 
using static features extracted from PE32 files and applying Bayesian networks for 
large-scale malware detection. Using static features extracted from PE32 to study 
large-scale malware detection, the authors found Bayes Network compelling. In a 
comprehensive study by Filiz et al. (2021), the authors tested 78 antimalware tools 
against a sample of 61 ransomware variants. Their findings revealed that the tested 
tools had minimal impact in effectively combating these ransomware threats. As a 
result, the authors recommended the adoption of soft computing techniques as more 
effective alternatives in dealing with ransomware attacks. This study supports the 
hypothesis that soft computing can enhance ransomware detection and prevention, 
offering a more robust approach compared to traditional antimalware tools.

Furthermore, Dutta et al. (2021) consent that the best way to combat malware 
is to use reverse engineering and machine learning. Mohammad (2020) suggests 
pursuing artificial intelligence in the fight against ransomware in addition to preventive 
strategies. Sharma et al. (2019, 323-324, 337-338) acknowledge that the complexity 
of ransomware threats and the data scale requires suitable countermeasures such as 
fuzzy logic. Similarly, Dovom et al. (2019,2) note that fuzzy logic and fast fuzzy pattern 
trees provide robust and powerful malware detection. These studies recommend 
soft computing techniques such as machine learning and artificial intelligence over 
traditional strategies. Thus, the future in the fight against ransomware might be the 
application of soft computing strategies. Understanding soft computing techniques 
is critical in their application against ransomware threats. 

Since ransomware is a computer program, soft computing techniques provide 
a way of analyzing, detecting, and preventing attacks. Soft computing aims to 
imitate the human brain’s capacity to reason and solve issues while operating in an 
unpredictable and imprecise environment, unlike conventional computer approaches, 
which depend on specific rules and deterministic models (Shin and Xu 2017). The 
following are the three primary components of soft computing:

− Fuzzy logic: a mathematical framework that addresses questions of ambiguity 
and imprecision in data (Dovom et al. 2019,3). Fuzzy logic makes it possible to 
represent and manipulate nebulous or ambiguous ideas, such as “warm” or “tall,” 
which are complex to describe using typical binary logic;

− Neural or artificial neural networks: computer systems designed to replicate 
the structure and function of the human brain (Gupta 2021). The networks can learn 
from data, spot patterns, and make predictions based on information that may be 
noisy or inadequate;

− Evolutionary computation: refers to a group of optimization algorithms 
modeled after the processes that occur during biological evolution (Khoda et al. 
2021). These algorithms use several strategies to find optimum solutions in spaces 
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with large dimensions and complicated structures, such as mutation, crossover, and 
selection.

Research continues to gain momentum in intrusion detection within computer 
and network security (Sathesh 2019, 72). Techniques from the realm of soft computing 
are increasingly finding applications in various domains, including control systems, image 
processing, data mining, pattern recognition, and decision-making systems (Abbasi et al. 
2022). Researchers are now proposing different models to detect and prevent malware 
in Internet of Things (IoT) devices (Khoda et al. 2021). Soft computing models and 
theories developed to fight ransomware include fuzzy set theory, novel loss function, 
and particle swarm optimization. These strategies are incredibly effective when working 
with real-world situations that are complex to solve using typical computer approaches. 
Soft computing techniques have several applications in cybersecurity (Shin and Xu 
2017). Some of the soft computing applications in cybersecurity are:

− Intrusion detection: soft computing strategies such as fuzzy logic and neural 
networks facilitate detecting network intrusions by analyzing traffic and identifying 
suspicious activities (Gupta 2021);

− Malware detection: soft computing techniques such as genetic algorithms 
help detect new and unknown malware by analyzing the behavior of programs and 
identifying patterns that indicate malicious activity (Lee, Lee, and Yim 2023, 15);

− Spam filtering: soft computing techniques such as neural networks and fuzzy 
logic apply in filtering spam emails by analyzing the content and identifying patterns 
that indicate spam (Ahmed et al. 2022, 4);

− Password cracking: soft computing techniques such as genetic algorithms are 
critical in cracking passwords by generating and testing many possible passwords 
until it finds the correct one (Shin and Xu 2017);

− Network security: soft computing techniques continue to find applications in 
optimizing network security by identifying vulnerabilities and developing strategies 
for mitigating the risk of attacks (Shin and Xu 2017);

− Overall, soft computing techniques have proven helpful in enhancing 
cybersecurity by providing practical solutions to cybersecurity challenges.

3. Soft Computing in Ransomware Protection

Techniques that make use of soft computing have the potential to play a key 
role in strengthening the security of healthcare information technology systems 
(Tully et al. 2020, 230). Healthcare IT security is critical due to the sensitive nature 
of patient data, including personal information and medical records. Soft computing 
can improve healthcare IT and security in more ways than one.

Soft computing plays a critical role in anomaly detection. The principles of soft 
computing help construct intelligent systems capable of recognizing user behavior 
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patterns and detecting abnormalities that suggest a ransomware attack (Shin and Xu 
2017). Soft computing intelligent systems may assist in preventing the ransomware 
from carrying out its intended function and encrypting the victim’s data. In addition, 
soft computing help analyze the danger of a ransomware attack and uncover 
weaknesses in the victim’s system (Yuryna, Connolly et al. 2020, 7). Furthermore, 
soft computing approaches may also help avoid ransomware attacks by identifying 
malicious software or abnormalities, evaluating risk, and building reaction plans 
(Yuryna Connolly et al. 2020, 17). 

Victims can lower the danger of ransomware attacks and keep their data 
from being encrypted and held for ransom if they combine these approaches with 
other cybersecurity measures. Moreover, soft computing plays a significant role in 
intrusion detection. According to Sharma et al. (2019, 336-337), neural networks 
and fuzzy logic in soft computing find applications in detecting network intrusions 
by monitoring network traffic and recognizing patterns that suggest suspicious 
behavior, which can prevent access to medical records. Risk assessment may aid the 
victim in developing effective security methods and allocating resources. In case 
a ransomware attack occurs, response plans, such as backup and recovery plans, 
incident response plans, and communication plans, may be developed using soft 
computing approaches. Incident response plans can assist the victim in responding 
swiftly and efficiently to a ransomware attack, reducing the damage and swift 
recovery of the impacted systems.

Similarly, soft computing methods are beneficial in analyzing the risk of 
cyberattacks and finding vulnerabilities in healthcare IT systems. Risk assessment 
is essential to vulnerability analysis against cybersecurity threats attributed to 
ransomware. Vulnerability analysis in healthcare is critical in developing successful 
security measures and the proper allocation of resources. Research also points to 
the effectiveness of soft computing strategies in malware detection (Dovom et al. 
2019, 7). Soft computing methods such as genetic algorithms help discover new and 
unknown malware by monitoring the behavior of programs and detecting patterns 
that signal harmful activity. It also aids in behavior monitoring through behavioral 
analysis. Thus, the latter is critical in the protection of patients’ data against malicious 
software.

Finally, soft computing strategies help develop effective access control. 
Soft computing techniques improve access control mechanisms by developing 
intelligent systems that recognize user behavior patterns and detect anomalies that 
indicate unauthorized access. Access control helps prevent data breaches, ensuring 
only authorized people can access patient information. In general, the security of 
healthcare information technology systems might be significantly enhanced with the 
application of soft computing techniques.



76 STRATEGIC IMPACT No. 2/2023

INTELLIGENCE STUDIES

Large Sample Data Collection is Essential in Cybersecurity for Several 
Reasons:

− Improving accuracy: large sample data collection allows for more accurate 
analysis and prediction of cybersecurity threats (Aurangzeb et al. 2022). A more 
extensive data set helps identify patterns and trends that may slip through with a 
smaller sample size;

− Identifying new threats: large sample data collection can help identify new, 
emerging, less visible threats (Aurangzeb et al. 2022). By analyzing a large volume 
of data, cybersecurity experts can detect patterns that indicate the presence of new 
types of malware or cyberattacks;

− Enhancing machine learning: machine learning algorithms require large data 
sets to be trained effectively (Aurangzeb et al. 2022). With more data, the algorithms 
can effectively and accurately detect cybersecurity threats;

− Supporting incident response: large sample data collection can provide 
valuable insights into how cyberattacks occur and how they can be prevented 
or mitigated (Aurangzeb et al. 2022). New insights are invaluable in developing 
incident response plans that are more effective against cyberattacks;

− Enabling threat intelligence sharing: large sample data collection can support 
sharing threat intelligence information between organizations (Aurangzeb et al. 2022). 

Organizations can better prepare and defend against cyberattacks by sharing 
information on cybersecurity threats. Hence, Aurangzeb et al. (2022) reiterate that 
extensive sample data collection is essential in cybersecurity. It allows for more 
accurate analysis, identification of new threats, enhanced machine learning, improved 
incident response, and better threat intelligence sharing. Thus, cybersecurity experts 
can stay ahead of evolving threats and protect organizations from cyberattacks.

4. Summary – Potential Application

Soft computing techniques have the potential to contribute to preventing 
ransomware attacks in the following ways:

− Malware detection: soft computing techniques such as genetic algorithms 
and neural networks can detect new and unknown malware by analyzing programs 
behavior and identifying patterns that indicate malicious activity. Detection is critical 
in preventing ransomware’s spread and protecting the victim’s data.

− Anomaly detection: soft computing techniques find use in intelligent systems 
that can recognize user behavior patterns and anomalies that indicate a ransomware 
attack. Intelligent systems can help prevent ransomware from executing and 
encrypting the victim’s data.

− Risk assessment: soft computing techniques are critical in assessing the risk of a 
ransomware attack and identifying vulnerabilities in the victim’s system. Risk assessment 
helps in developing effective security strategies and appropriate resource allocation.
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− Response planning: soft computing techniques help respond to ransomware 
attacks through backup and recovery plans, incident response plans, and 
communication plans. Response plans are critical in minimizing the damage and 
restoring the affected systems as soon as possible.

Conclusion

There is a growing adoption of technology across all sectors of national 
economies worldwide. While technology adoption increases workplace efficiency, 
they are prone to attacks. Cybersecurity has emerged as one of the greatest challenges 
facing governments and private sectors worldwide. The critical infrastructure 
such as the healthcare sector, is becoming the main target of cyberthreats such as 
ransomware attacks owing to the sensitive information in such sectors. Attacks on 
critical infrastructure can cripple essential services such as healthcare services, water 
provision, and electricity supply. Such attacks can be catastrophic to the society and 
may pose a threat to the national security. However, using large data samples, it is 
now possible to collect data on ransomware attacks and employ soft computing 
techniques such as fuzzy logic to detect and assess risks, and develop response plans 
to prevent ransomware attacks and its impacts. 
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STRATEGIC DIALOGUE
̶  Lieutenant General (r.) Virgil BĂLĂCEANU, PhD, 

President of the Romanian Reserve Officers Association   ̶

I. The Romanian Reserve Officers Association (AORR) – 
a think-tank in support of the Ministry of National Defence 

(MoND) and Chief of Defence’s (CHOD) decisional act
    
Strategic Impact: Does the AORR’s mission include think-tank tasks? 

Virgil Bălăceanu: First and foremost, AORR aims to be a think-tank on 
security and defence issues. Being a NGO, we have no decisional role, but rather 
an advisory role. However, our strength lies in our experience and our ability to 
envision and why not, innovate. One main characteristic of the AORR is its coherent 
thinking and acting in all its’ diversity, as it reunites retired generals and officers, 
volunteer reserves of all personnel categories, higher education graduates that have 
completed the short-term military training and civilians taking an interest in defence 
and security. This diversity represents AORR’s main strength as a think-tank.

S.I.: Is AORR built to support the military decision-making process?

V.B.: AORR definitely supports the decision-making process of the military, not 
only by its ‘consistent presence in the academic and training areas, on topics related 
to defence and security issues, but also by its’ direct involvement in the strategic 
defence analysis developed by the Defence Staff or the work groups established 
following our proposal, inside the Personnel and Mobilization Directorate and 
the Training and Doctrine Directorate. These work groups deal with the volunteer 
reserves in relation to proposals for the development of the National Military 
Mobility Strategy.

S.I.: What is the link between AORR and MoND and CHOD?

V.B.: An agreement was recently signed between the AOOR and the Ministry 
of National Defence, as proof of the mutually beneficial relation in working together 
towards common goals.
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S.I.: How important is the permanent membership status of AORR within the 
Interallied Confederation of Reserve Officers (CIOR) in NATO?

V.B.: Since its inception, AORR has played an active role as a permanent member 
of CIOR (Interallied Confederation of Reserve Officers in NATO), overcoming 
critical times when we got suspended for not being able to pay the membership fee.   

During the past years we have been actively involved in the CIOR’s Executive 
Council, in various CIOR Committees and specific Confederation actions.

As such, teams representing AORR took part in the MILCOMP (Military 
Competition), Romania organised the 2022 YROS (Young Reserve Officers 
Seminar) and is involved in organising the 2024 seminar, we also had reserve 
officers participating in the second edition of the YROW (Young Reserve Officers 
Workshop). Our aim is the 2028-2030 CIOR presidency, alongside France, the 
CIMEX exercises, the foreign language courses being organised by CLA (CIOR 
Language Academy), with instructors and students, having more teams take part 
in the MILCOMP. As a side note, inspired by MICLOMP, we intend on creating a 
Reserve Officers Cup in Romania.

II. The Romanian Armed Forces’ Reserve – challenges and realities
    
S.I.: Does Romania have truly efficient Reserves to support Active Forces in 

case of a major conflict?

V.B.: Romania is deficient in terms of having an adequate number of well-
trained reserve forces that could support the active forces in dealing with a potential 
threat. Post 1997, all the political and military decisions aimed to resize the Military 
as per NATO requirements and standards.

In 2007, when the mandatory military service was postponed, three years after 
Romania became a part of NATO, the issue of reserve forces, their procurement and 
modernisation were totally ignored, on the grounds that expeditionary forces were 
in no need of permanent, young and well-trained reserve forces.

S.I.: Do you consider that the provisions of the Law no. 446/2006 on the 
preparation of the population for defence and of the Law no. 477 of 2003 on the 
preparation of the national economy and the territory for defence are effective in the 
current circumstances and produce the desired effects?

V.B.: These provisions are certainly outdated and to make matters even worse, 
its amendments are lagging, especially when it comes to the population defence 
readiness programmes, establishing the volunteer military service, training for the 
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reserve forces that have completed military service prior to 2007 and pre-military 
training for the youth. Romania is missing a territorial defence doctrine integrated 
with the collective defence and overlooks population defence readiness, as well as 
economy and territorial defence readiness, the three pillars of national resilience.

S.I.: Do we expect any national considerations to increase the Reserve Force 
in the near future, as a lesson identified from the Ukrainian War?

V.B.: The War in Ukraine will determine fundamental changes in Romania 
and other NATO countries concerning the reserve forces. We are forced to give 
greater importance to the two major issues ‒ the reserve forces and the national 
defence industry. Establishing the Territorial Reserve Infantry Battalions is a first 
step in the right direction, same as involving the national defence industry in many 
procurement projects.

S.I.: How were reservists used in the COVID-19 pandemic? 

V.B.: During the COVID-19 pandemic the reserve forces were not called 
upon, except for some medical reservists. However, they were actively involved 
in combating the negative effects, one example being AORR donating supplies not 
only to Romanian hospitals but also to schools in the Republic of Moldova.

III. The Voluntary Military Service and its feasibility 
within the Romanian Armed Forces’ Operational Reserve

   
S.I.: In the current security context, in your opinion, what is the optimal recruitment 

solution for Romania that you consider most effective in terms of the cost-benefit binomial: 
voluntary military service or conscription? Or, perhaps, a hybrid formula resulting from 
combining them? Please consider the answer also taking into account the fact that there 
is no interest from the civilian population in voluntary military service.

V.B.: Although we cannot state that the 2017-2022 selection within the 
recruitment process for the volunteer reserves was a success, as the numbers reached 
only about 20% of those planned and budgeted, at this stage we can still improve 
the situation by intensifying the volunteer reserve forces recruitment campaigns, 
amending the Law dealing with the population defence readiness and establishing 
the 4-month volunteer military service. A welcomed addition could be establishing 
a training programme based on the American ROTC (Reserve Officers Training 
Corps). If these measures would prove to be inefficient in the next five to ten years, 
a hybrid volunteer reserve-mandatory service system could be an alternative.
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S.I.: Do the current voluntary reservists have real military career opportunities 
after their first tour of duty for retaining perspectives (advancement in the next 
military rank and job promotion)?

V.B.: The lack of interest for the reserve corps is also caused by the fact that the 
MoND did not make use of the legislative framework concerning the reserve forces 
training, promotions, switching corps during fulfilling their contract or moving 
from one unit to another. The reserve forces are far from being a selection base 
for the active forces. The system needs radical improvement in various areas, first 
and foremost when it comes to the attitude and acceptance towards reserve forces, 
seeing as the relation is not always one of comradeship.

S.I.: How efficient is the military education and training system for voluntary 
reservists?

V.B.: On the one hand, seeing as the 15 days of annual training are the bare 
minimum in order to be able to retain information and build the necessary skills, at 
least half of it must be dedicated to tactical exercises, especially when it comes to 
firearms training.

On the other hand, there is little to no possibility of voluntary reservists to attend 
the national military education and training system. Therefore, AORR provides a 
lot of opportunities for young reserve officers to be trained via CIOR’s organised 
courses, such as CLA, YROW, YROS or MILCOMP.

IV. The Procurement Programmes and the Defence Industry
     
S.I.: How is the defence industry anchored to the realities of the national 

security and the European and Euro-Atlantic development perspectives?

V.B.: The National Defence Industry, especially that owned by the state, has a 
limited contribution to Romania’s procurement programmes. There is a huge gap 
between procurement spending and investing in the defence industry. The offset law 
is yet to be amended, and cannot be put to good use. The private defence sector has 
slightly better results, however it cannot compete with the financial power, lobby 
and production flow of the multinational corporations, as we are missing a protection 
and support system for the private defence industry.

S.I.: Do the military operations carried out in Ukraine, which are mainly based 
on land capabilities, require the urgent revitalisation of the national defence industry 
and the programmes to equip Romania’s Land Forces with modern capabilities?
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V.B.: The War in Ukraine brings to attention not only the manoeuvring warfare 
but also the mechanised war and the war of attrition. The equipment must correspond 
to the specificities of the European landscape and to the new rules regarding mobility. 
Prior to 1990, Romania’s defence industry was “total war” oriented, and as such 
it is now unable to provide equipment and maintenance specific to fighting a war 
on Romania’s territory. This is a crucial reason for investing and enforcing some 
protectionist policies, in order to at least have the ability to build components of 
military equipment, manufacture ammunition and be able to ensure total maintenance 
of foreign equipment.

S.I.: Do you consider that the current procurement programmes are realistic 
for facing all future risks and threats for the national security? 

 
V.B.: Current procurement programmes are appropriate not only when talking 

about the need for modernisation but also taking into consideration lessons learned 
from the War in Ukraine. However, we have also planned Multirole Corvettes and 
Frigate Modernisation programmes, in stand by for some time now. This indifference 
of those in charge towards providing for the defence of Romania is extremely hard 
to understand and difficult to tolerate. Not to mention the newest trends of UASs, 
AI, robotics and human performance modification projects.

    
V. The State Military Pension System – between collapse and reform
     
S.I.: Why do you consider the State Military Pension System is so debated in 

Romanian society and a ‘hot potato’ on the agenda of each political party?

V.B.: The topic of military pensions became not only an important point for the 
political parties but also a focal point for the media. Starting with 2010, we have 
witnessed a mayhem that has reached new proportions in the last two years. It is in 
fact a direct attack on the Military, with its active and reserve components.

S.I.: How is the military pension system organised in other NATO and EU 
Member States?

V.B.: Romania tried to align itself with NATO and UE military pension systems, 
especially after becoming a NATO member. Over time, however, wrong political 
decisions have taken us further and further away from these systems.  

S.I.: How beneficial do you consider the proposed amendments to the law on 
special pensions to be (increasing the retirement age to 65 in stages, until 2035, for 
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military personnel, surtaxing special pensions by 30% for the part of pension income 
that exceeds the level of salary earnings gross environment, reducing the number of 
beneficiaries of service pensions by excluding some categories of staff such as employees 
assigned to executive positions within diplomatic missions etc.) for the Romanian Military 
personnel and the attractiveness of the military profession to young people?

V.B.: Up until military state pensions came to be considered special pensions, 
the system was already facing serious issues, such as updating the pensions, freezing 
them, confiscating the additional pension that the military had contributed to, refusing 
to acknowledge the contribution of those that continued working in the civilian 
sector, after retiring, together with a major discrepancy between similar pensions for 
the same position, rank, and seniority. The debates concerning the military pensions 
as special pensions came as a shock to reservists, perceiving them as an attack on 
their honour and dignity and on the Military as a whole. 

The proposed measures, regarding the over taxation of military pensions do 
not apply righteous principles for all the pensioners and raise a very important issue 
regarding the retirement age of 65, which will have an aging effect on military 
echelons that execute missions as their main purpose. As a direct consequence, they 
will simply not be able to physically accomplish them. 

The uncertainty and abusive practices mean that fewer young people are 
considering a career in the military, as shown by the statistics for the previous two 
years.

VI. Ukraine under the sign of Mars

S.I.: Do the strategic documents, such as the National Defense Strategy, the 
White Paper of Defence and the Military Strategy, still correspond to the current 
characteristics of the security environment (an ongoing war on Romania’s borders)?

V.B.: Looking at the Russian threat, all the strategic documents require a 
profound update, as they were developed on a different basis of defence and security 
at that time, focused on national territorial defence.

S.I.: It is a known fact that the Russian Federation is also waging an information 
war in Ukraine. Its disinformation campaigns are also targeting NATO and EU 
member states, including Romania. How do you assess the measures taken by NATO 
and the EU ‒ applicable to our country as well ‒ to counter disinformation? And, to 
the extent that you can provide an answer, how do you assess Ukraine’s resilience to 
Russian propaganda and disinformation?
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V.B.: The so-called Sputnik movement is largely present in NATO and UE 
countries, including Romania, with their disinformation and pro-Russian propaganda. 
The effects are obvious, as our institutions grow weaker through campaigns of 
depreciation, through the lack of proper governing and the lack of a societal security 
culture. 

Ukraine is successfully responding to these campaigns, through their own 
disinformation strategies that seem to be superior to the Russian ones. When fighting 
disinformation, one needs to defend but also attack, this is why we are talking about 
cyber defence as-well as cyber-attacks.

S.I.: Are the Romanian Armed Forces prepared for a possible escalation of the 
conflict in Ukraine?

V.B.: The Romanian Armed Forces are ready for a possible escalation of the 
conflict, however they are not ready for a possible generalisation.

S.I.: What are Romania’s options in case of an unwanted expansion of the 
conflict from Ukraine to the Republic of Moldova?

V.B.: Our options when it comes to a possible spread of the conflict towards 
the Republic of Moldova need to take into consideration the following elements: 
sending weaponry, ammunition and equipment, providing intelligence, early 
warning, training for Moldovan soldiers, medical assistance, hosting refugees, 
financial support, energy support and food aid.
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